
(MS-)CHAPv2

Challenge/Response Authentication Protocol, version 2

Protocol Purpose



Problems considered: 3

Attacks Found

None

Further Notes

A cryptanalysis of this protocol in its full complexity can be found in [SMW99].

——————————————————————————————————————————

HLPSL Specification

role chap_Init (A,B : agent,

Kab : symmetric_key,

H : function,

Snd, Rcv: cha14(Rne)1(l(d)1(y))1())]TJ -98.431 -14.446 Td[(pl)1(ay)1(ed_)1(by)-514(A)]TJ 0 -14.445 Td[(de)1(f=)]TJ 12.304 -28.892 Td[(lo)1(ca)1(l)-515(S)1(ta)1(te)-1029(:)-514(14(Rat,)]TJ 36.91())]TJ -98.(3H(ha14(1)-515(S)3[:)-514(tex)1(t)]TJ -36.91(�8.892 Td[(co)1(ns)1(t)-515(s)1(ec)1(_k)1(ab15(S)3[:)-514(pr)1(ot)1(oco)1(l_)1(id)]TJ 0 -28.891 Td[(in)1(it)-1029(S)1(ta)1(te)-S)3[:=)-S)3[0

tra14(Rsit)1(io)1(n)]TJ 6.152)



3. State = 2 /\ Rcv(H(Kab.Na)) =|>






