
EKE2 (with mutual authentication)

Protocol Purpose

Encrypted key exchange with mutual authentication

Definition Reference

http://citeseer.ist.psu.edu/bellare00authenticated.html

Model Authors

• Haykal Tej, Siemens CT IC 3, 2003

• Sebastian Mödersheim, ETH Zürich, December 2003

Alice&Bob style

1. A -> B : A.{exp(g,X)}_K(A,B)

B computes master key MK

MK = H(A,B,exp(g,X),exp(g,Y),exp(g,XY))

2. B -> A : {exp(g,Y)}_K(A,B), H(MK,1)

A computes master key MK

3. A -> B : H(MK,2)

Session key K = H(MK,0)

H : hash function

K(A,B): password (shared key)

Model Limitations

None
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Problems considered: 3

Attacks Found

None

Further Notes

http://citeseer.ist.psu.edu/bellare00authenticated.html
http://citeseer.ist.psu.edu/bellare00authenticated.html


/\ Snd(A.{exp(G,X’)}_Kab)

2. State = 1 /\ Rcv({GY’}_Kab.H(H(A.B.exp(G,X).GY’.exp(GY’,X)).one)) =|>

State’:= 2 /\ MK_A’ := A.B.exp(G,X).GY’.exp(GY’,X)

/\ MK_B’ := MK_A’

/\ Snd(H(H(MK_A’).two))

/\ secret(MK_A’,sec_i_MK_A,{A,B})

/\ request(A,B,mk_a,MK_A’)

/\ witness(A,B,mk_b,MK_B’)
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