
ISO1 Public Key Unilateral Authentication Protocol

one-pass unilateral authentication

Protocol Purpose

A client authenticates himself to a server by sending a digital signature.



Further Notes

inv(PKs) is the private key of the server C; {PKa,A}inv(PKs) is the certificate of agent A.If one would like to use the same server public key for each session, then permutation onPks

should be avoided.——————————————————————————————————————————

HLPSL Specification

role iso1_Init ( A,B : agent,

Pka, Pks : public_key,





const ctext : text,

a, b : agent,

pka, pks : public_key

intruder_knowledge={a,b,pks,pka}

composition

session(a,b,pka,pks)

/\ session(a,b,pka,pks)

end role

——————————————————————————————————————————

goal

%ISO1_Resp authenticates ISO1_Init on na

authentication_on na

end goal

——————————————————————————————————————————

environment()
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