
Tamarin-based Analysis of Bluetooth Uncovers
Two Practical Pairing Confusion Attacks?

Tristan Claverie1,2,3, Gildas Avoine2,3, Stéphanie Delaune3 and José Lopes
Esteves1

1 Agence Nationale de la Sécurité des Systèmes d’Information (ANSSI), Paris, France
2 INSA de Rennes, France

3 Univ Rennes, CNRS, IRISA, France

Abstract. This paper provides a Tamarin-based formal analysis of all
key-agreement protocols available in Bluetooth technologies, i.e., Blue-
tooth BR/EDR, Bluetooth Low Energy, and Bluetooth Mesh. The auto-
mated analysis found several unreported attacks, including two attacks
that exploit the confusion of Pairing modes, which occurs when a com-
municating party uses the Secure Pairing mode while the other one uses
the Legacy Pairing mode. They have been validated in practice using off-
the-shelf implementations for the genuine communicating parties, and a
custom BR/EDR machine-in-the-middle framework for the attacker. Our
attacks have been reported by Bluetooth SIG as CVEs.

1 Introduction

Bluetooth technologies are increasingly used worldwide as ways to transmit data
over-the-air. In 2021, 4.7 billion Bluetooth devices were shipped according to the
Bluetooth Special Interest Group (SIG) [24]. There are actually three distinct
Bluetooth technologies: Bluetooth Basic Rate/Enhanced Data Rate (BR/EDR),
Bluetooth Low Energy (BLE), and Bluetooth Mesh (BM). While the details
differ, all of them aim at providing confidentiality, integrity, and authentication.

Many flaws have been discovered over the years in Bluetooth standards. Some
of them are related to the use of improper cryptographic primitives [30–32],
others are purely protocol-level flaws [1, 2, 15, 37, 40], and a few ones rely on
incorrect implementations of cryptographic primitives [7, 18,35]. The behaviour
of Bluetooth stacks was also studied, especially on mobile platforms [3, 41, 42],
revealing some vulnerabilities in implementations.

Bluetooth communication security mostly relies on the key agreement step,
which can be performed using many different protocols and sub-protocols. This
makes the security analysis highly complex. The pairing confusion introduced
in [37] is an attack that exploits the interaction of two key-agreement protocols
in Bluetooth. It consists in a scenario where an entity uses Protocol A while
the other entity uses Protocol B, such that they are not aware of this protocol
? This work received funding from the France 2030 program managed by the French
National Research Agency under grant agreement No. ANR-22-PECY-0006.
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mismatch. Usually, such a mismatched interaction ends with a failure. However,
for some protocol pairs, the attacker can exploit messages sent in Protocol A to
break the security properties of Protocol B, and conversely.

Formal protocol verification is the process of abstracting a protocol to prove
that the considered security properties hold. Tamarin [28] and ProVerif [8] are
state-of-the-art tools that automatically perform this formal protocol verifica-
tion. They have been used for verifying complex protocols such as TLS 1.3 [6,17]
and 5G-AKA [16]. When their analyses complete, they grant either a formal
proof that the considered security property hold, or an attack.

Several studies of protocol confusion have been performed for Bluetooth key
agreements [23, 33, 40] using automated formal tools, but not in a systematic
way. Although [23] and [33] consider some imperfect primitives, those represen-
tations are not accurate with regards to the current knowledge about Bluetooth
protocols. As a result, most known attacks are not identified by those analyses.

Contributions. In this paper, comprehensive Tamarin models of all Bluetooth
key-agreement protocols defined in BR/EDR, BLE, and BM are detailed. Those
models are enhanced with representations of cryptographic imperfections that
affect Bluetooth. In particular, they are used to systematically analyse pairing
confusions in Bluetooth key agreements. Tamarin automatically identifies previ-
ously published attacks and identifies five new attacks, including four novel cases
of protocol confusion. We highlight that the Bluetooth SIG assigned two CVEs
for two of those attacks that defeat currently known mitigations against pairing
confusions. To explore the practicality of these attacks, a BLE and a BR/EDR
Machine-in-the-Middle (MitM) are implemented on the respective pairing meth-
ods of those technologies. To the best of our knowledge, this is the first practical
MitM implementation on the BR/EDR pairing. Two additional attacks defeat
proposed patches of BM Provisioning from the literature. A detailed research
report of the work, including our Tamarin models, can be found in [14].

Outline. Section 2 provides an introduction to Bluetooth key-agreement pro-
tocols and their flaws. Section 3 details the Tamarin formal models developed
for this study. The results, including new attacks and their implementations are
described in Section 4 before being compared to the literature.

2 Background

In this section, we introduce two distinct Bluetooth technologies: Bluetooth Ba-
sic Rate / Enhanced Data Rate (BR/EDR) and Bluetooth Low Energy (BLE),
respectively standardised in 1999 and 2010 [9]. Bluetooth Mesh (BM) is not
described in this section, but a description can be found in [14]. BR/EDR is
routinely used in audio devices (e.g., earbuds, speakers) while BLE is commonly
used in other smart devices (e.g., watches). They have a similar security archi-
tecture. Both technologies try to grant confidentiality, integrity and authenticity
of communications. Those properties rely on symmetric keys that are exchanged
during a key agreement.
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2.1 Key Agreement

In BR/EDR and BLE, the key agreement step is called Pairing and is performed
between devices respectively called Initiator and Responder. To uniquely identify
each protocol, two concepts are introduced. The term Pairing mode refers to the
type of Pairing, it can be Legacy or Secure. The term Pairing method refers to
the protocol name as standardized in the specification. The differences between
the methods lie in the messages required to complete them and input/output
capabilities of devices. Table 1 lists the Pairing protocols standardised. In this
paper, a protocol is identified by a mode and a method, e.g., Legacy JustWorks,
Secure Out-of-Band (OOB), etc.

Table 1. BR/EDR and BLE Pairing protocols

BR/EDR BLE
Pairing
Mode

Legacy Secure Legacy Secure

Pairing
Method

PIN Pairing

JustWorks
Passkey Entry
Numeric Comparison
Out-of-Band

JustWorks
Passkey Entry
Out of Band

JustWorks
Passkey Entry
Numeric Comparison
Out-of-Band

For illustration purposes, we detailed below two protocols, the Legacy PIN
Pairing protocol in BR/EDR, and the Legacy Passkey Entry protocol in BLE.

Legacy PIN Pairing for BR/EDR (Figure 1). Functions E1, E21, and E22 are
defined in the specification [9](Vol 2, Part H, §6). The key agreement starts
when the Initiator sends a nonce in_rand to the Responder 1 . The user has
to exchange a numeric code between devices, called the PIN 2 . This PIN
is used alongside in_rand and the Initiator address to derive Kinit. Kinit is
used to mask two nonces comb_keyi and comb_keyr 3 which are used to de-
rive the Link Key (LK) 4 . According to the specification, the Pairing process is
over once LK is created, but a mutual authentication procedure has to follow 5 .

Legacy Passkey Entry for BLE (Figure 2). Functions c1 and s1 are defined in
the specification [9](Vol 3, Part H, §2.2). The protocol starts with a Feature
Exchange step 1 , that is used to provide information about input-output ca-
pabilities, key size to use, etc. Then, the user has to exchange a numeric code
between the devices 2 . Typically, one device displays a code that the user en-
ters in the other one. This code is used as a symmetric key in a commitment
scheme 3 . This step is used to authenticate the capabilities and respective ad-
dresses of the devices. Finally, nonces exchanged in step 3 are used to derive a
Short-Term Key (STK) that is then used to encrypt the communication.
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Initiator
(Addri)

Responder
(Addrr)

new in rand in rand 1

User inputs

the PIN

User inputs

the PIN 2

Kinit = E22(PIN, in rand) Kinit = ...

new comb keyi comb keyi ⊕Kinit

new comb keyr
comb keyr ⊕Kinit

3

Ki = E21(comb keyi, Addri)
Kr = E21(comb keyr, Addrr)
LK = Ki ⊕Kr

Ki = ...
Kr = ...
LK = Ki ⊕Kr

4

new au randi au randi
E1(LK, au randi, Addrr)

5

new au randrau randr

E1(LK, au randr, Addri)
6

Fig. 1. BR/EDR Legacy PIN Pairing and Mutual Legacy Authentication

2.2 Tamarin Prover

The Tamarin prover [28] is a security protocol verification tool that supports
both falsification and verification in the symbolic model. As usual in symbolic
models, Tamarin represents the messages exchanged and computations as alge-
braic terms. Tamarin has already been successfully used to analyse many pro-
tocols, e.g., TLS [17], WPA2 [19], and EMV [5]. Compared to similar tools like
ProVerif [8] or AVISPA [38], Tamarin comes with a better user interface and
more refined models for some primitives like Diffie-Hellman and XOR.

Modelling protocols. At its core, Tamarin is based on multiset rewriting. This
means a protocol is represented using a series of multiset rewriting rules. A rule
essentially dictates the labelled transition from one set of facts to another.

rule Resp: Resp1(idA), In(x) Label(idA,x) Resp2(idA, x), Out(h(x))

Example 1. Tamarin rewriting rule

A Tamarin rule is composed of four elements, namely its name, the set of
facts that are input to the rule, the set of labels that are produced by the rule,
and the set of facts that are output by the rule. In Example 1, if there exists a
fact Resp1(idA) and there is an input message x in Tamarin’s state, applying this
rule will consume the fact Resp1, and produce the fact Resp2. The label Label is
generated by the application of this rule. Out(...) is a special fact that represents
the emission of a message over a public channel. In(...) is also a special fact that
denotes the reception of a message. In this rule, idA and x are variables that can
a priori be terms of any form or type.
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Initiator Responder

PairingRequest

PairingResponse 1

new passkey

Initiator displays
passkey

User inputs
passkey

2

new Ni c1(passkey,Ni, ...)

new Nrc1(passkey,Nr, ...)

Ni

Nr

3

STK = s1(passkey,Ni, Nr) STK 4

Fig. 2. BLE Legacy Passkey Entry

Modelling attacker. Tamarin analyses protocols in the Dolev-Yao model [20]
where the attacker has full control over the communication channel: it is able
to receive, intercept, modify, and forge messages. Tamarin automatically gen-
erates rules for the attacker, which enables it to perform common operations,
like splitting and concatenating messages, etc. The attacker’s knowledge is up-
dated with each message sent on the public channel, hence with each Out(...)
produced. Similarly, each message known to the attacker can be sent over the
public channel, hence received in any In(...) fact.

In order to represent cryptographic operations, Tamarin enables to define
function symbols and their relations through equations. It comes with existing
symbols such as XOR, symmetric encryption, Diffie-Hellman, etc. The set of
equations that relate functions together is called an equational theory.

Modelling properties. To gain insight and knowledge about protocols, Tamarin
allows encoding mathematical properties, called lemmas. They are expressed
using labels that are produced by rewriting rules.

lemma InitKeySecrecy:
"∀ id, stk #i. InitEndPairing(id, stk) @#i =⇒ @ #j . K(stk) @#j"

Example 2. Tamarin lemma

Example 2 expresses a simple weak secrecy claim: if an Initiator ends the
protocol with a certain key stk at time #i, the attacker is unable to retrieve
it at any point in time. The lemmas are expressed as logical formulas, using
quantifiers and negations, and the attacker knowledge is represented with fact K.

When provided with a lemma, Tamarin tries to prove it is true in all cases
or provide an execution trace. This execution trace illustrates the different rules
that are applied and the actions the attacker took to contradict the lemma.
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From this trace, it is possible to manually identify the messages and computa-
tions an attacker does to invalidate the property studied. An other possibility
is that Tamarin may not finish the proof within the allocated resources (time,
memory). When Tamarin does not finish, it is possible to use an interactive
mode and to prove the property manually by guiding Tamarin about the states
to explore. Because Tamarin is, at its core, a prover, it does not yield all coun-
terexamples of a lemma for a model. This means that when knowingly studying
a flawed protocol, Tamarin is not able to enumerate all the attacks on this pro-
tocol. Furthermore, by default Tamarin considers cryptographic primitives to be
perfect. However, some primitives have known weaknesses and some protocols
use primitives in an incorrect way. Representing cryptographic imperfections
requires an extra modelling step so Tamarin can include them in the model.

2.3 Related Work

Bluetooth technologies have been subject to many attacks over the years. A
survey of those affecting BLE can be found in [10]. Some studies have focused
on the security of the reconnection step: BIAS [1] considers the authentication
protocol during reconnection in BR/EDR, KNOB [4] the key size reduction in
BR/EDR, and BLESA [39] the reconnection in BLE.

There are also passive attacks on Bluetooth technologies. In BR/EDR, Legacy
Pairing is vulnerable to offline key recovery from a capture of exchanged mes-
sages [32]. Legacy Pairing in BLE has the same flaw although the details dif-
fer [31]. In a Secure Pairing protocol, Lindell showed the possibility to retrieve
passively an authentication secret [25], which applies to BLE and BR/EDR.

Rosa [30] proposed an active attack on Legacy Pairing in BLE that relies on
a flawed cryptographic primitive. Researchers studied the use of ECDH in the
Pairing protocols [7, 18], found flaws in the authentication of public keys and
discussed possible attacks. Key size reduction is also studied in BLE [2], which
proved to be vulnerable to some extent.

BlueMirror [15] proposed an extensive study of reflection attacks in Bluetooth
technologies and showed their applicability to all of them. In [37], the authors
define the concept of pairing confusion, where the attacker forces two devices to
use two different Pairing protocols. In their attack, an attacker forces device A
to complete Secure Passkey Entry while device B completes Secure Numeric
Comparison. They show that in this setup, implementations do not allow the
user to distinguish between both protocols. As a result, the attacker can complete
them and retrieve the encryption key derived by each device.

Bluetooth was also studied from a formal perspective. Some studies per-
formed manual proofs of some parts of Bluetooth. In [26], a proof of Secure Nu-
meric Comparison is done. A formal analysis of Secure Passkey Entry is proposed
in [36]. The security of the reconnection step in BR/EDR and BLE is studied
in [21]. Formal studies using automated tools are also detailed in [12], [13], [29],
[18], [23], [40] and [33]. They are discussed in depth in Section 4.3.
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3 Formal models

This section details the choices made to model Bluetooth key agreements. We
list in Section 3.2 all the cryptographic weaknesses that the attacker can exploit
and explain how they are modelled in Tamarin. Then, the approach taken for
modelling Bluetooth key agreements is presented.

3.1 Security model

Security properties. We study three kinds of security goals that are defined
in the specification: confidentiality, authentication, and MitM protection.

Confidentiality and authentication are defined in this paper similarly to what
is done in other Bluetooth formal analyses [33, 40]. For each Bluetooth technol-
ogy, confidentiality comes from the secrecy of the keys derived at the end of the
key agreement. Secrecy is modelled per participant, that is the secrecy of the
keys derived by each participant is verified. To model authentication, we use
the definition of non-injective agreement from Lowe’s [27] taxonomy. Again, this
property is modelled per participant, to ensure that no device has unknowingly
completed a key agreement with an attacker.

Finally, the MitM protection [9](Vol 1, Part A, §5.2.3) is formalized. It rep-
resents the fact that an attacker should not be able to complete a key agreement
with both participants at the same time and yet know the keys derived by each
side. This property is also studied in [33] for BLE Secure Pairing.

Attacker model. There are three kinds of communication channels that are
used in Bluetooth specifications. The first channel is the Bluetooth channel,
which carries Bluetooth messages over the radio between devices. It is considered
that the attacker has Dolev-Yao capabilities over the channel. The attacker is
able to forge, modify, block, and relay messages over the radio.

The second kind of channel is the one used to model user interactions, because
the user needs to perform some actions to complete most key agreements. In this
model, the user is considered honest and performs actions as required by the
specification. The attacker is supposed to have no access to the output/input
of legitimate devices. When two devices output an information, the user verifies
they match and confirms to continue the key agreement. When two devices
expect an input, the user chooses a random number and fills it on both devices.
When one device outputs an information and the other expects an input, the
user enters the output information on the other device.

The third kind of channel is the OOB channel, that is used to transport
information between two devices. This OOB channel is unspecified, but it is
assumed that the attacker has no access to this channel given that this would
break the security of the OOB protocols.
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3.2 Representing cryptographic imperfections

By default, Tamarin assumes that cryptography is perfect, but primitives used
in Bluetooth are known to have some weaknesses. This paragraph details how
these imperfections are modelled in Tamarin.

Brute-force of low-entropy secrets. Some protocols rely on low-entropy
secrets, which can be brute-forced by an attacker. Tis kind of vulnerability has
various shapes depending on the technology and key agreement [2,15,25,31,32].

In Tamarin, the names used to represent nonces/passwords are unguessable
by default: if there is a generated value secret and the attacker has access to
h (secret), without further rule the attacker is unable to retrieve the value of
secret. While this assumption is correct for some protocols (e.g., if the secret
value is 128-bit long), Bluetooth uses several low-entropy secrets that can be
brute-forced in a practical time. To model this capability, special rules are created
to output the targeted secret when the attacker has provided enough information.

rule Oracle_f4:
LowEntropyf4(pk1, pk2, n, s), In(pk1), In(pk2), In(n), In(f4(pk1, pk2, n, s))
AttackerRecoveredPasskey(s) Out(s)

Example 3. Oracle rule in Tamarin

The implementation of the passkey recovery [25] from BLE Secure Passkey
Entry protocol is done with the rule depicted in Example 1. The function f4 is
defined in the specification and is common to several Pairing methods. The meth-
ods that use a low-entropy secret generate the fact LowEntropyf4 (pk1, pk2, n, s)
that allows to enter this rule. The attacker also needs to prove knowledge of all
the elements by sending them on the public channel. When used, this rule out-
puts the secret. The use of an explicit “oracle” rule makes it appear in Tamarin’s
execution traces, therefore one may follow easily whether such a rule occurs in
a Tamarin attack trace. The ability of the attacker to brute-force downgraded
keys, discussed in [2, 33] is also modelled using such an oracle.

Malleable Commitment. This issue is present in BLE Legacy Pairing [30]
and in BM Provisioning [15]. While both instances of commitment functions
in Bluetooth have different cryptographic details, they are conceptually very
similar. In BLE, the commitment protocol is displayed in step 3 of Figure 2:
both devices exchange a commitment value computed from a key, a nonce, an
authentication secret, and additional data. Device A sends the first commitment,
followed by B. Then both devices exchange their nonces.

The vulnerabilities rely on the attacker posing as device B. Upon reception
of A’s commitment, the attacker replies to A with an arbitrary value. Then,
A sends its nonce. From A’s nonce and commitment, the attacker is able to
recover an authentication secret. The attacker then crafts a nonce from the sent
commitment and recovered authentication secret.
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functions:
aes_cmac/2, // Representation of cmac
get_b1/3, // Used to retrieve first block

equations:
get_b1(aes_cmac(k, <b1, b2>), k, b2) = b1,
aes_cmac(k, <get_b1(c, k, b2), b2>) = c.

Example 4. Representing malleability in Tamarin

To implement the malleable commitment weakness, a specific equational the-
ory is used. In Example 2, one can see the implementation for BM. In particu-
lar, it is necessary to define an equation to craft a nonce, represented here with
get_b1. Then, one has to explicitly state that a confirmation that is used in this
way is equal to a proper aes_cmac term. With this representation, Tamarin is
able to find this class of attacks on the studied protocols.

This type of cryptographic problem strongly depends on the underlying cryp-
tographic specification, and those equations are not suitable for all protocols. In
Tamarin, it is impossible to state that this equation holds only if b1 and b2 have
a specific size. As a result, those equations give the attacker more power than it
has in practice and are not a generic representation of this kind of problem.

Small subgroup attack on ECDH implementation. In Bluetooth, incor-
rect ECDH implementations have led to some attacks on implementations [7,18].
This attack is a type of small subgroup attack that affects BR/EDR and BLE
when the validity of received public keys is not verified. The representation of this
type of attacks and more generally of incorrect implementations of the Diffie-
Hellman protocol with Tamarin is extensively discussed in [18]. The authors
provide a model of Secure Numeric Comparison with their representation.

In all Bluetooth technologies, the elliptic curves used are P-192 or/and P-
256, which are defined over a field of prime order. Therefore, we adapted the
representation of ECDH provided in their model to all Bluetooth technologies.
Basically, each public key is represented as a group identifier, the neutral element
of the group and the group element. When deriving a Diffie-Hellman key, if the
attacker has managed to modify the group of an element, the key is considered
leaked to the attacker. This is representative of elliptic curve cryptography on
the groups used in Bluetooth, because an appropriate modification of a public
key yields a Diffie-Hellman secret that is on a group of low order (as low as 2).
In that case, the secret becomes easily retrievable using brute-force.

3.3 Modelling Bluetooth key agreement protocols

When modelling key agreements in Bluetooth, one needs to tackle the diversity of
protocols. In order to model them accurately, one needs to model the user inter-
action required to complete each of them. In the specification, a single protocol
may have several user interaction variations, depending on the input/output ca-
pabilities of both devices. For example, in BLE Legacy Passkey Entry, a device
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may have an input, an output or both. Whether the device outputs or waits
for a numeric code depends on the other device’s input-output capabilities. To
address this variation, Legacy Passkey Entry is modelled as three sub-protocols
to represent the different user interactions required. This also applies to other
Pairing protocols, and increases the number of protocols that are represented. In
total, there are 13 BLE protocols, 11 BR/EDR protocols, and 8 BM protocols
to consider all the identified variations.

In practice, the choice of the protocol to use between two legitimate devices is
done in the very first step, which is the Feature Exchange. An active attacker has
the ability to modify the features sent by each device, and therefore the ability
to force the protocol used on each side of the connection. Therefore, studying
each pair of protocols makes sense from a Bluetooth’s point of view. Studying the
interaction of all possible pairs of protocols for each technology requires studying
354 (132 + 112 + 82) distinct cases, each case containing several properties to
analyse. This forms the baseline of the models presented in this paper.

In total, there is one model per technology, containing all sub-protocols iden-
tified for this technology. Their respective size is detailed in Table 2. Although
the models are large, the analysis of all lemmas of all protocols is efficient. The
analysed configurations completed in less than 77 hours of CPU time.

Table 2. Sizes of the Tamarin models

Model # rules # restrictions # macros # lemmas # lines
BR/EDR 117 13 165 605 ∼11000

BLE 123 12 220 845 ∼14400
BM 57 8 100 640 ∼6600

Using the models. The Tamarin preprocessor is used to prevent Tamarin from
processing parts of the models that are irrelevant for an interaction. For this
study, the use of macros yielded a speedup of two to three orders of magnitude
for Tamarin. As a result all interactions can be studied in practical time.

Moreover, to gain more insight into the strengths and weaknesses of each
protocol, one may want to study the effects of specific imperfections. Similarly,
to study the effects of a patch, one may want to study the impact if only one of
the two devices is patched. For example, in [18] the authors analyse the outcome
of having one device with a patched ECDH implementation and another with a
flawed one. The proposed models support this type of configuration. For example,
it is possible to study all the mentioned protocols while preventing the attacker
to brute-force low-entropy secrets using a simple command-line flag. Likewise,
it is possible to study all the relevant protocols where one device has a patched
version of ECDH using another flag. Overall, there are different flag combinations
that allow to study different configurations of a model, from the same source file.

4 Security analysis

The results of our study are presented in this section, and then compared with
existing results from the literature.
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4.1 Analysis of the results

Various configurations of imperfections and patches are analysed. Each study
requires to run Tamarin on the models to try to prove all lemmas, yielding a
proof or an attack trace for each lemma. For example, when ECDH problems are
patched and devices are not vulnerable to keysize reduction, Tamarin identifies
659 attack traces. Each attack trace is manually analysed to identify to which
result it is linked to. Complete annotated result tables are released along with
the models, this section only displays a synthesis of the results.

Table 3. Attacks identified by presented formal models on Bluetooth key agreements

Label Attack
Technology

T
hi
s
pa

pe
r

W
u
et

al
.[
40

]

C
re
m
er
s
et

al
.[
18

]

Ja
ng

id
et

al
.[
23

]

Sh
ie

t
al
.[
33

]

BR/EDR BLE BM
A1 Reflection attack on Legacy PIN Pairing
A2 Brute-force PIN from protocol
A3 JustWorks is not authenticated
A4 Pairing Method confusion
A5 Reflection attack in Secure Passkey Entry
A6 (new) Extenstion to Pairing Method confusion
A7 (new) Pairing Mode confusion
A8 Invalid Curve attack
A9 Reflection attack in Legacy Pairing
A10 Brute-force passkey from protocol
A11 Malleable commitment in Legacy Passkey Entry
A12 (new) Extension to Pairing Method confusion
A13 (new) Pairing Mode confusion
A14 Keysize downgrade in BLE-SC

A15 OOBno is not authenticated
A16 Reflection attack in Provisioning
A17 Brute-force AuthData from protocol
A18 (new) Lack of key confirmation in Provisioning
A19 (combination) Reflection and AuthData brute-force
A20 (combination) Reflection and AuthData retrieval
A21 (combination) AuthData retrieval and malleable commitment

Table 3 summarizes the attacks identified by the presented models. Moreover,
attacks relying on different core assumptions, like semi-compromised devices, are
not displayed. Most attacks were discovered across the years through manual
analysis, and are accurately picked up by our Tamarin models. We only detail
below the new attacks obtained.

In BM, we identify a lack of key confirmation at the end of the protocol
(A18): an attacker can prevent a new device from joining the network, while
making the network believe that the device has successfully joined. This leads
to a Denial of Service (DoS), which exact effects are implementation-dependent.

Several protocol confusions attacks are picked up. The original attack [37]
(A4), describes a confusion between Secure Passkey Entry and Secure Numeric
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Comparison that affects BR/EDR and BLE. Tamarin identifies four novel confu-
sion attacks for other pairs of protocols, that break all studied security properties.

– A6: Legacy PIN Pairing / Secure Numeric Comparison (BR/EDR)
– A7: Legacy PIN Pairing / Secure Passkey Entry (BR/EDR)
– A12: Legacy Passkey Entry / Secure Numeric Comparison (BLE)
– A13: Legacy Passkey Entry / Secure Passkey Entry (BLE)

The original attack is a Pairing confusion regarding the method, whereas
the new ones are Pairing confusions regarding the mode. More importantly, the
original attack, as well as attacksA6 andA12 can be mitigated by improving the
display of expected user actions. In Numeric Comparison, the expected action
is for the user to confirm that two numeric codes are equal, while for Passkey
Entry the expected action is that the user inputs a numeric code displayed by
one device on the other. Some implementations do not have a correct display
of expected user actions, which leads to the possible confusion: users input the
confirmation code into another device [37].

By contrast, attacks A7 and A13 bypass this mitigation because all involved
protocols have identical user actions. They have been attributed CVE identifiers
by the Bluetooth SIG and are described in more details below. Both attacks share
a similar setup, but rely on different cryptographic weaknesses. The attacker
forces one device to use a Legacy protocol which has the same user interaction
as Secure Passkey Entry. The attacker uses a cryptographic issue to complete
the Legacy protocol, retrieving the encryption key and the passkey/PIN used.
Then, the attacker uses the gained knowledge of the passkey to complete the
Secure Passkey Entry protocol.
Attack A7: Pairing Mode Confusion in BR/EDR - CVE-2022-25837.
The attack is depicted in Figure 3. The attacker forces the Initiator to use the
Secure Passkey Entry protocol and the Responder to use the PIN Pairing pro-
tocol. To do so, the attacker sends the first message of the PIN Pairing protocol
to the Responder which forces it to use this protocol. Then, upon connection
of the Initiator, the attacker announces support for Secure Pairing in its fea-
tures. By modifying its input-output capabilities, the attacker forces a valid user
interaction between PIN Pairing and Secure Passkey Entry, for example the Ini-
tiator may display a numeric code (the passkey) and the Responder asks the
user to input a numeric code (the PIN). The PIN can be recovered from the
values exchanged in the PIN Pairing protocol and the authentication protocol
which serves as key confirmation [32]. Because the PIN is the passkey in the
Secure Passkey Entry protocol, the attacker completes the key agreement with
the Initiator. In the end, the attacker has successfully completed Pairing with
both devices and shares a different encryption key with each of them.

Attack A13: Pairing Mode Confusion in BLE - CVE-2022-25836. The
attack is depicted in Figure 4. Function c1 is defined in the specification, function
get_n computes a correct nonce given a confirmation value. This results in the
malleability of the commitment function in Legacy Passkey Entry protocol, as
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Fig. 3. Pairing Mode Confusion in BR/EDR A7

found by Rosa [30]. The attacker can force the Initiator to use the Legacy Passkey
Entry protocol and the Responder to use the Secure Passkey Entry protocol
by modifying the input-output capabilities and the Secure flag during Feature
Exchange. The attacker then completes the protocol on the Legacy side, which
makes use of the ability to brute-force the passkey and of the malleability of the
commitment in Legacy Pairing. This enables the attacker to recover the passkey,
thus to have a legitimate Secure Passkey Entry interaction with the Responder.
In the end, the attacker has completed Pairing with both devices while sharing
a different encryption key with each of them.

4.2 Practical implementation

To assess their applicability, Pairing Mode confusion attacks have been tested on
off-the-shelf devices. In BR/EDR and BLE, the specification defines a complete
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protocol stack, from the physical layer to the application layer. Pairing happens
in the intermediate layers of the protocol stack. Both Pairing Mode confusions
require the attacker to implement a custom Pairing procedure. Hence, to perform
the attack one needs the ability to receive and craft Pairing messages.

To implement the attack in BR/EDR, the research-oriented firmware Brak-
Tooth [22] is used. It is to be noted that the core feature necessary to implement
this attack, namely message injection in the layer handling Pairing messages
in BR/EDR, is an undocumented component of the firmware. Thus, a custom
driver is developed to create a MitM framework out of two dongles flashed with
this firmware. Then, the handling of Pairing messages is reimplemented to im-
plement both sides of the attacks. To the best of the authors knowledge, this is
the first practical implementation of BR/EDR MitM on a Pairing protocol.

To implement the attack in BLE, the framework Mirage [11] that has built-
in support of BLE MitM is used. As with BR/EDR, the handling of Pairing
messages is reimplemented to implement both sides of the attacks.

For each technology, two Android phones are used as targets. The attack is
successful in both cases, meaning that the attacker is able to retrieve the encryp-
tion key with both devices. It is important to raise that the user interaction is
the same for both the Legacy and the Secure modes. Finally, it is noted that the
user interaction on Android is identical between BR/EDR and BLE. Though it
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was not tested, it could be used to create Pairing Technology confusion attacks,
by using a different technology with each target.

4.3 Related Work

There are few published formal symbolic analyses of the Bluetooth protocols
involving automated tools. For completeness, it is noted that [13] performed a
ProVerif [8] analysis of Numeric Comparison but did not identify any weakness.
In [12] the authors demonstrated that injective key agreement does not hold in
Numeric Comparison. A study of misbinding attacks is performed in [29] using
ProVerif. All those studies focus on various definitions of authentication for one
or two Pairing protocols, while the present paper considers all Bluetooth key
agreements. The relevance of our model and results are discussed with respect
to more accurate models of Bluetooth key agreements: [18], [40], [23] and [33].

In [18], the authors use Tamarin to study the security of the Secure Nu-
meric Comparison protocol with regards to small subgroup attacks on the Diffie-
Hellman key exchange, extending results from [7]. In the present study, the anal-
ysis of BR/EDR and BLE is also done considering two, one or none of the devices
patched. This allows identifying more possible attack scenarios where some at-
tacks are combined. The results for those configurations are not reported in this
paper due to size constraints, but the models are available for further study.

In [40], the authors also study the Pairing protocols in BR/EDR and BLE.
However, they do not take into account Legacy protocols, and do not perform
a systematic study of possible confusion attacks. Also, their model of Secure
protocols considers perfect cryptographic primitives, this makes them miss at-
tacks on ECDH and the reflection attack on Secure Passkey Entry, which are
correctly identified by our models. In Bluetooth Mesh, the authors propose a
patch for the reflection attack identified (A15). However, those patches were
analysed with our models and proven insecure, as they still allow an attacker to
compromise communications. The attacks on the patches rely on a known weak-
ness of Bluetooth Mesh in the use of a malleable commitment function based on
AES-CMAC. As a result, the attacks on the patches are similar to the attacks
on the original Provisioning protocol described in [15].

In [23], the authors analyse Secure Passkey Entry in Tamarin. Among the
attacks they identified, there are Pairing Confusion [37] and the reflection at-
tack [15]. These attacks were known before and also retrieved by our analy-
sis. The other attacks they identified rely on the hypothesis that the attacker
gains the passkey in other ways, due to implementation problems (e.g., bad ran-
domness). In our model we decided not to make any implementation-related
assumptions, meaning that we do not catch these attacks. Furthermore, their
study tackles only one Pairing protocol, while ours encompasses all Bluetooth
key agreements and considers more cryptographic imperfections.

The authors of [33] study protocol confusion, but only for BLE Secure Pair-
ing. They did neither model BR/EDR Secure Pairing nor Legacy protocols. They
also study the possibility of keysize downgrade in BLE Secure Pairing, but do not
model any other cryptographic weakness. They identify another type of attack
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that may lead to a DoS called keysize confusion attack. The keysize downgrade
is accurately picked up by our analysis, but the keysize confusion is not caught
because DoS attacks are out of scope of this paper. It is worth noting that our
work confirms that the keysize downgrade attack is valid in BLE Secure Pairing,
but it shows that it does not affect BLE Legacy Pairing. Upon verification, the
reason is that the bytes containing the key size are part of the authentication
protocol in all Legacy Pairing protocols, but are not in any Secure Pairing pro-
tocol. As a result, an attacker can modify the keysize bytes without affecting the
protocol in BLE Secure Pairing, but cannot do so in BLE Legacy Pairing.

5 Conclusion

Bluetooth has a security mode in BLE and BR/EDR that forces connections to
use Secure Pairing modes only and 128-bit keys. For example, this mode can be
used for critical applications. Whether it is implemented and enforced remains
an implementation and configuration matter.

The attacks presented in this paper demonstrate that the knowledge of the
configuration of one of the two devices is not enough to have complete security
guarantees. If one device is configured to use only Secure Pairing but the peer
device still allows Legacy Pairing, then the communication between them is not
immune to attacks. Moreover, the user is not able to detect the attack because
the mode confusion keeps an identical user interaction as a legitimate exchange.

In its statement about the original Pairing Method confusion from [37], the
Bluetooth SIG [34] recommends device manufacturers to make it more obvious
which interaction is expected from users, to avoid confusions. They did not
modify the underlying protocols, hence no patch is enforced for this problem.
The confusions presented in this paper bypass this mitigation because the user
interaction is not only similar but identical for both protocols.

For the Pairing Mode confusion, weaknesses in Legacy modes are used to
break a Secure mode. Because Legacy Pairing protocols are structurally broken,
they cannot be patched while remaining compatible with older devices. Security-
wise, the only definitive technical solution consists in removing Legacy Pairing
from implementations and specifications to make devices compliant with Legacy
Pairing gradually disappearing. However, removing Legacy Pairing would pre-
vent communication with devices that do not support Secure Pairing.

In its statements about those vulnerabilities, the Bluetooth SIG recommends
to disable Legacy Pairing and to implement better user interaction to indicate
if Legacy mode is being used. However, this is not always possible, as not all
devices possess a screen to accurately inform the user. Overall, for an informed
user, the best way to remain protected from such attacks is to verify that both
communicating devices are up to date and have disabled Legacy Pairing.

Acknowledgements. We kindly thank the authors of [40] for their insightful re-
marks about Bluetooth formal modelling and Bluetooth Mesh Provisioning.
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