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Abstract

Cryptographic protocols often require principals to send certifications asserting partial knowl-
edge of terms (for instance that an encrypted secret is 0 or 1). Such certificates are themselves mod-
elled by cryptographic primitives or sequences of communications. For logical analysis of such proto-
cols based on the Dolev-Yao model [], we suggest that it is useful to separate terms and assertions
about them in communications. We propose a perfect assertion assumption by which the under-
lying model ensures the correctness of the assertion when it is generated. e recipient may then
rely on the certificate but may only forward it as second-hand information. We use a simple propo-
sitional modal assertion language involving disjunction (for partial knowledge) and formulas of the
form A says α (for delegation). We study the complexity of the term derivability problem and safety
checking in the presence of an active intruder (for bounded protocols). We show that assertions add
complexity to verification, but when they involve only boundedly many disjunctions, the complexity
is the same as that of the standard Dolev-Yao model.

 Motivation

Formal verification of security properties of cryptographic protocols requires an abstract model of agents’
capabilities and communications, and theDolev-Yaomodel [] has been the bulwark of suchmodelling.
Its central elements are a message abstraction that views the message space as a term algebra and term
derivation rules that specify how an agent derives new terms from old.

is model and its various extensions have been the object of study for the last  years. Typically ex-
tensions cater to more complex cryptographic operations like homomorphic encryption, blind signatures
etc, that are useful in applications like e-voting and contract signing [, , ]. e interaction between
the operators can have significant impact on term derivability, and forms an important line of theoretical
research [, , ].

*We thank A. Baskar for discussions and comments on many ideas in the paper.



An important feature of the Dolev-Yao model is that it treats terms as tokens that can be copied and
passed along. A recipient of a term “owns” it and can send it to others. On the other hand, cryptographic
protocols often use certificates that can be verified but cannot be “owned”. For instance, an agent A may
wish to certify that an encrypted term contains a 0 or a 1 to another agent who cannot decrypt it. e
recipient cannot generate such a certificate but can only further certify it as having been received from A
and pass it along.

In this paper, we suggest that such certification can be seen as an extension of the Dolev-Yao model in
which agents have the ability to communicate assertions. is ability is a common feature in distributed
protocols in general: agents can communicate not just data, but also assertions about their local state or
about previously communicated data. Communicating both data and assertions gives significant flexibil-
ity for formal specification and reasoning about such protocols, and we suggest that it is worthwhile in the
context of security protocols as well. Note that the idea of communicating assertions is already found in
BAN logic [] and related papers. But they translate all communications to assertions (the ‘idealisation’
step) and use a rich language with belief modalities.

It should be clear that there is no real need for such an extension. After all, assertions are merely a
kind of data, and a type discipline on communicated terms can disambiguate data and assertions. Indeed,
in the cryptographic setting, assertions are often encoded as terms during the protocol design (often
by adding new constructors to the term algebra), and are reasoned about via the encoding terms [].
However, the need for formal methods in security protocols goes beyond verification and includes ways
of structuring protocols [, ], and a syntactic separation of the term algebra and an associated logical
language of assertions should be seen in this light.

A natural question would be: how are such assertions to be verified? Should the agent generating
the assertion construct a proof and pass it along as well? is is the approach followed in protocols
using zero-knowledge assertions, where the sender constructs a proof and sends it, which the receiver
then verifies []. While such an approach is natural in models that view assertions as data, treating
them as distinct offers a crucial point of departure via an abstraction similar to the perfect encryption
assumption in the Dolev-Yao model. We could call it the perfect assertion assumption: the model ensures
the correctness of assertions at the point of generation, and honest principals assume such correctness
and proceed. is can be done without restricting intruder capabilities greatly.

What constitutes an appropriate logical language of assertions is an interesting body of research in
itself. Many logics have been based on the seminal BAN logic [], which express security properties that
can be formally checked in protocols or derived as theorems in appropriate systems. In principle, any such
logical language can be used as an assertion language for the extensionwe propose to theDolev-Yaomodel
as well. However, this would go against the spirit of the proposal here. Much as the Dolev-Yao model is
principally a minimal term algebra with its derivation rules, we consider the extension with assertions as
again a minimal logic with its associated derivation rules. What we propose here is meant not as a specific
extension with a particular assertion language that we advocate, but as studying the implications of such
extension (for the passive and active intruder cases), illustrated by a specific assertion language.

We suggest that a propositional modal language, with highly restricted use of negation and modali-





ties, is appropriate. In this sense, our inspiration is infon logic [, ] for reasoning about access control. A
priori, certification in cryptographic protocols reveals partial knowledge about hidden (encrypted) terms,
and hence we need assertions that achieve this. We use atomic assertions about term structure and dis-
junctions to make the revelations partial. For instance, (0 occurs in t) ∨ (1 occurs in t) can be seen as a
partial secrecy assertion. Note that background knowledge of the Dolev-Yao model offers implicit atomic
negation: 0 occurs in {m}k where m is atomic may exclude the assertion 1 occurs in {m}k. With conjunc-
tions to bundle assertions together, we have a restricted propositional language.

e modality we study is one that refers to agents passing certificates along, and has the flavour of
delegation: A sending α to B allows B to send (A says α) to other agents, without requiring B to be able to
derive α. Many papers which view assertions as terms work with assertions similar to the ones used here.
For instance, [] presents a new cryptographic primitive for partial information transmission, while []
deals with delegation and signatures, although there the focus ismore on anonymity and group signatures.

We show that even suchminimal propositional assertion languages (with no negation, no implication,
and seemingly positive, but for the implicit negation forced by the term model) pack a punch: the term
derivability problem is co--hard. Note that such a result critically pertains to the underlying Dolev-
Yao model since positive logics are not, in general, computationally hard to reason about. A theoretical
observation of this kind can be mitigated by practical considerations: in protocols, we rarely need an
unbounded number of disjunctions (or partial secrecy assertions), and in such cases, the term derivability
problem is in polynomial time.

e proof system that we employ is an extension of the positive fragment of propositional intuition-
istic logic, with some rules for atomic assertions, and a restricted contradiction rule. For the modalities,
we permit propositional reasoning inside contexts, but do not allow distribution of the modalities over
other operators. For example, one can derive A says (α ∨ β) from A says α, but one may not derive
(A says α) ∨ (A says β) from A says (α ∨ β).

Our work is principally a proof theoretic investigation of passive intruder capabilities in an extension
of the Dolev-Yao model with assertions, but we also illustrate the use of these assertions for exploring
active intruder attacks. We explore the complexity of security verification for the active intruder case, and
it is on expected lines. We provide a  upper bound for protocols with boundedly many sessions,
with an  upper bound when the number of disjunctions is bounded as well.

 Assertions and derivations

. Dolev-Yao model

Fix countable sets Ag, N and K , denoting the set of agents, nonces and keys, respectively. e set of
basic terms is B = Ag ∪N ∪K . For each A,B ∈ Ag, assume that sk(A), pk(A) and k(A,B) are keys.
Further, each k ∈ K has an inverse defined as follows: inv(pk(A)) = sk(A), inv(sk(A)) = pk(A) and
inv(k) = k for the other keys. e set T of Dolev-Yao terms is given by the following syntax (where





m ∈B and k ∈K ):
t ∶= m ∣ (t1, t2) ∣ {t}k

Definition  For X ⊆fin T , we define X, the closure of X, to be the smallest Y ⊆ T such that:

• X ⊆ Y,

• (t, t′) ∈ Y iff {t, t′} ⊆ Y,

• if {t, k} ⊆ Y then {t}k ∈ Y, and

• if {{t}k, inv(k)} ⊆ Y then t ∈ Y.

We use the notation X ⊢dy t to denote that t ∈ X, and X ⊢dy T to denote that T ⊆ X, for a set of terms T.

e following fact about the basic Dolev-Yao model is well known []. (We use st(t) to denote the
set of subterms of t and st(X) = ⋃t∈X st(t), in Proposition .)

Proposition  Given X ⊆ T and t ∈ T , it can be decided whether X ⊢dy t in time linear in ∣st(X ∪ {t})∣.

. Assertion language

e set of assertions, A , is given by the following syntax:

α ∶= m ≺ t ∣ t = t′ ∣ α1 ∨ α2 ∣ α1 ∧ α2 ∣ A says α

where m ∈ B and t, t′ ∈ T . e assertion m ≺ t is read as m occurs in t. e set of subformulas of a
formula α is denoted sf(α).

e proof rules for assertions are presented in terms of sequents of the form X,Φ ⊢ α where X
and Φ are finite sets of terms and assertions, respectively, and α is an assertion. For ease of presentation,
we present the rules in three parts. Figure  gives the rules pertaining to propositional reasoning with
assertions. e rules capture basic reasoning with conjunction and disjunction, and � is a restricted
contradiction rule.

We next present the rules for atomic assertions of the form m ≺ t and t = t in Figure . Note that
all these rules require X to be nonempty, and some of the rules refer to derivations in the Dolev-Yao
theory. For an agent to derive an assertion about a term t, it should know the entire structure of t, which
is modelled by saying that from X one can learn (in the Dolev-Yao theory) all basic terms occurring in t.
For example, in the split rule, suppose the agent can derive from X all of st(ti ∩B), and that m is not a
basic term in t. e agent can now derive m ≺ t1−i from m ≺ (t0, t1).

Figure  gives rules for assertions of the form A says α. For σ = A1A2⋯An, we let σ ∶ α denote
A1 says (A2 says ⋯(An says α)⋯), and define σ ∶ Φ to be {σ ∶ α ∣ α ∈ Φ}. ese rules are direct
generalizations of the propositional rules in Figure , and permit propositional reasoning in a modal
context.

We denote by X,Φ ⊢alp α (resp. X,Φ ⊢alat α; X,Φ ⊢als α; X,Φ ⊢al α) the fact that there is a
derivation of X,Φ ⊢ α using the rules in Figure  (resp. ax1 and the rules in Figure ; ax1 and the rules
in Figure ; the rules in Figures ,  and ).





ax1
X,Φ ∪ {α} ⊢ α

X,Φ ⊢ m ≺ {b}k X,Φ ⊢ n ≺ {b}k
� (m ≠ n)

X,Φ ⊢ α

X,Φ ⊢ α1 X,Φ ⊢ α2
∧i

X,Φ ⊢ α1 ∧ α2

X,Φ ⊢ α1 ∧ α2
∧e

X,Φ ⊢ αi

X,Φ ⊢ αi
∨i

X,Φ ⊢ α1 ∨ α2

X,Φ ⊢ α1 ∨ α2 X,Φ ∪ {α1} ⊢ β X,Φ ∪ {α2} ⊢ β
∨e

X,Φ ⊢ β

Figure : e rules for deriving assertions: propositional fragment

X ⊢dy m
ax2

X,Φ ⊢ m ≺ m

X ⊢dy st(t) ∩B
eq

X,Φ ⊢ t = t

X ⊢dy {t}k X ⊢dy k X,Φ ⊢ m ≺ t
enc

X,Φ ⊢ m ≺ {t}k

X ⊢dy inv(k) X,Φ ⊢ m ≺ {t}k
dec

X,Φ ⊢ m ≺ t

X ⊢dy (t0, t1) X,Φ ⊢ m ≺ ti X ⊢dy st(t1−i) ∩B
pair

X,Φ ⊢ m ≺ (t0, t1)

X,Φ ⊢ m ≺ (t0, t1) X ⊢dy st(ti) ∩B m /∈ st(ti)
split

X,Φ ⊢ m ≺ t1−i

Figure : e rules for atomic assertions

. Properties of the proof system

Proposition  . If X,Φ ⊢alat σ ∶ α then σ = ε.

. If X,Φ ⊢als σ ∶ α and σ ≠ ε, then ∅, σ ∶ Φ′ ⊢als σ ∶ α, where σ ∶ Φ′ ⊆ Φ.

. Monotonicity If X,Φ ⊢al α, X ⊆ X′ and Φ ⊆ Φ′, then X′,Φ′ ⊢al α.

. Cut If X,Φ ⊢al α and X,Φ ∪ {α} ⊢al β, then X,Φ ⊢al β.

Corollary  X,Φ ∪ {α ∨ β} ⊢al δ iff X,Φ ∪ {α} ⊢al δ and X,Φ ∪ {β} ⊢al δ.
Proof





X,Φ ⊢ σ ∶ (m ≺ {b}k) X,Φ ⊢ σ ∶ (n ≺ {b}k)
� (m ≠ n)

X,Φ ⊢ σ ∶ α

X,Φ ⊢ σ ∶ α1 X,Φ ⊢ σ ∶ α2
∧i

X,Φ ⊢ σ ∶ (α1 ∧ α2)
X,Φ ⊢ σ ∶ (α1 ∧ α2)

∧e
X,Φ ⊢ σ ∶ αi

X,Φ ⊢ σ ∶ αi
∨i

X,Φ ⊢ σ ∶ (α1 ∨ α2)

X,Φ ⊢ σ ∶ (α1 ∨ α2) X,Φ ∪ {σ ∶ α1} ⊢ σ ∶ β X,Φ ∪ {σ ∶ α2} ⊢ σ ∶ β
∨e

X,Φ ⊢ σ ∶ β

Figure : e rules for says assertions

(⇐) Suppose π is a derivation of X,Φ ∪ {α ∨ β, α} ⊢ δ and π′ is a derivation of X,Φ ∪ {α ∨ β, β} ⊢ δ.
en the following is a derivation of X,Φ ∪ {α ∨ β} ⊢ δ.

ax
X,Φ ∪ {α ∨ β} ⊢ α ∨ β

π⋅⋅⋅
X,Φ ∪ {α ∨ β, α} ⊢ δ

π′⋅⋅⋅
X,Φ ∪ {α ∨ β, β} ⊢ δ

∨e
X,Φ ∪ {α ∨ β} ⊢ δ

(⇒) ere are simple derivations of X,Φ∪{α} ⊢ α∨β and X,Φ∪{β} ⊢ α∨ β. erefore if X,Φ∪{α∨
β} ⊢al δ, it follows from the admissibility of Cut that X,Φ ∪ {α} ⊢al δ and X,Φ ∪ {β} ⊢al δ. ⊣

Among the rules, split, dec, ∧e and ∨e are the elimination rules and the rest are introduction rules.
e rules ax1, ax2, eq, split, dec and ∧e are the safe rules, and the rest are the unsafe rules. A normal
derivation is one where no elimination rule has as its major premise the conclusion of an unsafe rule. A
derivation is normal iff its rank is 0, as given by the following definition.

Definition  (Rank of a derivation) Let π be a derivation with conclusion X,Φ ⊢ α and last rule r. Let
π1, . . . , πn be the immediate subproofs of π. Let each πi end with rule ri and have conclusion X,Φi ⊢ αi. Also,
let X,Φ1 ⊢ α1 be the major premise of r. By induction on π, we define rank(π) as follows:

• If r is an elimination rule and r1 is an unsafe rule, then

rank(π) = max(∣α1∣, rank(π1),⋯, rank(πn)).

• Otherwise
rank(π) = max(rank(π1),⋯, rank(πn)).

Proposition  If π is a derivation of X,Φ ⊢ α and π′ a derivation of X,Φ ∪ {α} ⊢ β, then there is a
derivation ϖ of X,Φ ⊢ β such that

rank(ϖ) ≤ max(rank(π), rank(π′), ∣α∣).





Proof Replace all sequents of the form X,Φ ∪ Ψ ∪ {α} ⊢ γ in π′ by X,Φ ∪ Ψ ⊢ γ. To make this
a valid derivation, replace all occurrences of X,Φ ∪ Ψ ⊢ α at the leaf level by the derivation π. is
is the derivation ϖ. Suppose π ends in an unsafe rule, and the axiom X,Φ ∪ Ψ ∪ {α} ⊢ α in π′ is a
major premise of an elimination rule. e contribution of the axiom to the rank of this subproof of ϖ
is max(rank(π), ∣α∣). However, the minor premise(s) of the rule could have rank(s) as high as rank(π′),
and therefore, the rank of this particular subproof of ϖ is at most max(rank(π), rank(π′), ∣α∣). Since the
structure of π′ is otherwise preserved in ϖ, it follows that rank(ϖ) ≤ max(rank(π), rank(π′), ∣α∣). ⊣

Lemma  Suppose π is a derivation with conclusion X,Φ ⊢ α and last rule r such that rank(π) = d > 0, and
all proper subderivations of π are of rank < d. en the following hold.

. If r is not ∨e, then ∣α∣ < d.

. ere is a derivation π′ of X,Φ ⊢ α such that rank(π′) < d.
Proof Suppose the major premise of r is X,Φ ⊢ β, the conclusion of π1 ending with rule r1. Given the
conditions of the lemma, it is clear that rank(π) = ∣β∣, r1 is unsafe, and r is an elimination rule.

. If r is not ∨e, then we have the following cases:

• β = m ≺ (t, t′) and α = m ≺ t.

• β = m ≺ {t}k and α = m ≺ t.

• β = σ ∶ (γ ∧ γ′) and α = σ ∶ γ.

In all these cases, it is clear that ∣α∣ < ∣β∣ = d.

. To show the existence of π′, we perform a case analysis on r1 and r, and prove the result by induction
on ∣∣π1∣∣ + ∣∣π2∣∣, where ∣∣π∣∣ is the size of the proof π.

• Suppose r is not ∨e and r1 is the introduction rule corresponding to r. en π′ is one of the
immediate subproofs of π1, and clearly rank(π′) < d.

• Suppose r is ∨e and r1 is ∨i. Say β = β1 ∨ β2. en there is an immediate subproof (say π2)
of π with conclusion X,Φ ∪ {β1} ⊢ α. ere is also an immediate subproof π11 of π1 with
conclusion X,Φ ⊢ β1. us we can apply cut on π11 and π2 to get a derivation of X,Φ ⊢ α
whose rank is max(∣β1∣, rank(π11), rank(π2)) < d.

• Suppose r1 is �. en we can replace the conclusion of π1 directly by X,Φ ⊢ α.

• Suppose r1 is ∨e. Suppose, for example, r is ∧e. en π has the following form:

π11⋅⋅⋅
X,Φ ⊢ γ1 ∨ γ2

π12⋅⋅⋅
X,Φ ∪ {γ1} ⊢ β

π13⋅⋅⋅
X,Φ ∪ {γ2} ⊢ β

∨e
X,Φ ⊢ β

∧e
X,Φ ⊢ α





is can be transformed to the following proof π′:

π11⋅⋅⋅
X,Φ ⊢ γ1 ∨ γ2

π12⋅⋅⋅
X,Φ ∪ {γ1} ⊢ β

∧e
X,Φ ∪ {γ1} ⊢ α

π13⋅⋅⋅
X,Φ ∪ {γ2} ⊢ β

∧e
X,Φ ∪ {γ2} ⊢ α

∨e
X,Φ ⊢ α

Since ∣∣π12∣∣ < ∣∣π1∣∣ and ∣∣π13∣∣ < ∣∣π1∣∣, we can appeal to induction hypothesis to get proofs
π′2 and π′3 of rank < d, which when composed with π11 in the above manner, yields a proof
π′ of rank < d. ⊣

eorem  (Weak normalization) If there is a derivation of X,Φ ⊢ α then there is a normal derivation of
X,Φ ⊢ α.
Proof For every derivation π, define μ(π) to be the pair (d,n)where d = rank(π), and n is the number
of subderivations of π of rank d. If rank(π) = 0, π is already normal. If not, let rank(π) = d > 0 and let
ϖ be a subderivation of π with conclusion X,Ψ ⊢ β such that rank(ϖ) = d and no proper subderivation
of ϖ is of rank ≥ d. By Lemma , ∣β∣ < d and there is another derivation ϖ′ with rank(ϖ′) < d and whose
conclusion is X,Ψ ⊢ β. Replace ϖ by ϖ′ in π to get the proof π′. Now one subderivation of rank d has
been eliminated in the process of going from π to π′. But we need to check that no new derivations of
rank ≥ d have been introduced in π′. e only way this can happen is if ϖ′ ends in an unsafe rule and is
the major premise of an elimination rule in π′. But then either ∣β∣ < d, or ϖ′ ends in ∨e. In either case, no
new subderivation of rank ≥ d gets introduced. us μ(π′) < μ(π). Since lexicographic ordering on pairs
of natural numbers is a well order, by repeating the above process we eventually reach a proof of rank 0 –
a normal proof, in other words. ⊣

Corollary  If ∅,Φ ⊢al α and Φ consists only of atomic assertions, then there is a derivation of the sequent
∅,Φ ⊢ α consisting of only the ax, ∧i, ∨i and � rules.

A set of atomic assertions Φ is said to be contradictory if there exist distinct nonces m, n, and a nonce
b and key k such that both m ≺ {b}k and n ≺ {b}k are in Φ. Otherwise Φ is non-contradictory.

Corollary  If ∅,Φ ⊢al α and Φ is a non-contradictory set of atomic assertions, then there is a derivation
of ∅,Φ ⊢ α consisting of only the ax, ∧i and ∨i rules.

eorem  If π is a normal derivation X,Φ ⊢ α and if a formula β occurs in π, then β ∈ sf(Φ ∪ {α}).
Furthermore, if the last rule of π is an elimination, then β ∈ sf(Φ).
Proof Let r be the last rule of π. e claim is obvious when r is an introduction rule. We look at a
few cases when it is an elimination rule. Suppose π1 is the subproof of π whose conclusion, X,Φ ⊢ γ,
is the major premise of r. Since π is normal, the last rule of π1, say r1, is not unsafe. So it is either





an axiom or an elimination rule other than ∨e. erefore α ∈ sf(γ). Now any β occurring in π either
occurs in an immediate subproof or in the sequent X,Φ ⊢ α. If it occurs in π1, then β ∈ sf(Φ). So,
in particular, γ ∈ sf(Φ), and the same holds for α. If it occurs in some other immediate subproof, then
β ∈ sf(Φ ∪ {α, γ}) ⊆ sf(Φ) (β could belong to sf(γ) if r is ∨e). is concludes the proof. ⊣

 Complexity of derivability problem

Definition  (Derivability problem) Given X ⊆fin T , Φ ⊆fin A , α ∈ A , is it the case that X,Φ ⊢al α?

Wefirst show that the problem is co--hard, and then go on to provide a  decision procedure.
In fact, the hardness result holds even for the propositional fragment of the proof system (consisting of
the rules in Figure ).

. Lower bound

e hardness result is obtained by reducing the validity problem for propositional logic to the derivability
problem. In fact, it suffices to consider the validity problem for propositional formulas in disjunctive
normal form for our reduction. We show how to define for each formula φ in disjunctive normal form a
set of assertions Sφ and an assertion φ such that ∅, Sφ ⊢ φ iff φ is a tautology.

Let {p1, p2, . . .} be the set of all propositional variables. Fix infinitely many nonces n1,n2, . . . and a
key k. We define φ as follows, by induction.

• pi = (1 ≺ {ni}k)

• ¬pi = (0 ≺ {ni}k)

• φ ∨ ψ = φ ∨ ψ

• φ ∧ ψ = φ ∧ ψ

Suppose{p1, . . . , pn} is the set of propositional variables occurring in φ. en Sφ = {p1 ∨ ¬p1, . . . , pn ∨ ¬pn}.

Lemma  ∅, Sφ ⊢al φ iff φ is a tautology.

Proof For v ⊆ {p1, . . . , pn}, Sv = {pi ∣ pi ∈ v} ∪ {¬pi ∣ pi ∉ v}. Note that Sv is a non-contradictory set
of atomic assertions.

By repeated appeal to Corollary , it is easy to see that ∅, Sφ ⊢al φ iff ∅, Sv ⊢al φ for all valuations
v over {p1, . . . , pn}. We now show that ∅, Sv ⊢al φ iff v ⊧ φ. e statement of the lemma follows
immediately from this.

• We first show by induction on ψ ∈ sf(φ) that ∅, Sv ⊢al ψ whenever v ⊧ ψ.

– If ψ = pi or ψ = ¬pi, then ∅, Sv ⊢al ψ follows from the ax1 rule.





– If ψ = ψ1 ∧ ψ2, then it is the case that v ⊧ ψ1 and v ⊧ ψ2. But then, by induction hypothesis,
∅, Sv ⊢al ψ1 and ∅, Sv ⊢al ψ2. Hence, by using ∧i, it follows that ∅, Sv ⊢al ψ1 ∧ ψ2.

– If ψ = ψ1 ∨ ψ2, then it is the case that either v ⊧ ψ1 or v ⊧ ψ2. But then, by induction
hypothesis, ∅, Sv ⊢al ψ1 or ∅, Sv ⊢al ψ2. In either case, by using ∨i, it follows that ∅, Sv ⊢al
ψ1 ∨ ψ2.

• We now show that if ∅, Sv ⊢al φ, then v ⊧ φ. Suppose ∅, Sv ⊢al φ. Since Sv is a non-contradictory
set of atomic assertions,by Corollary , there is a derivation π of ∅, Sv ⊢ φ that consists of only
the ax, ∧i and ∨i rules. We now show by induction that for all subproofs π′ of π with conclusion
∅, Sv ⊢ ψ that v ⊧ ψ.

– Suppose the last rule of π′ is ax1. en ψ ∈ Sv, and for some i ≤ n, ψ = pi or ψ = ¬pi. It can
be easily seen by definition of Sv that v ⊧ ψ.

– Suppose the last rule of π′ is ∧i. en ψ = ψ1 ∧ ψ2, and ∅, Sv ⊢al ψ1 and ∅, Sv ⊢al ψ2. us,
by induction hypothesis, v ⊧ ψ1 and v ⊧ ψ2. erefore v ⊧ ψ.

– Suppose the last rule of π′ is ∨i. en ψ = ψ1 ∨ ψ2, and either ∅, Sv ⊢al ψ1 or ∅, Sv ⊢al ψ2.
us, by induction hypothesis, either v ⊧ ψ1 or v ⊧ ψ2. erefore v ⊧ ψ. ⊣

eorem  e derivability problem is co--hard.

. Upper bound

Fix X0,Φ0 and α0. Let sf = sf(Φ0∪{α0}), ∣sf∣ = N, and st be the set of all terms occurring in all assertions
in sf. To check whether X0,Φ0 ⊢ α0, we check whether α0 is in the set deriv(X0,Φ0) = {α ∈ sf ∣ X0,Φ0 ⊢
α}. Below we describe a general procedure to compute deriv(X,Φ) for any X ⊆ st and Φ ⊆ sf.

For X ⊆ st and Φ ⊆ sf, define deriv′(X,Φ) to be the set of all α ∈ sf such that X,Φ ⊢ α is provable by
a derivation which does not use the ∨e rule.

Lemma  deriv′(X,Φ) is computable in time polynomial in N.

Proof Let Y = {t ∈ st ∣ X ⊢dy t}. Start with S = Φ and repeatedly add α ∈ sf to S whenever α is the
conclusion of a rule other than ∨e all of whose premises are in S ∪Y. Since there are at most N formulas
to add to S, and at each step it takes at most N2 time to check to add a formula, the procedure runs in
time polynomial in N. ⊣

We now present the algorithm to compute deriv(X,Φ). It is presented as two mutually recursive
functions f and g, where g(X,Φ) captures the effect of one application of ∨e for each formula α1∨ α2 ∈ Φ,
and f iterates g appropriately.

For a fixed X, define fX ∶ ℘(sf) → ℘(sf) to be the function that maps Φ to f(X,Φ). Similarly, gX(Φ)
is defined to be g(X,Φ).





Algorithm  Algorithm to compute deriv(X,Φ)
function f(X,Φ)

S← Φ
while S ≠ g(X, S) do

S← g(X, S)
end while
return S

end function

function g(X,Φ)
S← Φ
for all σ ∶ (α1 ∨ α2) ∈ S do

if σ ∶ α1 ∉ S and σ ∶ α2 ∉ S then
T← {σ ∶ β ∈ f(X, S ∪ {σ ∶ α1})}
U← {σ ∶ β ∈ f(X, S ∪ {σ ∶ α2})}
S← S ∪ (T ∩U)

end if
end for
return deriv′(X, S)

end function

Lemma  . Φ ⊆ deriv′(X,Φ) ⊆ deriv(X,Φ).

. deriv′(X, deriv(X,Φ)) = deriv(X, deriv(X,Φ)) = deriv(X,Φ).

. If Φ ⊆ Ψ then gX(Φ) ⊆ gX(Ψ) and fX(Φ) ⊆ fX(Ψ).

. Φ ⊆ gX(Φ) ⊆ g2X(Φ) ⊆ ⋯ ⊆ sf.

. fX(Φ) = gmX(Φ) for some m ≤ N.

e last fact is true because ∣sf∣ = N and the giX(Φ)s form a nondecreasing sequence.

Proposition  (Soundness) For X ⊆ st, Φ ⊆ sf and m ≥ 0, gmX(Φ) ⊆ deriv(X,Φ).
Proof We shall assume that

gnX(Ψ) ⊆ deriv(X,Ψ) for all Ψ ⊆ sf, n ≥ 0 s.t. (N − ∣Ψ∣, n) <lex (N − ∣Φ∣,m)

and prove that
gmX(Φ) ⊆ deriv(X,Φ).

Now if m = 0, then gmX(Φ) = Φ ⊆ deriv(X,Φ). Suppose m > 0, Let Z = gm−1X (Φ) and let S ⊆ sf be such
that α ∈ S iff one of the following conditions hold:





• α ∈ Z

• α is of the form σ ∶ β and there is some σ ∶ (α1 ∨ α2) ∈ Z such that σ ∶ αi ∉ Z and α ∈ fX(Z ∪ {σ ∶
α1}) ∩ fX(Z ∪ {σ ∶ α2}).

Observe that since (N − ∣Φ∣,m − 1) <lex (N − ∣Φ∣,m), by induction hypothesis, Z = gm−1X (Φ) ⊆
deriv(X,Φ). To conclude that gmX(Φ) ⊆ deriv(X,Φ), it suffices to prove that S ⊆ deriv(X,Φ), since
then we have

gmX(Φ) = deriv′(X, S) ⊆ deriv′(X, deriv(X,Φ)) = deriv(X,Φ).

Now if α ∈ S, then there are two cases:

• α ∈ Z. But Z ⊆ deriv(X,Φ), and so α ∈ deriv(X,Φ).

• α is of the form σ ∶ β and α ∈ fX(Z∪{σ ∶ α1})∩ fX(Z∪{σ ∶ α2}) for some σ ∶ (α1∨α2) ∈ Z. For any
Ψ, fX(Ψ) = gnX(Ψ) for some n ≤ N, and for any n, (N − ∣Z ∪ {σ ∶ αi}∣, n) <lex (N − ∣Φ∣,m). us,
by induction hypothesis, fX(Z ∪ {σ ∶ αi}) ⊆ deriv(X,Z ∪ {σ ∶ αi}). In other words, X,Z ∪ {σ ∶
α1} ⊢al σ ∶ β and X,Z ∪ {σ ∶ α2} ⊢al σ ∶ β and X,Z ⊢al σ ∶ (α1 ∨ α2). By an application of the ∨e
rule, we conclude that X,Z ⊢al σ ∶ β. us

α ∈ deriv(X,Z) ⊆ deriv(X, deriv(X,Φ)) = deriv(X,Φ).
⊣

Proposition  (Completeness) For X ⊆ st , Φ ⊆ sf and α ∈ deriv(X,Φ), there is m ≥ 0 such that
α ∈ gmX(Φ).
Proof Suppose α ∈ deriv(X,Φ). en there is a normal derivation π of X,Φ ⊢ α. We now prove the
desired claim by induction on the structure of π.

• Suppose the last rule r of π is not ∨e. If r is ax1, α ∈ Φ = g0X(Φ). If not, let S = {β ∣ X,Φ ⊢ β
is a premise of r}. Since each β ∈ S is the conclusion of a subproof of π, by induction hypothesis,
there is an m such that β ∈ gmX(Φ). It follows that there is n such that S ⊆ gnX(Φ). Since for any Ψ,
deriv′(X,Ψ) ⊆ gX(Ψ), it follows that α ∈ deriv′(X, S) ⊆ deriv′(X, gnX(Φ)) ⊆ gn+1X (Φ).

• Suppose the last rule of π is ∨e. en α is of the form σ ∶ β (where σ could also be ε) and there
are subproofs of π with conclusions X,Φ ⊢ σ ∶ (α1 ∨ α2), X,Φ ∪ {σ ∶ α1} ⊢ σ ∶ β and X,Φ ∪
{σ ∶ α2} ⊢ σ ∶ β. By induction hypothesis, there are m,n, p such that σ ∶ (α1 ∨ α2) ∈ gmX(Φ),
σ ∶ β ∈ gnX(Φ ∪ {α1}) and σ ∶ β ∈ gpX(Φ ∪ {α2}). Since gqX(Ψ) ⊆ fX(Ψ) for any Ψ and q ≥ 0, it
follows that σ ∶ β ∈ fX(Φ ∪ α1}) ∩ fX(Φ ∪ α2}). us σ ∶ β ∈ gm+1X (Φ).

⊣





eorem  For X ⊆ st and Φ ⊆ sf, fX(Φ) = deriv(X,Φ).

. Analysis of the algorithm

Lemma  e nesting depth of recursion in the function f is at most 2N.

Proof From the description of the algorithm, it is clear that for all calls g(X,Ψ) from f(X,Φ) and for
all calls f(X,Ψ) from g(X,Φ), Φ ⊆ Ψ. e statement of the lemma follows immediately. ⊣

Lemma  f(X,Φ) can be computed in O(N2) space.

Proof We modify Algorithm  using 3N global variables Si,Ti,Ui(i < N), each a bit vector of length
N. e procedures f and g take a third argument i, representing the depth of the call in the call tree of
f(X,Φ,0). f(⋅, ⋅, i) and g(⋅, ⋅, i) use the variables Si,Ti,Ui, f(⋅, ⋅, i) makes calls to g(⋅, ⋅, i), and g(⋅, ⋅, i)
makes calls to f(⋅, ⋅, i + 1). ere are implicit variables on the call stack for arguments and return values
but the nesting depth is at most 2N, so the overall space used is O(N2). ⊣

eorem  e derivability problem is in .

.. Bounded number of disjunctions

Since the complexity in the algorithm resides mainly in handling ∨e, it is worth considering the problem
restricted to K disjunctions (independent of N). In this case, the height of the call tree is bounded by
2K, and since each f(⋅, ⋅, i) makes at most N calls to g(⋅, ⋅, i) and each g(⋅, ⋅, i) makes at most N calls to
f(⋅, ⋅, i+ 1), it follows that the total number of calls to f and g is at most N2K. Since deriv′ (used by g) can
be computed in polynomial time, we have the following theorem.

eorem  e derivability problem with bounded number of disjunctions is in .

.. Optimizations

ere are several ways in which our algorithm can be improved. As a first observation, deriv′(X,Φ) can
be computed in time O(N) by a graph marking algorithm as presented in .. (similar to the algorithm
in []). Secondly, the functions f and g can be modified to take another argument, σ, which provides the
modal context. Since an application of ∨e on an assertion σ ∶ (α1 ∨ α2) yields formulas of the form σ ∶ β
in the conclusion, the function g(σ, ⋅, ⋅, i) need only make recursive calls to f(σ, ⋅, ⋅, i + 1), concentrating
only on assertions with prefix σ. Also f(σ, ⋅, ⋅, i) need only make recursive calls to g(σ, ⋅, ⋅, i) whenever
σ ≠ ε. is has the advantage that the recursion depth is linearly bounded by the maximum number of
disjunctions with the same prefix. In summary, it is possible to solve the derivability problem efficiently
in practical cases.





.. O(N) algorithm for deriv′(X,Φ)

For a formula x = σ ∶ α, we define context(x) = σ. We also define the notions left(x), right(x), and op(x)
as follows:

• If x = σ ∶ t = t′, left(x) = t, right(x) = t′, and op(x) = e.

• If x = σ ∶ m ≺ t, left(x) = m, right(x) = t, and op(x) = ≺.

• If x = σ ∶ y ∧ z, left(x) = y, right(x) = z, and op(x) = ∧.

• If x = σ ∶ y ∨ z, left(x) = y, right(x) = z, and op(x) = ∨.

For every x ∈ sf, define the following sets:

• Aℓ(x) = {y ∈ sf ∣ context(y) = context(x), op(y) = ∧ and left(y) = x}.

• Ar(x) = {y ∈ sf ∣ context(y) = context(x), op(y) = ∧ and right(y) = x}.

• Oc(x) = {y ∈ sf ∣ context(y) = context(x), op(y) = ∨, and left(y) = x or right(y) = x}.

• child(x) = {y ∈ sf ∣ left(x) = y or right(x) = y}.

For every x ∈ sf of the form σ ∶ a ≺ {m}k, where m is atomic, define the set

C(x) = {y ∈ sf ∣ context(y) = context(x), left(y) ≠ left(x), right(y) = right(x), op(y) = op(x)}

e algorithm to compute deriv′(X,Φ) is given in Algorithm . For each x ∈ sf, we keep track of its
status, which we denote by status(x). It takes one of the values raw, pending, or processed. We also use
a queue Q of formulas, with the corresponding enqueue and dequeue functions. It is easy to argue that
whenever status(x) becomes pending, it is the case that x ∈ deriv′(X,Φ). It is also the case that all pending
formulas become processed once the algorithm terminates (if it does). Further, one can argue by induction
on the size of proofs that for every formula x ∈ deriv′(X,Φ), eventually status(x) becomes pending.

One can argue that the algorithm terminates in O(N) time as follows. Each element enters Q at
most once (when it is raw, and it becomes pending just before entering Q). We process each element of
Q exactly once and mark it processed and dequeue it from the queue. For each element u of the queue,
we spending constant time setting the status of left(u) and right(u) and perhaps enqueuing them. e
sets C(u), Aℓ(u), Ar(u) and Oc(u) have no bound on their size, but for distinct u and u′, the sets Aℓ(u)
and Aℓ(u′) are disjoint, and similarly for Ar. For distinct u and u′, the sets Oc(u) and Oc(u′) can have one
element in common, namely u∨ u′. However, u∨ u′ will be marked pending the first time either u or u′ is
seen, and not be considered again. So across all elements in sf, the total time consumed in each of the for

all blocks inside the while loop is O(N). is gives us a linear time algorithm to compute deriv′(X,Φ).





Algorithm  Linear time algorithm for deriv′(X,Φ)
Q← ∅;
for all x ∈ Φ do

if op(x) = e then ▷ x is of the form t = t′

status(x)← processed;
else if op(x) = ≺ and left(x) = right(x) then ▷ x is of the form m ≺ m

status(x)← processed;
else ▷ x is not of these two types

status(x)← pending; enqueue(Q, x);
end if

end for
for all x ∈ sf ∖ Φ ∶ status(x)← raw;
while Q ≠ ∅ do

u← dequeue(Q);
if op(u) = ∧ then

for all v ∈ child(u) such that status(v) = raw do
status(v)← pending; enqueue(Q, v); ▷ u is the premise of the ∧e rule.

end for
end if
for all v ∈ Aℓ(u) such that status(right(v)) ≠ raw and status(v) = raw do

status(v)← pending; enqueue(Q, v); ▷ u is the left premise of the ∧i rule.
end for
for all v ∈ Ar(u) such that status(left(v)) ≠ raw and status(v) = raw do

status(v)← pending; enqueue(Q, v); ▷ u is the right premise of the ∧i rule.
end for
for all v ∈ Oc(u) such that status(v) = raw do

status(v)← pending; enqueue(Q, v); ▷ u is a premise of the ∨i rule.
end for
for all v ∈ C(u) do

if status(v) ≠ raw then
for all x ∈ sf do

status(x)← pending; ▷ � rule allows us to derive any formula in sf

end for
end if

end for
status(u)← processed;

end while
deriv′(X,Φ) = {u ∈ sf ∣ status(u) = processed};





 e active intruder

So far, we have spoken only of the term derivability problem, and thus implicitly, only the passive intruder
case of security protocol verification. However, what we wish to verify are runs of protocols involving
multi-sessions in the presence of an active intruder who has access to all communications on the network.

In general, security verification for protocols with unboundedly many concurrent sessions is unde-
cidable [], and interesting decidable subclasses have been identified [, ]. For practical purposes, it
is customary to consider protocol runs involving only boundedly many multi-sessions, and while secu-
rity verification is decidable, it is harder than term derivability: -complete, as opposed to polynomial
time []. In the same spirit, we consider bounded protocols, but considering that the complexity of term
derivability is high, we show that the active intruder case is no harder.

Protocols are typically specified as sequences of communications, but in formal analysis of protocols,
it is convenient to consider a protocol as a pair (const,R)where const ⊆B is a set of constants of Pr and R
is a finite set of roles. For an agent A, an A-role is a sequence of A-actions. A-actions include send actions
of the form A!B ∶ [(M)t,{α}sd(A)], and receive actions of the form A?B ∶ [t,{α}sd(B)]. Here B ∈ Ag,
t ∈ T , M ⊆ N , α ∈ A , and {α}sd(A) denotes the assertion α signed by A. In the send action above,
B is merely the intended recipient, and in the receive action, B is merely the purported sender, since we
assume the presence of an intruder who can block or forge messages, and can see every communication
on the network. For simplicity, we assume that all send and receive actions deal with one term and one
assertion. e set M denotes the set of nonces used in t that, in the context of a protocol run, are fresh,
i.e., not used till that point in the run. An additional detail is that assertions in sends are always signed by
the actual sender, and assertions in receives are signed by the purported sender. us, when the intruder
I sends an assertion {α}sd(A) to someone, it is either relaying an earlier communication from A, or A = I
and it can construct α.

We admit two other types of actions in our model, confirm and deny to capture conditional branching
in protocol specifications. An agent A might, at some stage in a protocol, perform action a1 if a condition
is verified to be true, and a2 otherwise. For simplicity, we let any non-modal assertion be a condition. e
behaviour of A in a protocol, in the presence of a branch on condition α, is represented by two sequences
of actions, one inwhichA confirms α and one inwhich it denies α. ese actions are denotedA ∶ confirm α
and A ∶ deny α.

A knowledge state ks is of the form ((XA,ΦA)A∈Ag, SD). Here, XA ⊆ T is the set of terms accumu-
lated by A in the course of a protocol run till the point under consideration, and ΦA ⊆ A is similarly the
set of assertions accumulated. SD ⊆ {{α}sd(B) ∣ B ∈ Ag, α ∈ A } is the set of signed assertions transmit-
ted thus far in the run. e initial knowledge state of a protocol Pr is ((XA,∅)A∈Ag,∅) where, for each A,
XA = const(Pr) ∪Ag ∪ {sk(A)} ∪ {pk(B), k(A,B) ∣ B ∈ Ag}.

Let ks = ((XA,ΦA)A∈Ag, SD) and ks′ = ((X′A,Φ′A)A∈Ag, SD
′) be two knowledge states and a be a

send or a receive action. We now describe the conditions under which the execution of a changes ks to
ks′, denoted ks aÐ→ ks′.

• a = A!B ∶[(M)t,{α}sd(A)]





– a is enabled at ks iff

. M ∩XC = ∅ for all C,

. XA ∪M ⊢dy t, and
. XA ∪M,ΦA ⊢al α.

– ks aÐ→ ks′ iff

. X′A = XA ∪M, X′I = XI ∪ {t},
. Φ′I = ΦI ∪ {α,A says α}, and
. SD′ = SD ∪ {{α}sd(A)}.

• a = A?B ∶[t,{α}sd(B)]

– a is enabled at ks iff

. {α}sd(B) is verified as signed by B,

. XI ⊢dy t, and
. either XI,ΦI ⊢al α or {α}sd(B) ∈ SD.

– ks aÐ→ ks′ iff

. X′A = XA ∪ {t} and

. Φ′A = ΦA ∪ {B says α}.

• a = A ∶ confirm α

– a is enabled at ks iff XA,ΦA ⊢al α.

– ks aÐ→ ks′ iff ks = ks′.

• a = A ∶ deny α

– a is enabled at ks iff XA,ΦA ⊬al α.

– ks aÐ→ ks′ iff ks = ks′.

We see that on receipt of an assertion α, honest agents always store A says α in their state, whereas the
intruder is allowed to store α itself (along with A says α). A recipient agent need not verify the assertion
because of our perfect assertion assumption, by which the system allows only true assertions to be passed
on.

In a concrete realization of our model, this situation may be implemented by a trusted third party
verifier (TTP) who allows assertions to be transmitted at large only after the sender provides a justifi-
cation to the TTP. is means that an honest agent B who receives an assertion α from A cannot pass
it on as such to others, because the TTP will demand a justification for this, which B cannot provide.





e intruder, though, can snoop on the network, so it has the bits that A sent as justification for α to the
TTP, and can thus produce it whenever demanded. us the intruder gets to store α in its local database.

e notions of substitutions and role instances are defined in the standard manner. An role instance
of a protocol Pr is a tuple ri = (η, σ, lp), where η is a role of Pr, σ is a substitution and 0 ≤ lp ≤ ∣η∣.
ri = (η, σ,0) is said to be an initial role instance. e set of role instances of Pr is denoted by RI(Pr).
IRI(Pr) is the set of initial role instances of Pr. For ri = (η, σ, lp), ri + 1 = (η, σ, lp + 1). If ri = (η, σ, lp),
lp ≥ 1 and η = a1⋯aℓ, act(ri) = σ(alp). For S, S′ ⊆ RI(Pr) and ri ∈ RI(Pr), we say that S riÐ→ S′ iff ri ∈ S,
ri + 1 ∈ RI(Pr) and S′ = (S ∖ {ri}) ∪ {ri + 1}.

A protocol state of Pr is a pair s = (ks, S) where ks is a knowledge state of Pr and S ⊆ RI(Pr).
s = (ks, S) is an initial protocol state if ks is initial and S ⊆ IRI(Pr). For two protocol states s = (ks, S)
and s′ = (ks′, S′), and an action a, we say that s aÐ→ s′ iff there is ri ∈ S such that act(ri + 1) = a and

S riÐ→ S′, and ks aÐ→ ks′. e states, initial states, and transitions defined above induce a transition system
on protocol states, denoted TS(Pr).

Definition  (Safety checking and bounded safety checking) Let Safe be an arbitrary, but fixed safety
predicate (i.e. a set of protocol states).

Safety checking: Given a protocol Pr, is some protocol state s ∉ Safe reachable in TS(Pr) from an initial
protocol state?

k-bounded safety checking: Given Pr, is some protocol state s ∉ Safe with at most k-role instances reachable
in TS(Pr) from an initial protocol state?

eorem  . If membership in Safe is decidable in , the k-bounded safety checking w.r.t. Safe is
solved in .

. If membership in Safe is decidable in , the k-bounded safety checking w.r.t. Safe is in  if we restrict
our attention to protocols with at most K disjunctions, for a fixed K.

Proof

. A run of Pr starting from a initial state with at most k role instances is of length linear in the sum
of the lengths of all roles in Pr. A  algorithm can go through all such runs to see if an unsafe
protocol state is reachable. To check that each action is enabled at the appropriate protocol state
along a run, we need to solve linearly many instances of the derivability problem, which runs in
. us the problem is in .

. One can guess a sequence of protocol states and actions of length linear in the size of Pr and verify
that all the actions are enabled at the appropriate states. Since we are considering a protocol with
at most K disjunctions for a fixed K, along each run we consider, there will be at most k ∗K dis-
junctions, which is still independent of the size of the input. To check that actions are enabled at
the appropriate states, we need to solve linearly many instances of the derivability problem (with
bounded number of disjunctions this time) which can be done in polynomial time. us the prob-
lem is in . ⊣





 Example protocols and attacks

. Protocol :

An agent A sends two encrypted votes {v1}kA and {v2}kA to the TTP T, who knows the key kA. Each
vote is for a separate ‘position’, and A claims that the person picked is one of two possible candidates.
T sends cA if A’s assertions about the votes are confirmed,  otherwise. Disjunction allows A to convey
partial information about the votes. v1 is secret to A and T.

• A→ T ∶ {v1}kA , {(a ≺ {v1}k) ∨ (b ≺ {v1}k)}

• A→ T ∶ {v2}kA , {(c ≺ {v2}k) ∨ (d ≺ {v2}k)}

• If T confirms these two assertions, T→ A ∶ cA. Otherwise, T→ A ∶ 0.

An attack can be found via disjunction elimination in the case where c = a, say and an agent votes for
the same candidate a for both positions. Here, A sends the same term {a}k twice, and two assertions of
the form (a ≺ {a}k)∨(b ≺ {a}k) and (a ≺ {a}k)∨(d ≺ {a}k) about it. is allows the intruder to know
that the actual vote is a.

. Protocol :

A and B generate a vote, which they want principals C and D to agree to, and then send to the trusted
third party T. However, they do not want these parties to know exactly what the vote is. If a principal
agrees to this vote, it prepends its identifier to the term sent to it, encrypts the whole term with the key
it shares with T, and sends it to the next agent. Otherwise it merely sends the original term to the next
agent. We show the specificationwhere everyone agrees to the vote. B ∶ A ∶ {α} denotesB says A says {α},
and t = {vT}k.

• A→ C ∶ t, {(a ≺ t) ∨ (b ≺ t)}

• C→ D ∶ {(C, t)}k(C,T), {A ∶ {(a ≺ t) ∨ (b ≺ t)}}

• D→ T ∶ {(D,{(C, t)}k(C,T)}k(D,T), {C ∶ A ∶ {(a ≺ t) ∨ (b ≺ t)}}

• If the nested term is signed by both C and D, and vT = a or vT = b, T → A,B ∶ ack. Otherwise,
T→ A,B ∶ 0.

We now demonstrate an attack. Suppose there is a session S1 where a and b take values a1 and b1,
where C agrees to the vote. Suppose now there is a later session S2 with a taking value a1 (or b taking
value b1) again. e intruder can now replay C’s message to D in S2 from S1, although C might not wish
to agree in S2. Moreover, the intruder might also find the actual vote by or-elimination.
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