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Security protocols are everywhere !

Cryptographic protocols
Distributed programs which aims at providing some security
properties relying on cryptography.
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Security properties

Two main families of security properties:

• Reachability properties, e.g. weak secrecy, authentication, . . .
Is it possible to reach a bad state?

• Equivalence properties, e.g. anonymity, unlinkability, . . .
Is the attacker able to distinguish between two situations?

?
≈

−→ In this talk, we will consider both kinds of security properties.
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Verification of security protocols

What did we know in the early 2000s?

• A problem well-known to be undecidable when considering an
unbounded number of sessions. [Durgin et al.,99]

• Decision procedures dedicated to a bounded number of
sessions exist. [Rusinowitch & Turuani, CSFW’01]

Observation:
known attacks only involve very few sessions (less than 6)

Long-standing research question
Identify criteria to bound a priori the number of sessions involved
in an attack.
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Vero’s PhD thesis (2003)

In a nutshell, the problem remains undecid-
able even if:

• we bound the number of sessions in
parallel

• we bound the depth of messages

• . . .
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Not so encouraging . . .

. . . despite Veronique’s appetite and Hubert’s enthusiasm.
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. . . especially as they were looking for a very small bound!

At this time, existing tools were only able to consider very few
sessions (typically 2 or 3).

Some tools mentioned in Paragraphe 7.2.3:

Casper/FDR, Murφ, Athena, Casrul, Aviss, . . .
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We like challenging problems
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Our contributions

In Proceedings of the 35th IEEE Computer Security Foundations

Symposium (CSF’22), IEEE Computer Society Press, Haifa, Israel,

August 2022.
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Our contributions

Main result
A practical bound allowing us to rely on some existing tools to
perform the security analysis.

1. We prove the correctness of our bound assuming some
hypotheses (type-compliance and acyclic dependencies).

2. We implement our algorithm in HowMany to compute and
generate the scenarios that need to be analysed.

3. We perform various case studies on protocols from the
literature using HowMany + DeepSec/SAT-Equiv.

−→ This result holds for both for reachability and equivalence
properties.
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A long journey . . .

Arapinis & Duflot, FST&TCS’07: typing result (weak secrecy) and
still no bound on the number of sessions
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A long journey . . .

Chrétien & Cortier & D., CONCUR’14: typing result for
equivalence based properties

Chrétien & Cortier & D., CSF’15: a bound for both reachability and
equivalence based properties (but not a practical one, e.g. 1019)
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A long journey . . .

Chrétien & Cortier & Dallon & D., TOCL’20: extension of the
typing result to deal with more cryptographic primitives . . .

Cortier & Delaune & Sundararajan, JAR’21: . . . and a bound on
this setting (still not practical)
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A long journey . . .

Cortier & Dallon & D., CSF’22: A practical bound allowing us to
rely on some existing tools to perform the security analysis.

The tools we rely on are: DeepSec and Sat-Equiv.
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Some related work

Of course, in the meantime, others were working on this topic ...

• Froschle, POST’15: leakiness is decidable for well-founded
protocols
−→ typed model, excludes protocols with temporary secret

• D’Osualdo & Ong & Tiu, CSF’17: the case of depth-bounded
processes relying on the theory of WSTS

−→ reachability properties only (mainly weak secrecy), and the
bound is far too be practical.
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Outline

I. Typing result

II. Reachability properties

III. Equivalence properties
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Part I. Typing result

1. Modelling messages and protocols

2. Our main assumption: type-compliance

3. Typing result
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Modelling messages

Cryptographic operations are modelled using function symbols ...

Example: Σ = Σc ∪ Σd ∪ Σtest

Σc = {aenc, pk, sign, vk, ok, 〈 〉}
Σd = {adec, getmsg, proj1, proj2}, and Σtest = {check}.

... and their properties using a rewriting system.

Example

adec(aenc(x , pk(y)), y) → x

getmsg(sign(x , y)) → x

proj1(〈x , y〉) → x

proj2(〈x , y〉) → y

check(sign(x , y), vk(y)) → ok

−→ we consider shaped rewriting systems allowing one to model
most classical primitives. 14



Modelling protocols

Protocols are modelled using a process algebra.

P,Q :=

| inα(c, u).P input
| outα(c , u).P output
| new n.P name generation
| . . .

| !P replication
| match x with (u1 → P1 | . . . | uj → Pj) filtering

Semantics

(inα(c, u).P ] P; φ)
inα(c,R)−−−−−→ (Pσ ] P;φ)

where R is a recipe such that Rφ↓ is a message, and Rφ↓ = uσ

. . .
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A variant of the Denning Sacco protocol (1981)

aenc(sign(k , ska), pk(ekb))

Is this protocol a good key exchange protocol?

No !

Description of a possible attack:

aenc(sign(kAC , ska), pk(ekc))

sign(kAC , ska)

kAC

aenc(sign(kAC , ska), pk(ekb))
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Example considering a very simple scenario

Denning Sacco protocol (variant)

A→ B : aenc(sign(k, ska), pk(ekb))

PDS =


! new k .outα1(c, aenc(sign(k , ska), pk(ekb)))

| ! inβ1(c , aenc(sign(x , ska), pk(ekb))).

inβ2(c , x)

| outγ1(c , pk(ekb)).outγ2(c, vk(ska)).

Secrecy property

To analyse secrecy of the key as received by B , it suffices to add

inβ2(c , x) , and to check whether β2 is reachable.
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Hypothesis: type-compliance

We give types to any atomic data, and types are then extended to
arbitrary terms:

δ(f(t1, . . . , tn)) = f(δ(t1), . . . , δ(tn)).

−→ the typing system is thus structure preserving.

Going back to Dening Sacco
We consider ∆ = {τska, τekb, τekc , τk}.

• δ(k) = δ(x) = τk ,

• δ(ska) = τska, δ(skb) = τskb, δ(ekc) = τekc .

→ δ(aenc(sign(x , ska), pk(ekb))) = aenc(sign(τk , τska), pk(τekb))

A protocol P is type-compliant w.r.t. a typing system (∆, δ) if any
pair of unifiable encrypted subterms have the same type.
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Typing result

Typing result for reachability
Let P be a protocol type-compliant w.r.t. a typing system (∆, δ).

If P tr−→ K then there exists a well-typed execution P
tr′−→ K ′ such

that tr and tr′ are the same up to messages.

• This is essentially the result established by Arapinis & Duflot
FST&TCS’07

• We succeed to extend this typing result to equivalence based
properties (with no else branch), Chrétien, Cortier & D.,
CONCUR’14

−→ If there is an attack, then there is a well-typed one.
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Part II - Reachability properties

1. Our main assumptions

2. Our algorithm to compute and generate the scenarios

3. Some case studies
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Main result

Theorem
Let P be a protocol type-compliant, and α be a label. If
P

`1−→ . . .
`n−→ K with Label(`n) = α then there exists A ∈ dep(α)

such that:

• P
`′1−→ . . .

`′n−→ K′ with Label(`′n) = α, and

• Label(`′1. . . . .`
′
n) ⊆ A.

−→ dep(α) computes an upper bound of the actions/labels that
need to be considered to reach some action labelled α.

Going back to Denning Sacco
We have that dep(β2) = {{β2, β1, α1}}.

−→ if there is an attack, there is one involving at most 3 actions.
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Computation of dep

{A1,A2}⊗{B1,B2} = {A1 ] B1, A1 ] B2, A2 ] B1, A2 ] B2}

Sequential dependencies

• output: dep(α) = {{α}} ⊗ dep(pred(α))

• input of type τ : dep(α) = {{α}} ⊗ dep(pred(α))⊗ dep(τ).

Message dependencies

Sout(τ) explores all the possibilities to extract a term of type τ from
the output occurring in δ(P) (protocol considering only types).

22



Computation of dep

{A1,A2}⊗{B1,B2} = {A1 ] B1, A1 ] B2, A2 ] B1, A2 ] B2}

Sequential dependencies

• output: dep(α) = {{α}} ⊗ dep(pred(α))

• input of type τ : dep(α) = {{α}} ⊗ dep(pred(α))⊗ dep(τ).

Message dependencies

Sout(τ) explores all the possibilities to extract a term of type τ from
the output occurring in δ(P) (protocol considering only types).

22



Computation of dep

{A1,A2}⊗{B1,B2} = {A1 ] B1, A1 ] B2, A2 ] B1, A2 ] B2}

Sequential dependencies

• output: dep(α) = {{α}} ⊗ dep(pred(α))

• input of type τ : dep(α) = {{α}} ⊗ dep(pred(α))⊗ dep(τ).

Message dependencies

Sout(τ) explores all the possibilities to extract a term of type τ from
the output occurring in δ(P) (protocol considering only types).

• atomic type: dep(τ) = Sout(τ)

• otherwise τ = f(τ1, . . . , τk), we have that:

dep(τ) = Sout(τ) ∪
(
dep(τ1)⊗ . . .⊗ dep(τk)

)
22



Computation of dep

{A1,A2}⊗{B1,B2} = {A1 ] B1, A1 ] B2, A2 ] B1, A2 ] B2}

Sequential dependencies

• output: dep(α) = {{α}} ⊗ dep(pred(α))

• input of type τ : dep(α) = {{α}} ⊗ dep(pred(α))⊗ dep(τ).

Message dependencies

Sout(τ) explores all the possibilities to extract a term of type τ from
the output occurring in δ(P) (protocol considering only types).

• atomic type: dep(τ) = Sout(τ) ∪ depinit(τ)

• otherwise τ = f(τ1, . . . , τk), we have that:

dep(τ) = Sout(τ) ∪
(
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Going back to Denning Sacco: dep(β2)

β2

{β2, β1, α1}

β1

{β1, α1}

τk

{∅}

α1 τekb

∅

τmsg {α1}

α1{α1}

α1

sign(τk , τska)∅

...
pk(τekb)

τekb ∅

...
τk τska ∅

τk

τekbα1

τk τskaα1 τekb

τmsg

pk(τekb)sign(τk , τska)

PDS =

! new k .

outα1(c , aenc(sign(k , ska), pk(ekb)))

| ! inβ1(c, aenc(sign(x , ska), pk(ekb))).

inβ2(c , x)

| outγ1(c , pk(ekb)).

outγ2(c , vk(ska))

τ depinit(τ) = ∅

dep(β2) = {{β2, β1, α1}}
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Our tool HowMany

The function dep returns a set of multisets of labels, and may also
return infinite sets.

Example - Denning-Sacco protocol:

• simple scenario: dep(β2) = {{β2, β1, α1}}
• more involved scenario (involving a dishonest agent c):

dep(β2) =

{
{β2, β1, α1, α

′
1},

{β2, β1, α
′
1, α

′
1, γ1}

}

HowMany
Our tool implements a terminating algorithm that returns the
same result than dep whenever it is finite, and ⊥ otherwise.

24
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Case studies

Reachability (Wsec)
HowMany SAT-Equiv DeepSec

nb size mult. unique mult. unique
Symmetric protocols

Denning-Sacco 1 3 (8) <1s <1s
Needham-Schroeder 16 20 (45) 28 (63) 12s 5s 32s 18m
Otway-Rees? 4 12 (20) 16 (28) 2s 1s < 1s 1s
Wide-Mouth-Frog? 1 3 (6) <1s <1s
Kao-Chow (variant)? 48 15 (27) 28 (47) 4m 1m 3s 2m
Yahalom-Paulson? 25 19 (35) 30 (56) 2m 44s 4h TO
Yahalom-Lowe? - - - - - - -
Asymmetric protocols

Denning-Sacco 1 2 (4) <1s <1s
Needham-Schroeder? - - - - - - -
NS-Lowe? 2 7 (16) 8 (18) <1s <1s < 1s <1s
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Part III- Equivalence properties

Trace inclusion
A protocol P is trace included in Q, written P vt Q, if for every
(tr, φ) ∈ trace(P), there exists (tr′, φ′) ∈ trace(Q) such that
tr =L tr′, and φ vs φ

′.

−→ trace equivalence: P ≈t Q ⇔ P vt Q and Q vt P

This is the notion we use to model e.g. unlinkability, anonymity, or
strong secrecy.

1. Some additional assumptions

2. Our algorithm to compute and generate the scenarios

3. Some case studies

26
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Additional assumptions

−→ We consider protocols with a simple structure.

Simple processes: each process in parallel has its own dedicated
channel.

Protocols without else branches: our processes do not use the
match construct.

27



Main result

Theorem
Let P be a simple protocol type-compliant w.r.t. some typing
system (∆, δ). Let Q be another simple protocol such that
P 6vt Q. There exists a trace (tr, φ) ∈ trace(P) witnessing this
non-inclusion such that Label(tr) ⊆ A for some A ∈ dep(P).

We have that:

dep(P) = {∅} ∪ Sreach(P) ∪ Stest(P)

where:

• Sreach(P) =
⋃
α∈Label(P) dep(α)

• Stest(P) =
⋃
τ∈St(δ(P)) dep(τ)⊗ Sout(τ)

−→ this requires a precise characterization of static inclusion
28



Case studies

Equivalence (Kpriv)
HowMany SAT-Equiv DeepSec

nb size mult. unique mult. unique
Symmetric protocols

Denning-Sacco 5 5 (12) 14 (31) <1s <1s <1s <1s
Needham-Schroeder 83 33 (72) 47 (107) 6m 1m TO TO
Otway-Rees? 22 15 (23) 27 (48) 8s 7s 1s 48m
Wide-Mouth-Frog? 4 5 (8) 12 (20) <1s <1s <1s <1s
Kao-Chow (variant)? 385 29 (48) 55 (91) 10h 2h TO TO
Yahalom-Paulson? 147 29 (50) 45 (85) 45m 8m TO TO
Yahalom-Lowe? - - - - - - -
Asymmetric protocols

Denning-Sacco 5 3 (4) 8 (11) <1s <1s <1s <1s
Needham-Schroeder? - - - - - - -
NS-Lowe? 20 9 (19) 14 (31) <1s <1s <1s <1s

29



Conclusion

Our contribution
A practical bound allowing us to rely on some existing tools to
perform the security analysis both for reachability and
equivalence properties.

1. We prove the correctness of our bound.

2. We implement our algorithm in HowMany.

3. We perform various case studies.

Future work

• authentication properties

• trade-off between unique and multiple scenarios
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Conclusion

Going back to Vero’s Phd thesis ...

• We now have a practical bound
that is low enough so that we
can use exisiting tool dedicated
to bounded verification.

• This is also due to the progress
done in the meantime by
verification tools.

A mostly theoretical work which is nonetheless interesting !
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Bravo Véro !

L’informatique, ça consiste à modifier les fichiers de con-
figuration Windows . . .

mais pas que ;-)
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