
INSA Rennes/ Master SIF Exercises 1 (2017-2018)

Exercise 1 (?) Consider the following protocol :

A → S : A,B, enc(K,Kas)
S → B : A,B, enc(K,Kbs)

A sends to the server S a session key K encrypted using Kas the long term symmetric key shared
between A and the server. A also indicates her identity and the identity of the destination. The
server S transmits the session key to B encrypted with the long term key Kbs shared between B and
the server S. The session key K should remain secret between A, B, and S.
Show that an attacker can learn the key K generated by an honest agent A to another honest agent B.

Exercise 2 (?) Consider the following protocol :

A → B : 〈A, enc(K, pub(B))〉
B → A : 〈B, enc(K, pub(A))〉

First, A generates a fresh key K and sends it encrypted with the public key of B. Only B will be
able to decrypt this message. In this way, B learns K and B also knows that this message comes
from A as indicated in the first part of the message he received. Hence, B answers to A by sending
again the key, this time encrypted with the public key of A.
Show that an attacker can learn the key K generated by an honest agent A to another honest agent B.

Exercise 3 (?) The previous protocol is corrected by adding the identity of the agent inside each
encryption.

A → B : enc(〈A,K〉, pub(B))
B → A : enc(〈B,K〉, pub(A))

1. Check that the previous attack does not exist anymore. Do you think that the secrecy property
stated in Exercise 2 holds ?

2. Two agents want to use this protocol to establish a session key. Show that there is an attack.

Exercise 4 (??) For double security, all messages in the previous protocol are encrypted twice :

A → B : enc(〈A, enc(K, pub(B))〉, pub(B))
B → A : enc(〈B, enc(K, pub(A))〉, pub(A))

Show that the protocol then becomes insecure in the sense that an attacker can learn the key K
generated by an honest agent A to another honest agent B.

Exercise 5 (? ? ?) We consider a variant of the Needham-Schroeder-Lowe protocol. This protocol
is as follows :

1. A → B : enc(〈A,NA〉, pub(B))
2. B → A : enc(〈NA, 〈NB, B〉〉, pub(A))
3. A → B : enc(NB, pub(B))

1. Check that the ’man-in-the-middle’ attack described during the lecture does not exist.
2. Show that there is an attack on the secrecy of the nonce Nb. hint : type confusion
3. Do you think that this attack is realistic ? Why ?


