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I see a cookie banner…
Is it even legal?

Nataliia Bielova and Cristiana Santos
joint work with Celestin Matte 

Inria, France

This presentation contains “cookies“ that will be stored in your memory to make sure you remember this presentation. 
By attending this presentation, you agree to the placement of these cookies. To learn more, read our Privacy Policy.
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Who has not yet visited this website?
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When I visit it from the EU…
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Why do we see cookie banners at all ?!  
Let’s ask the lawyer
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! GDPR and ePrivacy Directive (ePD)

§ GDPR 
applies to processing of personal data of EU 
users, by a controller:

§ established inside/outside the EU; and 
§ offering goods or services; monitors users behavior

§ ePrivacy Directive (ePD) 
§ protects privacy in online communications (websites)
§ requires consent for processing data via cookies

§ Websites ask consent via cookie banners
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Now you’ll see some cookie banners…
Do you think they are compliant with the law?
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Look at this Twitter banner…
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Or the IEEE S&P…
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back to Zoom…
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and finally CNN …
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How can we understand when a banner is
compliant with the law?
It is easy, read the GDPR!
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! You need to be an expert!

§ Consent request must be: 

1. Freely given 

2. Specific

3. Informed

4. Unambiguous

5. Revocable 

6. Prior to any data collection

7. Readable and accessible

§ Check our 75 page draft paper:              
https://hal.inria.fr/hal-02875447

https://hal.inria.fr/hal-02875447
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Or install “Cookie Glasses” to look inside banners!
https://addons.mozilla.org/en-US/firefox/addon/cookie-glasses/https://chrome.google.com/webstore/detail/cookie-

glasses/gncnjghkclkhpkfhghcbobednpchjifk

https://addons.mozilla.org/en-US/firefox/addon/cookie-glasses/
https://chrome.google.com/webstore/detail/cookie-glasses/gncnjghkclkhpkfhghcbobednpchjifk
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Let’s see a CNN cookie banner…
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“I accept” means… 
1020, Inc. dba Placecast and Ericsson Emodo 1plusX AG [*] 2KDirect, Inc. (dba iPromote) [*] 33Across 360e-com Sp. z o.o. 6Sense Insights, Inc. 
7Hops.com Inc. (ZergNet) [*] : Tappx A Million Ads Ltd A.Mob AAX LLC ADARA MEDIA UNLIMITED ADCELL | Firstlead GmbH [*] ADITION technologies 
AG ADMAN - Phaistos Networks, S.A. ADRINO Sp. z o.o. [*] ADUX ADWAYS SAS [*] ADYOULIKE SA ADman Interactive SLU ADventori SAS ARMIS SAS 
ATG Ad Tech Group GmbH AUDIOMOB LTD Accelerize Inc. Accorp Sp. z o.o. Active Agent (ADITION technologies AG) [*] AcuityAds Inc. Ad Unity Ltd [*] 
AdClear GmbH AdColony, Inc. [*] AdDefend GmbH [*] AdElement Media Solutions Pvt Ltd AdMaxim Inc. AdSpirit GmbH AdTheorent, Inc AdTiming
Technology Company Limited Adacado Technologies Inc. (DBA Adacado) AddApptr GmbH Adello Group AG [*] Adelphic LLC Adevinta Spain S.L.U. [*] 
Adform Adhese Adikteev Adimo Adkernel LLC Adloox SA [*] Adludio Ltd Admedo Ltd [*] Admixer EU GmbH Admotion SRL Adnami Aps Adobe Advertising
Cloud Adobe Audience Manager Adprime Media Inc. AdsWizz Inc. [*] Adserve.zone / Artworx AS Adsolutions BV Adssets AB Adtarget Medya A.S. 
Adtelligent Inc. Adverline Adxperience SAS Adzymic Pte Ltd AerServ LLC Affle International Alive & Kicking Global Limited Alliance Gravity Data Media 
Amobee, Inc. Aniview LTD AntVoice Anzu Virtual reality LTD Apester Ltd AppConsent Xchange Appier PTE Ltd Arcspire Limited Arkeero Arrivalist Co. [*] 
AuDigent Audience Network Audience Trading Platform Ltd. [*] AudienceProject Aps Audiencerate LTD [*] Audiens S.r.l. Automattic Inc. Avazu Inc. [*] Avid
Media Ltd Avocet Systems Limited Axel Springer Teaser Ad GmbH Axonix LTD Azerion Holding B.V. B2B Media Group EMEA GmbH BEINTOO SPA 
BIDSWITCH GmbH BILENDI SA BLIINK SAS Bandsintown Amplified LLC Bannerflow AB BeOp [*] Beachfront Media LLC [*] Beaconspark Ltd Beemray Oy
BeeswaxIO Corporation Better Banners A/S [*] Between Exchange BidBerry SRL BidMachine Inc. BidTheatre AB Bidmanagement GmbH Bidstack Limited 
Bidtellect, Inc Bigabid Media ltd Bit Q Holdings Limited Blingby LLC Blis Media Limited Blue Billywig BV [*] Blue [*] Bmind a Sales Maker Company, S.L. 
Bombora Inc. Bounce Exchange, Inc Brand Advance Limited Brand Metrics Sweden AB Browsi Mobile Ltd Bucksense Inc BusinessClick CHEQ AI 
TECHNOLOGIES LTD. Cablato Limited Capitaldata Captify Technologies Limited Carbon (AI) Limited Cavai AS & UK [*] Cedato Technologies LTD. Celtra, 
Inc. Centro, Inc. CerebroAd.com s.r.o. [*] ChannelSight Chargeads Cint AB Clipcentric, Inc. Cloud Technologies S.A. Codewise VL Sp. z o.o. Sp. k Collective 
Europe Ltd. Collective, Inc. dba Visto Colpirio.com Comcast International France SAS Commanders Act Confiant Inc. Connatix Native Exchange Inc. 
ConnectAd Realtime GmbH Consumable, Inc. Converge-Digital Crimtan Holdings Limited Criteo SA Cuebiq Inc. Cxense ASA Cybba, Inc. Cydersoft [*] 
Czech Publisher Exchange z.s.p.o. D-Edge DAZN Media Services Limited DEFINE MEDIA GMBH [*] DIGITEKA Technologies [*] Dailymotion SA Dataseat
Ltd DeepIntent, Inc. [*] Delidatax SL Delta Projects AB Demandbase, Inc. Densou Trading Desk ApS [*] Dentsu Aegis Network Italia SpA DigiTrust / IAB 
Tech Lab Digilant Spain, SLU Digiseg ApS Digital Control GmbH &amp; Co. KG Digital East GmbH Digitize New Media Ltd DistroScale, Inc. DoubleVerify
Inc. Dr. Banner Drawbridge, Inc. Dugout Limited Duplo Media AS [*] Duration Media, LLC. DynAdmic Dynamic 1001 GmbH Dynata LLC EASYmedia GmbH
EMX Digital LLC Effiliation Effinity [*] Emerse Sverige AB Epsilon Etarget SE Eulerian Technologies Exactag GmbH Exponential Interactive, Inc d/b/a VDX.tv
Eyeota Pte Ltd Ezoic Inc. FORTVISION Fandom, Inc. Fidelity Media Fidzup Fifty Technology Limited Flashtalking, Inc. FlexOffers.com, LLC Forensiq LLC [*] 
Free Stream Media Corp. dba Samba TV Fusio by S4M Fyber GDMServices, Inc. d/b/a FiksuDSP GP One GmbH [*] GRAPHINIUM Gamned Gamoshi LTD 
GeistM Technologies LTD [*] Gemius SA Genius Sports Media Limited Getintent USA, inc. GfK Netherlands B.V. Global Media & Entertainment Limited 
GlobalWebIndex Go.pl sp. z o.o. Goldbach Group AG [*] Golden Bees Good-Loop Ltd Goodway Group, Inc. [*] Grabit Interactive Media Inc dba KERV 
Interctive Greenhouse Group BV (with its trademark LemonPI) GroupM UK Limited GumGum, Inc. HIRO Media Ltd [*] Haensel AMS GmbH Happydemics
Hivestack Inc. [*] Hybrid Adtech GmbH Hybrid Theory ID5 Technology SAS INFINIA MOBILE S.L. INNITY INVIBES GROUP INVIDI technologies AB 
IPONWEB GmbH IgnitionAi Ltd [*] IgnitionOne [*] Illuma Technology Limited Impactify Impression Desk Technologies Limited Improve Digital BV InMobi Pte
Ltd Index Exchange, Inc. Innovid Inc. Inskin Media LTD Inspired Mobile Limited Instinctive, Inc. Instreamatic inc. InsurAds Technologies SA. Integral Ad 
Science, Inc. [*] Intent Media, Inc. Intercept Interactive Inc. dba Undertone Internet BillBoard a.s. [*] Intowow Innovation Ltd. Jaduda GmbH [*] Jampp LTD 
Jivox Corporation [*] Join Jointag S.r.l. Justpremium BV KUPONA GmbH [*] Kairion GmbH Kairos Fire Kayzen Keymantics Knorex [*] Kochava Inc. [*] 
Kwanko LBC France LEMO MEDIA GROUP LIMITED LKQD, a division of Nexstar Digital, LLC. [*] LeftsnRight, Inc. dba LIQWID Leiki Ltd. LifeStreet
Corporation Lifesight Pte. Ltd. Liftoff Mobile, Inc. [*] Ligatus GmbH [*] Linicom LiquidM Technology GmbH Little Big Data sp.z.o.o. LiveRamp, Inc. Liveintent
Inc. Localsensor B.V. Location Sciences AI Ltd LoopMe Limited [*] LotaData, Inc. [*] Lotame Solutions, inc [*] Lucidity M32 Connect Inc MADVERTISE 
MEDIA MAIRDUMONT NETLETIX GmbH&amp;Co. KG MARKETPERF CORP MGID Inc. MISSENA MOVIads Sp. z o.o. Sp. k. Madington [*] Madison 
Logic, Inc. [*] Marfeel Solutions S.L Market Resource Partners LLC Maximus Live LLC [*] Maytrics GmbH McCann Discipline LTD Media.net Advertising FZ-
LLC MediaMath, Inc. Mediaforce LTD Mediasmart Mobile S.L. Meetrics GmbH [*] MiQ Mindlytix SAS [*] Mirando GmbH &amp; Co KG [*] Mobfox US LLC 
Mobile Journey B.V. [*] Mobile Professionals BV Mobilewalla, Inc. [*] Mobsuccess Mobusi Mobile Advertising S.L. Monet Engine Inc My6sense Inc. MyTraffic
Myntelligence Limited N Technologies Inc. [*] NC Audience Exchange, LLC (NewsIQ) NEORY GmbH NEURAL.ONE NEXD Nano Interactive GmbH Nativo, 
Inc. Near Pte Ltd Neodata Group srl NetSuccess, s.r.o. Netsprint SA NeuStar, Inc. Neustar on behalf of The Procter & Gamble Company [*] News and Media 
Holding, a.s. NextRoll, Inc. Nielsen Marketing Cloud Norstat Danmark A/S Noster Finance S.L. Notify ORTEC B.V. Ogury Ltd. On Device Research Limited 
OnAudience Ltd OneTag Limited Onfocus (Adagio) Online Advertising Network Sp. z o.o. Online Solution Int Limited Onnetwork Sp. z o.o. OpenX
Optomaton UG Oracle AddThis Oracle Data Cloud Orion Semantics Otto (GmbH &amp; Co KG) [*] Outbrain UK Ltd [*] PIXIMEDIA SAS PLAYGROUND 
XYZ EMEA LTD PREX Programmatic Exchange GmbH&amp;Co KG [*] PROXISTORE PUB OCEAN LIMITED PaperG, Inc. dba Thunder Industries Parsec 
Media Inc. Passendo ApS Performax.cz, s.r.o. Permodo GmbH Permutive Permutive Technologies, Inc. [*] Pexi B.V. Pixalate, Inc. [*] Platform161 Playbuzz
Ltd (aka EX.CO) Pocketmath Pte Ltd Polar Mobile Group Inc. PowerLinks Media Limited Predicio Programatica de publicidad S.L. Proxi.cloud Sp. z o.o. 
PubMatic, Inc. PubNative GmbH Publicis Media GmbH Publishers Internationale Pty Ltd PulsePoint, Inc. Purch Group, Inc. PurposeLab, LLC Qriously Ltd 
Quantcast International Limited Qwertize R-Advertising R-TARGET RMSi Radio Marketing Service interactive GmbH RTB House S.A. RTK.IO, Inc RUN, Inc. 
[*] Radio Net Media Limited Rakuten Marketing LLC Readpeak Oy Realeyes OU Reignn Platform Ltd Relay42 Netherlands B.V. Research Now Group, Inc
Research and Analysis of Media in Sweden AB [*] RevJet RevLifter Ltd Revcontent, LLC [*] Reveal Mobile, Inc Rezonence Limited RhythmOne DBA Unruly
Group Ltd Rich Audience RockYou, Inc. Rockabox Media Ltd Rockerbox, Inc [*] Roku Advertising Services Roq.ad Inc. SINGLESPOT SAS 
SMARTSTREAM.TV GmbH STRIATUM SAS [*] SYNC Samba TV UK Limited Sanoma Media Finland Scene Stealer Limited Schibsted Norge AS [*] 
Schibsted Product and Tech UK Seeding Alliance GmbH [*] Seedtag Advertising S.L Seenthis AB [*] SelectMedia International LTD Sellpoints Inc. [*] 
Semasio GmbH [*] Seznam.cz, a.s. ShareThis, Inc Sharethrough, Inc SheMedia, LLC Shopalyst Inc Shopstyle Showheroes SE Sift Media, Inc Signal Digital 
Inc. Signals Simplifi Holdings Inc. Sirdata Sizmek by Amazon Skaze Skimbit Ltd Smaato, Inc. Smadex SL Smart Adserver Smart Traffik Smartclip Hispania
SL Smartme Analytics [*] Smartology Limited SmartyAds Inc. Smile Wanted Group Snapsort Inc., operating as Sortable [*] Social Tokens Ltd. Sojern, Inc. 
Solocal Somo Audience Corp Sonobi, Inc SoundCast Sourcepoint Technologies, Inc. [*] Sovrn Holdings Inc Spolecznosci Sp. z o.o. Sp. k. Sportradar AG 
Spot.IM LTD [*] SpotX, Inc. Spotad SpringServe, LLC [*] StackAdapt [*] StartApp Inc. Steel House, Inc. Ströer Mobile Performance GmbH Ströer SSP GmbH
(DSP) [*] Ströer SSP GmbH (SSP) [*] Sub2 Technologies Ltd Sublime SunMedia Switch Concepts Limited TACTIC™ Real-Time Marketing AS [*] TAPTAP 
Digital SL TRADELAB TTNET AS TabMo SAS Taboola Europe Limited Tapad, Inc. Tapjoy, Inc. [*] Targetspot Belgium SPRL Teads Tealium Inc. Teemo SA 
Telaria SAS Telaria, Inc Telecoming S.A. Telefonica Investigación y Desarrollo S.A.U Temelio Teroa S.A. The ADEX GmbH The Kantar Group Limited The 
MediaGrid Inc. The Ozone Project Limited The Reach Group GmbH The Rubicon Project, Inc. The Trade Desk Think Clever Media Thirdpresence Oy
TimeOne Timehop, Inc. Totaljobs Group Ltd TradeTracker [*] Tradedoubler AB [*] TreSensa, Inc. Triapodi Ltd. Triboo Data Analytics TripleLift, Inc. Triton 
Digital Canada Inc. [*] TrueData Solutions, Inc. Tunnl BV Turbo UberMedia, Inc. Underdog Media LLC Unruly Group Ltd Uprival LLC VECTAURY VEXPRO 
TECHNOLOGIES LTD VRTCAL Markets, Inc. [*] Vdopia DBA Chocolate Platform Ve Global Venatus Media Limited Verizon Media EMEA Limited Vibrant 
Media Limited Vidazoo Ltd Video Media Groep B.V. Video Reach Vidoomy Media SL ViewPay Viralize SRL Visarity Technologies GmbH Vuble
WEBORAMA WebAds B.V WebMediaRM Webedia Welect GmbH [*] WhatRocks Inc. Whenever Media Ltd Widespace AB Wizaly X-Mode Social, Inc. 
Xandr, Inc. YOC AG YellowHammer Media Group Yieldlab AG [*] Yieldlove GmbH Yieldmo, Inc. Yieldr UK Yormedia Solutions Ltd ZBO Media Zemanta, Inc. 
Zeta Global Ziff Davis LLC ZighZag ad6media adMarketplace, Inc. adality GmbH [*] adbility media GmbH adhood.com admetrics GmbH adrule mobile GmbH
adsquare GmbH advanced store GmbH affilinet audio content &amp; control GmbH comScore, Inc. communicationAds GmbH &amp; Co. KG [*] 
digitalAudience district m inc. dunnhumby Germany GmbH [*] emetriq GmbH hbfsTech [*] iotec global Ltd. mainADV Srl mediarithmics SAS netzeffekt GmbH
nugg.ad GmbH [*] numberly pilotx.tv plista GmbH realzeit GmbH remerge GmbH salesforce.com, inc. smartclip Europe GmbH travel audience GmbH twiago
GmbH ucfunnel Co., Ltd. uppr GmbH [*] usemax advertisement (Emego GmbH) [*] video intelligence AG xAd, Inc. dba GroundTruth zeotap GmbH
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Websites using cookie banners of

We have an impact!
§ Most popular websites have fixed their practices
§ See historical videos here: https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/

Violations found on websites with TCF banners 
• Pretend that you accepted even before you clicked! 
• Register your acceptance even if you rejected! 

Do Cookie Banners Respect my Choice? Measuring Legal Compliance of Banners from IAB Europe’s Transparency and Consent Framework
Célestin Matte, Nataliia Bielova, Cristiana Santos. IEEE Symposium on Security and Privacy (IEEE S&P 2020).

!

https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/
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Nice but still… that’s a lot of purposes, 
and a lot of advertisers that will track me! 
Is this legal?
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! Not always! 

§Purposes

§Legal basis

§Usage by 
advertisers

Ad selection, 
delivery, 
reporting

Consent

175 advertisers use
legitimate interests!

Measurement

Consent

199 advertisers use
legitimate interests!

Purposes in IAB Europe’s TCF: which legal basis and how are they used by advertisers?
Célestin Matte, Cristiana Santos, Nataliia Bielova. Annual Privacy Forum (APF 2020). https://hal.inria.fr/hal-02566891

https://hal.inria.fr/hal-02566891
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So who’s responsible? 
IAB Europe? Advertisers? Cookie banner 
providers? Website publishers? Users?
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! Let’s see…

user

Cookie banner providers

Advertiser

Publisher
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What’s next? 
How to annoy DPAs or become their best 
friends?
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NOYB  filed a complaint to the CNIL 
using our tool. Do like NOYB! 

§ We are writing an open letter to the 
European Data Protection Board 
(EDPB) 

§ Use “Cookie Glasses” to uncover what’s 
happening behind the interface of cookie 
banners https://github.com/Perdu/Cookie-Glasses

Share ideas & contacts: help us change the cookie 
banner practices in the EU and the world*!

*CCPA is enforceable from July 1st, 2020. 

https://github.com/Perdu/Cookie-Glasses

