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When | visit it from the EU...
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Why do we see cookie banners at all ?!
Let’s ask the lawyer



& GDPR and ePrivacy Directive (ePD)

REGULATIONS

. GDPR GDPR

applies to processing of personal data of EU ‘““”“‘“""‘E”’"""“”°”“f,f2‘f‘ffﬂ“;ff“”“m""”°’““°””m
users, by a controller: e ol st s i gt e rocesio s e e
= established inside/outside the EU; and (et with EA rlernc

- offering goods or services; monitors users behavior O&&%\
DIRECTIVES 5

= ePrivacy Directive (ePD) ePrlvacy ,wigﬁ\lg‘g
LN 4 S

= protects privacy in online communications (websites)
. . . . DIRECTIVE 2009/136/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
= requires consent for processing data via cookies e

amending Directive 2002/22[EC on universal service and users’ rights relating to electronic

communications networks and services, Directive 2002/58/EC concerning the processing of personal

data and the protection of privacy in the electronic communications sector and Regulation (EC)

No 2006/2004 on cooperation between national authorities responsible for the enforcement of
consumer protection laws

= \Websites ask consent via cookie banners s o
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Now you’ll see some cookie banners...
Do you think they are compliant with the law?




Look at this Twitter banner...

twitter.com

By using Twitter's services you agree to our Cookies Use. We and our partners operate globally

and use cookies, including for analytics, personalisation, and ads.

PETS

Official account of the Privacy Enhancing Technologies Symposium. Next event:
PETS 2020, on the Internet

70 3,762
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Or the IEEE S&P...

IEEE websites place cookies on your device to give you the best user experience. By using our websites, you agree to
ccept ose

the placement of these cookies. To learn more, read our Privacy Policy.
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back to Zoom...

& zoom.us

About Cookies on This Site

About Cookies on This Site Zoom

Cookies are important to the proper functioning of a site. To improve your experience, we use cookies to remember log-in details and provide
secure log-in, collect statistics to optimize site functionality, and deliver content tailored to your interests. Click Agree and Proceed to accept
cookies and go directly to the site or click on View Cookie Settings to see detailed descriptions of the types of cookies and choose whether to
accept certain cookies while on the site.

Agree and Proceed ’ View Cookie Settings

Privacy Policy Powered bY: 7 isthrc | TRUSTe
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and finally CNN ...

Personalisation; ad selection, delivery, reporting; measurement; content selection, delivery, reporting; and information storage and access.
or manage the use of cookies . You may read more about vendors that we use by clicking

We use cookies and similar technologies ("cookies") to understand how you use our site and to improve your experience. This includes m
-
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How can we understand when a banner is

compliant with the law?
It is easy, read the GDPR!

11



8 You need to be an expert!

= Consent request must be:
1. Freely given
2. Specific
3. Informed
4. Unambiguous
5. Revocable
6. Prior to any data collection
7. Readable and accessible

= Check our 75 page draft paper:

https://hal.inria.fr/hal-02875447

HotPETs 2020 Nataliia Bielova and Cristiana Santos

Are cookie banners indeed compliant with the law?

Deciphering EU legal requirements on consent and technical means
to verify compliance of cookie banners

Cristiana Suntos, Nataliia Biclova, Célestin Matte
Inria, France

fr
celestinmatte@ploudsecker.com

Abstract

In this work, we analyze the legal requirements on cookie banners as a consent mechanism in Web
applications. We describe how banners are supposed to be implemented to be fully compliant with the

ePrivacy Directive and the GDPR. Our ibution resides in the defini of 22 i and fine-
grained requirements on cookie banner design that are legally campllanl and moreover, we define whether
and when the of i of each is feasible.

The definition of requirements emerges from a joint interdisciplinary analysis composed of lawyers and
computer scientists in the domain of web tracking technologies. As such, while some requirements are
provided by explicitly codified legal sources, others result from the domain-expertise of computer
scientists. In our work, we match each requirement against existing cookie banners designs of websites.
We iplify each i with iant and liant cookie banners.

For each requirement, we perform a technical assessment to decide if technical (with computer science
tools), manual (with any human operator) or user studies (with a significant number of users) venfication
is needed to assess compliance of consent. We show that it’s not possible to fully assess compliance with
the law for the majority of requirements because of the current architecture of the Web.

With this approach, we aim to support p; inded parties officers, privacy
NGOs, researchers, social and computer scientists) to assess compliance and detect violations in cookie
banners' design and implementation, specially under the current revision of the EU ePrivacy framework.
Keywords: legal compliance, consent, cookie banners, General Data Protecunn Regulation, eracy
Directive, web tracking technol legal technical ePrivacy

detection of violations

1 Introduction

The ePrivacy Directive' 2002/58/EC, asamended by Directive 2009/136/EC, stipulates the need for consent
for the storage of or access to cookies (and any tracking technology, e.g. device fingerprinting) on the user’s
terminal equipment, as the lawfulness ground, pursuant to Article 5(3) thereof. The rationale behind this
obligation aims to give users control of their data. Hence, website publishers processing personal data are
duty-bound to collect consent. Consequently, an increasing number of websites now display (cookie)
consent banners.*

However, there is no established canonical form for the consent request. It is clear from Recital 17 of the
eracy Directive (hereinafter named ePD) that a user’s consent may be given by any appropriate method.
Website op to use or develop flows that suit their organization, as long as this consent

* In this paper we will only regard to the recent amended version of the ePrivacy Directive, the Directive 2000/136/EC
of the European Pariizment and of the Council of 25 November 2009 amending Directive 2002/22/EC on universal
service and users’ rights relating to electronic communications networks and services, Directive 2002/S8/EC
concerning the processing of personal data and the protection of privacy in the electronic communications sector and
Regulation (EC) No 2006/2004 on cooperation between national authorities responsible for the enforcement of
consumer protection laws (Text with EEA relevance) OJ L 337, 11-36 (hereinafter named ‘ePD’) .

2 Jannick Serensen, Sokol Kosta, ‘Before and After GDPR: The Changes in Third Party Presence at Public and Private
European Websites' (Proceedings of the World Wide Web Conference, ACM, NY, USA, 2019)1590-1600.
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- . . 8 Transparenc
Websites using cookie banners of ; ¢ o Consent

Framework

Violations found on websites with TCF banners
® * Pretend that you accepted even before you clicked!

» Register your acceptance even if you rejected!

v1» We have an impact!

~ ' =Most popular websites have fixed their practices
= See historical videos here: nitps://www-sop.inria.fr/fmembers/Nataliia. Bielova/cookiebanners/

Do Cookie Banners Respect my Choice? Measuring Legal Compliance of Banners from |IAB Europe’s Transparency and Consent Framework
Célestin Matte, Nataliia Bielova, Cristiana Santos. IEEE Symposium on Security and Privacy (IEEE S&P 2020).
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https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/

Nice but still... that’s a lot of purposes,

and a lot of advertisers that will track me!
Is this legal?
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Not always!

Ad selection,

delivery, Measurement
reporting

*Purposes

=L egal basis Consent Consent

"Usage by . ooy
advertisers legitimate interests!

Purposes in IAB Europe’s TCF: which legal basis and how are they used by advertisers?
Célestin Matte, Cristiana Santos, Nataliia Bielova. Annual Privacy Forum (APF 2020). https://hal.inria.fr/hal-02566891
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https://hal.inria.fr/hal-02566891

So who’s responsible?

IAB Europe? Advertisers? Cookie banner
providers? Website publishers? Users?

20



Q Let’s see..

)
Q [
° O Advertiser
-
[o[o
e e — a®
as Publisher
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn <]
dection de contenus, diffusion et reporting a®
@o

aaaaaaa

Cookie banner providers

21
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What’s next?
How to annoy DPAs or become their best
friends?
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IAB

Tested Websites

Bl il e L aaanERRERREREERERESESS >
9 Clliscount maggzseasasssssaseres:
\ 3 Transparency J

noyb filed a complaint to the CNIL
USING Bur tool. Do like NOYB! :“‘

= We are writing an open letter to the

(EEuDrnge)an Data PrOteCtion Board Lawfulness of consent in the cookie

banners of the IAB Europe TCF
Why it matters to data subjects

Nataliia Bielova and Cristiana Santos

= Use “Cookie Glasses” to uncover what's

July 2, 2020

happening behind the interface of cookie
banners https://qgithub.com/Perdu/Cookie-Glasses

Share ideas & contacts: help us change the cookie
banner practices in the EU and the world*!

HotPETs 2020 Nataliia Bielova and Cristiana Santos *CCPA is enforceable from July 1st, 2020. 23

Companies unlawfully
Consent Framework setting advertising cookies
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https://github.com/Perdu/Cookie-Glasses

