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Part I

Operating Systems



Diversity of Operating Systems
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The ACM Turing Award (UNIX)

ACM is the association for Computing Machinery.
• World’s largest educational and scientific computer society.

• You can become a student member too www.acm.org.

The ACM awards the Turing Award every year.

It is the “Nobel Prize” of computing.

Names after British mathematician

Alain M. Turing (1912 -- 1954).
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What is an Operating System?

A program that acts as an intermediary between a user of a 
computer and the computer hardware.

Operating system goals:
• Execute user programs.

• Make the computer convenient to use.

• Use the computer hardware in an efficient manner.
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Computer System Components

Hardware – provides basic computing resources
• CPU, memory, I/O devices. 

Operating System
• Controls and coordinates use of hardware among various applications and 

users. 

Application programs – define the ways in which the system 
resources are used to solve users computing problems.
• Word processors, compilers, web browsers, video games.

Users
• People, machines, other computers.
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OS Definition

OS is a resource allocator
• Manage all resources.

• Decides between conflicting requests for efficient and fair resource use.

OS is a control program
• Controls execution of programs to prevent errors and improper use of the 

computer.
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OS Operations

 Interrupt driven by hardware.

Software error creates exception or trap.
• Division by zero,

• Request for operating system service.

Dual-mode operation allows OS to protect itself and other system 
components:
• User mode and kernel mode.

• Mode bit provided by hardware.

Modern CPUs support multi-mode operations:
• i.e. virtual machine manager (VMM).
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Memory Management

All data in memory before and after processing

All instructions in memory in order to execute.

Memory management determines what is in memory when
• Optimizing CPU utilization and computer response to users.

Memory management activities
• Keeping track of which parts of memory are currently being used and by 

whom.

• Deciding which processes and data to move into and out of memory.

• Allocating and deallocating memory space as needed.
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Storage Management

OS provides uniform, logical view of information storage.
• Abstracts physical properties to logical storage unit – file.
• Each medium is controlled by device (i.e. disk drive, …)

File-System Management
• Files usually organized into directories.
• Access control on most systems to determine who can access what.

OS activities include
• Creating and deleting files and directories.
• Primitives to manipulate files and dirs.
• Mapping files into secondary storage.
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Part II

Bash Basics



What is a shell?

SHELL is the human interface point for UNIX.

SHELL is a program layer that provides an environment to enter 
commands and parameters to produce a given result. 

UNIX has provided different SHELLs: they mainly differ in their 
scripting capabilities.
• Bourne (sh).

• Bourne Again (bash; the default one in most Linux distributions)

• C shell (csh)

• Z shell (zsh)
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UNIX Commands

General form of a command:

command [flags] [argument 1] [argument 2] …

Example: ls -al       or       ls -a -l       or       ls -l -a  

Arguments can be optional or mandatory.

All commands have a return code (0 if OK)
• Read return code: echo $?
• The return code can be used as part of control logic in shell scripts.

All UNIX commands have some documentation:
• man command       or       man <number> command
• Read the ‘man’ pages before the Stack Overflow ones.
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Locating Commands

To execute a command, UNIX has to locate the command before it 
can execute it.

UNIX uses the concept of search path to locate the commands.

Search path is a list of directories in the order to be searched for 
locating commands
• Usually it contains standard paths (/bin, /usr/bin, …)

Modify the search path for your environment
• Modifying the PATH environment variable.
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Which

Which can be used to find whether a particular command exists in 
your search path.
• It does exist, which tells you which directory contains that command.
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What is a Script

A script is a list of system commands stored in a file.

Advantages:
• To avoid having to retype them again and again.

• To be able to modify and customize the script for a particular application.

• To use the script as a program/command.
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Execute the Script

The script execution requires the script has “execute permissions”.
• chmod +rx scriptname (gives everyone read/execute permission)

• chmod u+rx scriptname (gives only the owner read/execute permission)

The script can be executed issuing:
• ./scriptname

The script can be made available as a command:
• Moving the script to /usr/local/bin (as root), making it available to all users as 

a system wide executable.

• Including the directory containing the script in the user’s $PATH.
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Bash Configuration

Bash has some configuration startup files.
• They are executed at bash start-up time

The files and sequence of the files executed differ from the type of 
shell.

Shell can be:
• Interactive.

• Non-interactive.

• Login shell.

• Non-login shell.
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Bash Types
Interactive:

• Means that the commands are run with user-interaction from keyboard.
• E.g. The shell can prompt the user to enter input.

Non-interactive:
• The shell is probably run from an automated process, so it cannot assume if it can 

request input or that someone will see the output.
• E.g. Maybe it is best to write output to a log-file.

Login:
• Shell is run as part of the login of the user to the system.
• Typically used to do any configuration that a user wants/needs to establish their 

work environment.

Non-login:
• Any other shell run by the user after logging on.
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Bash Startup Files 1/3

Interactive login shell (the order is important ; the option –noprofile
inhibits this behavior):
• /etc/profile (system-wide startup file)

• ~/.bash_profile

• ~/.bash_login

• ~/.profile

When an interactive login shell exists, or a non-interactive login shell 
executes the exit builtin command, Bash reads and executes 
commands from the file ~/.bash_logout, if it exists.
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Bash Startup Files 2/3

Interactive non-login shell:
• Both reads and executes commands from ~/.bashrc.

• The option –norc inhibits this behavior.

• The option –rcfile file forces Bash to read and execute commands from file 
instead of ~/.bashrc.

So typically, your ~/.bash_profile contains the line (in addition to 
login-specific initializations).
• if [ -f ~/.bashrc ]; then .~/.bashrc; fi 

21



Bash Startup Files 3/3

Non-Interactive shell:
• Bash looks for the variable BASH_ENV, and uses the expanded value as the 

name of a file to read and execute.

• The value of the PATH variable is not used to search for BASH_ENV.

• Bash behaves as if the following command was executed:
if [ -n “$BASH_ENV”]; then .”$BASH_ENV”; fi 

If a non-interactive shell is invoked with the –login option, Bash 
attempts to read and execute commands from the login shell startup 
files.
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Set User’s PATH Environment Variable

$cat ~/.profile

# ~/.profile: executed by the command interpreter for login shells.

# This file is not read by bash(1), if ~/.bash_profile or ~/.bash_login
exists.

# …

# set PATH so it includes user's private bin if it exists

if [ -d "$HOME/bin" ] ; then

PATH="$HOME/bin:$PATH"

fi
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~/.bashrc file

User specific, hidden by default.

If not there, simply create one.

System wide: /etc/bash.bashrc
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The Sha-bang #!

Every script starts with the sha-bang (#!) at the head, followed by the 
full path name of an interpreter:
• #!/bin/bash

• #!/usr/bin/perl

This tells your system that the file is a set of commands to be fed to 
the command interpreter indicated by the path.

The #! Is a special marker that designates a file type, or in this case 
an executable shell script (type man magic for more details).

25



Special characters 1/2

Comments [#]:
• Lines beginning with a #.

• Following the end of a command

Command separator [semicolon ;]
• Permits putting two or more commands on the same line.

Escape [backslash \]
• Expresses literally a special character.

• Example: echo This is a double quote \”
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Special characters 2/2

Command substitution [backquotes `]:
• The `command` constructs makes available the output of command for 

assignment to a variable.

• Example: a=`pwd`

Wild card [asterisk]. 
• It matches every filename in a given directory or every character in a string.

Run job in background [and &]
• A command followed by & will run in the background.

• To bring the script in foreground, type fg or CTRL Z fg
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Redirection 1/3

Each UNIX command is connected to three communication channels 
between the command and the environment:
• Standard input (stdin) where the command reads its input.

• Standard output (stdout) where the command writes its output.

• Standard output (stderr) where the command writes its error.

When a command is executed via an

Interactive shell, the streams are typically

connected to the text terminal on which the

shell is running.
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Redirection 2/3

Redirect stdout to file (creates the file if it does not already exist):
• command > filename (overwrite filename if it already exists)
• command >> filename (appends the output to filename if it already exists)

Redirect stderr to file
• command 2> filename

Redirect both the stdout and the stderr to file
• command &>

Redirect stdout to stderr
• command >&2

Redirect stderr to stdout
• command 2>&1
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Redirection 3/3

Example: Discard any errors that are generated by command 
• command 2> /dev/null

/dev/null is a simple device
• Implemented in software and does not correspond to any hardware.

• Looks empty when you read from it.

• Written data just disappears.

• Most common use: silence standard output.

30



Pipes [ | ]

Passes the output (stdout) of a previous command to the input 
(stdin) of the next one, or to the shell.
• Allows chaining commands together.

Examples:
• cat *.java | sort | uniq

• ls –l | wc -l

• cat filename | grep search_word (or just grep search_word filename)
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UNIX Variables
Variables are how languages represent data.

• A variable is a label, a name assigned to a location holding data.
• Variables can be set: by the system, by you, by the shell, by any program that loads 

another program.

Standard UNIX variables are split into two categories:
• Environment variables: if set at login, are valid for the duration of the session.
• Shell variables: apply only to the current instance of the shell.

By convention, environment variables have UPPER CASE and shell 
variables have lower case names.

Environment variables are a way of passing information from the shell to 
programs when you run them.
• Programs look in the environment for variables, and if found, will use the variables 

stored.
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Bash Variables

Bash variables are untyped.
• They can contain a number, a character, a string of characters, arrays, etc.

Depending on context, bash permits arithmetic operations and 
comparisons on variables.

There is no need to declare a variable, just assigning a value to its 
reference will create it.
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Bash Variables: Assignment

If variable1 is the name of a variable, then $variable1 is a reference 
to its value (i.e. the data item it contains).

 $variable1 is actually a simplified form of ${variable1}.
• In contexts where the $variable syntax causes an error, the longer form 

${variable} should work (this is called variable disambiguation).

Reference (retrieving) the variable value is called variable 
substitution.

No space permitted on either side of ‘=‘ sign when initializing 
variables.
• What happens if there is a space? Bash will treat the variable name as a 

program to execute, and the ‘=‘ as its first parameter.
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Bash Variables: Quoting

 Quoting means just bracketing a string in quotes.

 This has the effect of protecting special characters in the string from 
reinterpretation or expansion by the shell.

 Partial quoting (weak quoting) consists in enclosing a referenced 
value in double quotes (" … ").
• This does not interfere with variable substitution. 

 Full quoting consists in using single quotes (' … ').
• It causes the variable name to be used literally, and no substitution will take 

place.
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Array in Bash

Initialize an array: arrays in Bash can contain both numbers and 
strings.

Initialization with all elements of the same type (numbers).
• myArray=(1 2 3 4 5 6)

Initialization with mixed types elements
• myArray=(1 2 “three” 4 “five” 6)
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Retrieve Array Elements in Bash

Although Bash variables do not generally require curly brackets, they 
are required for arrays.

In turn, this allows Bash to specify the index to access.
• echo ${myArray[1]} returns the second element of the array.

Not including brackets
• echo $myArray[1] leads Bash to treat [1] as a string and output it as such.
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Useful Array Operations

Syntax Result

arr=() Create an empty array

arr=(1 2 3) Initialize array

${arr[1}} Retrieve second element

${arr[@]} Retrieve all elements

${#arr[@]} Retrieve array size

arr+=(4) Append values(s)

str=$(ls) Save ls output as a string

arr=($(ls)) Save ls output as an array of files

${arr[@]:s:n} Retrieve n elements starting at index s
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Bash Arithmetic Expansion 1/3

Arithmetic expansion provides a powerful tool for performing 
(integer) arithmetic operations. 
• Translating a string into a numerical expression is relatively straightforward 

using `expr`.

Example
• z=1

• z=`expr $z + 3`

• echo $z
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Bash Arithmetic Expansion 2/3

Parentheses
• ((EXPRESSION)) is arithmetic expansion.

Example
• z=0

• ((z+=1))       # (($z+=1)) is wrong

• echo $z
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Bash Arithmetic Expansion 3/3

`let` does exactly what (()) do.

Example
• z=0

• let z=z+3

• let “z += 3”

• echo $z

Quotes permit the use of spaces in variable assignment.
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Part III

File Content Commands



File Content Related Commands

Commands that can be used to look at the contents of the file or 
parts of it.

You can use these commands to look at the top or bottom of a file, 
search strings in the file, and so on.
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More

`more` can be used to display the contents of a file one screen at a 
time.

The `more` command pauses at the end of display of each page.

To continue, press a space bar so that the next page is displayed or 
press the Return or Enter key to display the next line.
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Less

`less` is to view the contents of a file.
• It behaves similarly to the `more` command.

It might not be available by default on all UNIX systems.

The `less` command allows you to go backward as well as forward in 
the file by default.
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tail

`tail` to display, on standard output, a file starting from a specified 
point from the start or the bottom of the file.

Whether it starts from the top of the file or end of the file depends 
on the parameter and flags used.

One of the flags, -f, can be used to look at the bottom of a file 
continuously as it grows in size.
• By default, tail displays the last 10 lines of the file.
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wc

`wc` counts the number of bytes, words, and lines in specified lines.
• A word is a number of characters delimited either by a space or a newline 

character.

Flags:
• -l to count only the number of lines in the file.

• -w to count only the number of words in the file.

• -c to count only the number of bytes in the file.

You can use multiple filenames as arguments to the wc command.
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File Content Search Commands

For searching for a pattern in one or more files, use the grep series of 
commands.

The grep commands search for a string in the specified files and 
display the output on standard output.
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Sed

Sed is a non interactive editor.

It is generally used to parse and transform text, using a simple 
compact programming language.

It allows to modify a file using scripts with instructions for sed
editing.

Examples:
• $sed ‘s/old_text/new_text/g’ /tmp/testfile # string substitution.

• $sed 12, 18d /tmp/testfile # display all the rows from 12 to 18
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Awk

Awk match a string on the base of a regular expression and execute a 
required action.

Example:
• $awk ‘/test/ {print}’ /tmp/filetext

• The regular expression required to match the string ‘test’.

• The required action is to ‘print’ the string containing ‘test’ when found.
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Part IV

UNIX Processes



UNIX Processes

command or a script that you can execute consists of one or more 
processes.

The processes can be categorized into the following broad groups:

Interactive processes, which are those executed at the terminal. 
They can execute either in foreground or in background. In 
background, the terminal is detached from the process so that it can 
be used for executing other commands.

Batch processes are not submitted from terminals. They are 
submitted to job queues to be executed sequentially.

Daemons are never-ending processes that wait to service requests 
from other processes.

52



Process Related Data

In UNIX, each process has a number of attributes associated with it. 

The following is a list of some of these attributes.

Process ID is a unique identifier assigned to each process by UNIX.

Real User ID is the user ID of the use who initiated the process.

Effective User ID is the user associated to each process. It determines 
the process access to system resources. Under normal circumstances, 
the Real User ID and Effective User ID are the same.

Real and Effective Group ID.

Priority (Nice Number) is the priority associated with a process 
relative to other processes executing in the system.
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Process Related Commands

The main are:
• kill

• ps

• wait

• sleep
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ps

`ps` command is used to find out which processes are currently 
running.

Exercise: try the following commands. Check the differences in the 
output. 
• ps

• ps –ef

• ps -aux
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kill

`kill` is used to send signals to an executing process. The process 
must be a nonforeground process for you to be able to send a signal 
to it using this command.

The default action of the command is to terminate the process by 
sending it a signal. If the process has been programmed for receiving 
such a signal. In such a case, the process will manage the signal as 
programmed.

You can kill only the processes initiated by you. However, the root 
user can kill any process in the system.

Exercise
• Issue the command `kill –l` in order list all the signal numbers and their names
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Wait & sleep

`wait` is used to wait for completion of jobs. This is useful while 
doing shell programming when you want a process to be finished 
before the next process is invoked.

`sleep` wait for a certain period of time between execution of 
commands.
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Process Creation

Parents create children
• Results in a tree of process.

Resource sharing 
• Parent and children share all resources.

• Children share subset of parent’s resources.

• Parent and child share no resources.

Execution
• Parent and children execute concurrently

• Parent waits until children terminate
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Process Termination

Normal exit (voluntary)

Error exit (voluntary)

Fatal error (involuntary)

Killed by another process (involuntary)
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Process States

Running – actually using the CPU

Ready – runnable, temporarily stopped to let another process run

Blocked – unable to run until some external event happens

A process can block itself, but not run itself.

60



The Unix Fork
Memory address space is “copied”.

Parent receives pid of child (value of fork())

Child gets 0 (value of fork()) 

pid = fork();   /* upon success of fork()  pid > 0 in parent */

if (pid < 0) {      /* fork failed - memory full ... table full */

}

else  if (pid > 0) {         /* Parent code goes here   ... */

}

else { /* Child code goes here  ... */

}
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Executing a New Program

Children are duplications of their parents.

In order perform another program, the program code is loaded to 
the process image:
• The fork() system call creates a new process.

• Execvp() system call replaces the process core image with that of another 
executable program. 

62



Executing the ls Command
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