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Part I

Introduction



Why should you care

There are multiple levels of caring:

Security impacts your day-to-day life.

Security impacts everybody’s day-to-day life.

Security aware user: make safe decisions.

Security aware developer: design and build secure systems.

Security researcher: identify security flaws, propose mitigations.
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Security

Security is the application and enforcement of policies through 
mechanisms over data and resources.

Policies specify what we want to enforce.

Mechanisms specify how we enforce the policy (i.e. implementation, 
procedure, dedicate hardware).

Resources include services (e.g. emergency number), hardware 
devices (e.g. printers) and infrastructure (e.g. amazon servers)
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Security Policy

A security policy is a (in)formal statement of the rules by which 
people must abide.

The security is measured regarding the conformance of a given policy.

Specifying good policies is challenging.

Example: only users with valid passwords can connect. Any wrong 
association user/password is rejected.
• Good policy or bad policy?
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(Some) Security Terms

Asset: anything that should be protected.

Vulnerability: an exploitable weakness of some type: in the policy, 
implementation or the running software.

Threat: what you protect against.

Threat vector: the mechanisms used to perform the attack.
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(Some) Security Goals

Confidentiality: protect information from unauthorized use or 
disclosure.

Integrity: protect information from unauthorized data modification 
without detection.

Availability: ensure that resources are available when needed.

Privacy: control data about individuals.
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Attack Process
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Attack Taxonomies
Read: Gain access to unauthorized information.

Manipulate: Modify information.

Spoof: Provide false information or offer false services.

Flood: Overflow a computer resource.

Redirect: Change the flow of information.

Composite: Comprise more than one listed method.
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Attack Results
Disclosure of Information: the dissemination of information to anyone not 

authorized to access that information.

Corruption of Information: any unauthorized alteration of data transit 
across a network or stored on a computer.

Denial of Service: intentional degradation of resources.

Theft of Service: any unauthorized use of resources.

Increased Access: any unauthorized increase in user privileges that occurs 
when accessing computer or network services.
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Who is the Attacker

A malicious external user, interacting via regular input sources.
• E.g. keyboard, network (man-in-the-middle), etc.

A malicious external “observer”, interacting via side channels.
• (execution time, power analysis)

Another application running on the same platform
• Interacting through shared resources like caches, processor, elements, etc.

The execution platform itself (e.g., when compromised!)
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Part II

Big Pictures



Cryptography 1/2

Cryptography is historically defined to protect the confidentiality and 
integrity of messages transmission. 
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Cryptography 2/2
Modern cryptography is strongly linked to complexity theory, and not 

information theory.
• Most of modern cryptography relies on the ability to generate instances of hard 

problems.

The design of secure cryptographic systems is a difficult task.
• Systems based on ad-hoc approaches are broken often sooner than later.

The scope of cryptography is broad:
• Secure communication.
• Authentication.
• Electronic voting.
• Cryptocurrency.
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Networks Security 1/2

Networks security becomes an issue when the Internet becomes big 
and public in early years of 90s.  
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Networks Security 2/2
Historically, Networks protocols were not designed to guarantee security.

• The first draft of IPsec was released in 1995, years after the beginning of the Internet. 

Interests in Networks Security were fueled by crimes
• 1981. Ian Murphy (a.k.a. "Captain Zap") hacked into AT&T's computers and changed their 

internal clocks, which altered the availability of services for millions of users.
• 1988. The Morris Worm was released and infected computers connected to the Internet 

leading to denial of service attack.
• 1995. Kevin Mitnick was arrested for the first large computer-related crime in the U.S. history, 

as he broke into various networks and stole various IP-protected content.

The scope of Networks Security is broad:
• Users Authentication.
• Availability of resources.
• Confidentiality of data.
• Integrity of communications.
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System Security 1/2

The first significant operating system

to provide security and a decent level

of abstraction was MULTICS, developed

starting in 1964 at MIT (with lots of

partners).
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System Security 2/2

Historically, Security follows abstraction in operating systems, where 
multiple processes, owned by different users, can run on a single machine.

The main issue was that users or processes could interfere with each other 
in a malicious way to alter the shared resources. 
• Thus, the OS should enforce resource isolation (memory, storage, code) between its 

different users.

The scope of Systems Security is broad:
• Users Authentication.

• Access Control.

• Protection of Data Storage.
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Software Security 1/2

Software is greatly involved in “computer security”.

It plays a major role in enforcing security policies:
• crypto, authentication protocols, intrusion detection, firewall, etc.

But it is also a major source of security problems:
• 90 percent of security incidents result from exploits

against defects in software.

19



Software Security 2/2
Software is clearly one of the weakest links in the security chain!

We do not know very well how to write secure SW
• We do not even know how to write correct SW!

Programming languages are not designed for security enforcement.
• Most of them contain numerous traps and pitfalls.

Programmers do not feel (so much) concerned with security
• Security does not get enough attention in programming/security courses.

Applications favor unsecure SW
• Remote execution, mobile code, plugins, reflection, etc.
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Formal Verification 1/2

Formal verification is the act of proving or disproving the correctness 
of a system with respect to a certain formal specification or property.
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Formal Verification 2/2

Create a formal model of some system of interest
• Hardware.

• Communication protocol.

• Software.

Describe formally a specification that we desire the model to satisfy.

Check that the model satisfies the specification:
• Theorem proving.

• Model checking.
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Privacy 1/2

The rise of privacy concerns started with the proliferation of free 
services over the Internet.  
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Privacy 2/2
Data privacy is distinct from data security.

• Data security is concerned with who can access the data.
• Data privacy is concerned with what can be learnt from the data (i.e. its 

informational content)

Recommended reading: “I've Got Nothing to Hide' and Other 
Misunderstandings of Privacy”

The scope of Privacy is broad:
• Law Enforcement.
• Design of new privacy-preserving cryptographic schemes.
• Anonymization.
• Technical challenges and solutions to implement GDPR.
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Usability 1/2

There is wide consensus that systems that are not usable will 
inevitably suffer security failures when they are deployed into the real 
world.
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Usability 2/2

Humans are the weakest link in the security chain
• Generally speaking, users know little about security.

• Users are NOT the enemy.

Usability focuses on creating systems that are usable while still 
fulfilling their primary security or privacy mission.

Research in Usability involve
• Human-Computer Interaction (HCI),

• Applied Psychology,

• Empirical Study and heuristic evaluation.
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Part III
Use-Case

Password-based Authentication



Authentication 1/2

Verifying the identity of another entity
• Computer authenticating to another computer

• Person authenticating to a local/remote computer

Important to be clear about what is being authenticated
• The user?

• The machine? A specific application on the machine?
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Authentication 2/2

Mutual authentication vs. unidirectional authentication

Authentication -- two main issues:
• How authentication information is stored (at both ends) 

• Authentication protocol itself
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Authentication Factors

Authentication may be based on
• What you know

• What you have

• What you are

• Others?

Can also consider two-factor authentication

30



Password-based Auth

Password-based authentication
• Any system based on low-entropy shared secret

Distinguish on-line attacks vs. off-line attacks
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Attacks

Any password-based protocol is potentially vulnerable to an “on-
line” dictionary attack
• On-line attacks can be detected and limited

Any password-based protocol is vulnerable to off-line attack if the 
server is compromised
• Once the server is compromised, why do we care?
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Password Storage
The clear…

Hash of password (done correctly)
• Doesn’t always achieve anything!
• Makes adversary’s job harder
• Potentially protects users who choose good passwords

“Salt”-ed hash of password
• Makes bulk dictionary attacks harder, but no harder to attack a particular password
• Prevents using ‘rainbow tables’

Centralized server stores password…
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