
Interception of Frequency-Hopping Signals for
TEMPEST Attacks

Corentin Lavaud∗, Robin Gerzaguet∗, Matthieu Gautier∗

Olivier Berder∗, Erwan Nogues∗∗, Stephane Molton∗∗
∗ Univ Rennes, CNRS, IRISA {surname.name@irisa.fr}

∗∗ DGA-MI {surname.name@intradef.gouv.fr}

Abstract—Any information system must ensure the confiden-
tiality of its sensitive data during its operation. Among the
vulnerabilities, TEMPEST attacks appear to be an important
threat as this sensitive data can be emitted through unwanted
electromagnetic waves generated by hardware operation and can
therefore be intercepted by any distant radio frequency receiver.
The menace is worst when sensitive data is mixed with an internal
communication device as the leak is hidden within a legitimate
communication channel and difficult to find. It can happen
for instance when an audio processing unit like a microphone
or amplifier is close to a transmission security (TRANSEC)
transmitter, leading to the emanation of the audio signal through
the TRANSEC which follows a frequency hopping scheme. This
paper focuses on detection of the used channel of a frequency
hopping system, when the system bandwidth is very large and
the number of hops per second is very high (TRANSEC case).
By obtaining this channel information, the audio stream can be
recovered, leading to a potential high security break.

Index Terms—TEMPEST, TRANSEC, Frequency Hopping,
Software Defined Radio.

I. INTRODUCTION

Information systems are now intrinsically linked to any
operation from a private individual to the administration
and the military. As a consequence, their confidentiality (i.e
preserving that the data exchanged remained in the desired
hands) is a vital issue at multiple scales. One of the most
common mechanisms used to ensure confidentiality is the use
of cryptography. It guarantees data protection by making it
unreadable for any outside person who might intercept it. But
are we sure that the data can not spread out of the system
before being protected ?

While operating, information processing devices or com-
munication systems may emit signals through unwanted elec-
tromagnetic waves. This activity may be correlated with the
information being processed, leading to a potential information
leakage. This leaked information is called a compromised
signal and its presence can be spotted by the use of a radio
frequency receiver [1] [2] in a so-called Electromagnetic (EM)
side-channel. The proposed paper focus on EM TEMPEST
attacks [3] where the compromised signal is hidden in a
legitimate transmission making the interception trickier.

The existence of these side-channels are not new but several
reasons make the threat even more terrifying: i) devices tend
to work at higher frequency, increasing the number and the

range of unwanted EM emission, ii) more and more commu-
nication chips can cohabit on the same device, leading to an
increased number of possible active side-channels by internally
mixing the compromised signal iii) Software Defined Radio
(SDR) [4], programmable devices are now capable to intercept
those signals at low cost with a high bandwidth.

Many studies of the literature focus on permanent emanation
side-channels (a side-channel where the carrier continuously
transmits at a constant frequency). This eases the intercep-
tion as most of the state-of-the-art detection and estimation
algorithms relies on averaging in order to better estimate the
data. Some other articles focus on sporadic channels in time or
frequency, but either maintain the frequency constant or a low
number of hops per second [5] or force frequent re-emission
through traffic overhead [6]. In this paper, we focus on a
sporadic side-channel with frequency hopping (FH) carrier.
This use-case may correspond to a scenario when a compro-
mising signal (for instance an audio signal) is modulated by
a transmission security (TRANSEC) transmission system due
to the physical proximity between a microphone and a turned-
on TRANSEC transmitter. Retrieving the TRANSEC carrier
would provide the compromised signal (i.e the audio signal).
However, it is overly complex to know the hop sequence of
the TRANSEC and so it has to be estimated [7].

To recover the compromised signal, FH signal has to be
firstly detected and extracted from the radio spectrum then
the compromised signal has to be decoded depending of its
nature (mainly driven by its relative bandwidth compared to
the FH one). Some studies on FH channel detection exist but
deals with few hops per seconds [8] or based on complex
methods [9] that cannot cope with very large instantaneous
bandwidths.

This paper proposes a low complex digital algorithm that
allow to recover an audio signal modulated by a FH scheme.
The rest of this paper is divided into four sections. Section II
describes the leak model while Section III presents the pro-
posed interception system. Section IV validates the channel
detection performance, while Section V eventually draws some
conclusions and perspectives.

II. LEAK MODEL

A baseband message b(t) (e.g TRANSEC) of bandwidth Fb

is mixed with the compromised signal assumed to be an audio
signal r(t). The audio bandwidth Fr is smaller than the one of
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Fig. 1. Time-frequency instantaneous power of a FH signal.

b(t) and of the order of several kHz. Due to proximity between
the FH emitter and the microphone, the two signals are mixed.
The mixing is defined as a weighted addition parameterized by
the mixing coefficient h whose typical value is lower than 1%.
This signal is finally modulated following the FH sequence,
resulting in a Fs = 80 MHz bandwidth transmitted signal:

x(t) = [b(t) + h × r(t)] e2jπ fk t, (1)

with fk the associated channel frequency of the current trans-
mitted symbol of b(t). Assuming that N channels can be used,
then

fk = k × Fb =
k × Fs

N
, k = 0, . . . ,N − 1. (2)

The same FH index k is maintained constant for a slot duration
Tb and thus is used for several consecutive symbols and λ = Tb

N
is denoted the so-called repetition factor. Figure 1 shows a
typical time-frequency grid of a typical transmitted TRANSEC
signal composed of 1 MHz FH channels covering the 80 MHz
bandwidth with a slot duration of 1µs. In the following, the
received signal d(t) is delayed by τ and is supposed to only
be impaired by an Additive White Gaussian Noise (AWGN)
of variance σ2

n and is therefore expressed as

d(t) = x(t − τ) + n(t). (3)

III. INTERCEPTION METHOD

Both a low complex FH estimator and audio recovering
stage are proposed in this section. The proposed solution is
described in Figure 2. This solution can cope with any FH
systems and is not restricted to TRANSEC case. It can be for
instance directly applied to a Bluetooth leakage. This method
particularly targets systems with very low slot duration (low
value of λ), more difficult to estimate.

To deal with the large bandwidth, the interception method is
supposed to be implemented in a high performance SDR that
embeds both hardware and software computational resource.
The blue stages operate at the higher rate (Fs) and should

therefore be implemented in the hardware resources, whereas
the green and orange stages operate at lower rates and can be
implemented in the software resource. The analog-to-digital
converter (ADC) from the SDR device samples the signal at
the maximum FH rate (i.e Fs).

The FH identification block aims to identify the main FH
parameters: the slot duration Tb , the number of channels N ,
and the synchronisation delay τ. The two first parameters
may be known when the target FH standard is known (for
instance Bluetooth) and the associated estimations may be
deactivated in this case. The latter parameter τ has always to
be estimated to be synchronized with the hops. This processing
has only to be done at the beginning of the operation as the
estimated parameters are not likely to change. In this paper,
this block will not be described and a synchronized signal will
be assumed.

The time synchronisation block aims to shift the incoming
buffers to match the FH hop, based on the delay estimation τ.
The blocks provide a synchronized input d̂[s] sampled at Fs

of size λN associated to an unknown FH center frequency fk
to estimate.

The FH detector estimates which channel is used. The
detector is based on the instantaneous periodogram, averaged
by the repetition factor λ. Considering the input d̂[s], the
associated estimated channel index p̂ is expressed as

p̂ = arg max
p∈[0;N−1]

{
λ−1∑
l=0

���� N−1∑
m=0

d̂[lN + m]e
− j2πmp

N

����2} . (4)

Then the chosen index (linked to the central frequency by
f̂k =

p̂Fs

N ) is used in the de-rotor that shifts the modulated
channel into baseband (circle operator in Figure 2):

d̂BB[s] = d̂[s]e
− j2πs f̂k

Fs . (5)

The filtering stage lowers the rate of the detected signal
from Fs to Fb . If the correct FH channel has been chosen, and
assuming an ideal filtering operation, the resulting signal is the
weighted sum of the TRANSEC message b(t) and the audio
message r(t). Finally, to recover the audio signal, two solutions
can be used. The first one consists in decoding b(t) and
applying an interference cancellation scheme. This is however
costly and requires the full b(t) decoding stage (especially
when b(t) is of an unknown nature if not unstandardized). The
other solution relies on the fact that the compromising signal
r(t) has a lower rate than the legitimate signal b(t). Hence, a
harsh low pass filter can applied around the audio frequencies
without lowering too much the decoding quality.

The proposed structure aims to recover the FH signal while
initially being sampled at the full bandwidth (at Fs). It requires
a perfect time-frequency localisation. To that goal, the fre-
quency estimation is averaged by a factor λ and is therefore en-
hanced. It is important to monitor the required time/frequency
precision to ensure good decoding performance.

IV. SIMULATION RESULTS

The performance of the detector is evaluated in terms of
Channel Error Rate (CER), defined as the probability that the
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Fig. 2. Proposed architecture of the interception system.

estimated channel index p̂ differs from the effective channel
index p. Figure 3 shows the CER versus the signal-to-noise
ratio (SNR) defined from (3) as σ2

x/σ
2
N with σ2

x the variance
of the mixed signal defined in (1). This CER is computed for
various values of λ and different synchronisation errors. The
simulation parameters are N = 80, Fs = 80MHz, Fb = 1MHz,
Fr = 40kHz, h=1%. The value of λ is associated to slot
durations from 2 µs (λ = 2) to 200µs (λ = 200). It shows
that the detector is more resistant to the noise for high value
of λ, as the noise is averaged.
When it comes to the synchronisation error (defined as
∆τ = (|τ − τ̂ |)/Tb), Figure 3 shows that the required fine
synchronisation is linked to the slot duration. Indeed, in
case of synchronisation mismatch, some of the inputs of the
periodogram would be associated to the previous or to the
next slot. In the meantime, one can said that a synchronisation
error lower than 10% of the slot duration leads to a negligible
performance penalty. This metric is fruitful to build a simple
yet functional synchronisation stage.
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Fig. 3. Channel Error Rate vs SNR for various λ and delay errors ∆τ .

V. CONCLUSIONS & FUTURE WORKS

This paper focused on the recovering of an audio signal into
a frequency hopping legitimate transmission. Side-channel can
lead to a unbearable leak of sensitive data, and is difficult to
detect especially when carried by an electro-magnetic wave. In

this paper, we focused on a TRANSEC legitimate channel that
was bearing a sensitive audio stream. As TRANSEC systems
are based on frequency hopping with a high number of hops
per second over a wide bandwidth, we have proposed a new
frequency hopping detection scheme with low complexity and
capable to estimate the used channel even with a very small
slot duration. We have demonstrated that with such a method
the required time synchronisation can be relaxed to 10% of
the slot duration. Next steps will be to work on the coarse
synchronisation and to propose a real time implementation of
the method on a Software Defined Radio.
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