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1 Personal Details

Name: Davide Frey
Date of Birth: 30 March 1976
Nationality: Italian
Family Status: Civil Union, 1 child

Current Position: Research Scientist (CRCN - Chargé de Recherche de Classe Nor-
male)

HDR: obtained in June 2019
Professional Address: IRISA/INRIA Rennes

Campus Universitaire de Beaulieu
35042 Rennes CEDEX

Email: davide.frey@inria.fr, davide.frey@irisa.fr
Phone: +33-02-99847565
Web Site: http://people.irisa.fr/Davide.Frey/

2 Short Bio

I have been a researcher at Inria Rennes Bretagne-Atlantique since 2010. I received my PhD from Politecnico di
Milano in Italy in 2006; I then worked as a post-doctoral researcher both at Washington University in St. Louis
(MO), and at Inria Rennes before being recruited as a permanent researcher in 2010. My research interest focus
on distributed systems and algorithms with theoretical and practical contributions. On the practical side, my
contribution span areas such as content dissemination, social networks, blockchain, and decentralized recom-
mendation and machine-learning systems. On the theoretical side, I have worked on combinatorial optimization
and distributed algorithms, particularly in the context of designing lightweight alternatives to blockchains for
a variety of applications. I co-supervised 6 PhD students to completion and I am currently supervising and
co-supervising 3 PhD students on diverse topics: blockchain, privacy, and decentralized identity management. I
have been active in several national and International projects. At the European level, I am currently involved
in SOTERIA, an H2020 project, led by AriadNext, for which I am Inria’s scientific lead. At the national level,
I am currently involved in the Byblos ANR project on Beyond-blockchain data structures, and I coordinate the
PriCLeSS Cominlabs projects which sees a collaboration of computer scientists and law researchers to address
the privacy and legal implication of the storage of personal data on blockchain-like infrastructures.

3 Current and Previous Positions

1. November 2010 - now.
Research Scientist (CR1 and then CRCN) in the WIDE (formerly ASAP) team at INRIA Rennes-Bretagne
Atlantique, IRISA lab.

2. November 2007 - 2010.
Postdoc Researcher with the ASAP team at INRIA Rennes-Bretagne Atlantique.
Position supported through (ANR-RIAM) Solipsis project and Gossple ERC project
Director of Research Program: Anne-Marie Kermarrec

3. July 2006 - July 2007.
Postdoc (Visiting Researcher) in the MobiLab.
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Department of Computer Science and Engineering.
Washington University in St Louis, MO, USA. Position supported by Office of Naval Research under
MURI research contract N00014-02-1-0715.
Director of Research Program: Prof. Dr. Gruia-Catalin Roman

4. March 2003 - May 2006.
Ph.D. Student in Computer Science and Engineering at Dipartimento di Elettronica e Informazione,
Politecnico di Milano, Italy, under the supervision of Prof. Gian Pietro Picco.

4 Other activities within Inria

• I was scientific correspondent for H2020 projects at Inria from 2013 to 2020.

• I was a member of the COST-GTRI at Inria from 2016 to 2019.

• I represented Inria at several BDVA (http://www.bdva.eu/) meetings and summits and contributed to
the BDVA SRIA in 2015.

5 Education

1. June 2019: Habilitation à diriger des rechercher (HDR): “Epidemic Protocols: From Large Scale to Big
Data”. University of Rennes 1, France [64].

2. April 2006: PhD “Publish Subscribe on Large-Scale Dynamic Topologies: Routing and Overlay Manage-
ment”. Politecnico di Milano Italy [65].

3. April 2002: Masters Degree. Summa cum Laude. Politecnico di Milano Italy.

6 Student Supervision and Juries

Ongoing PhD Supervisions

• Timothe Albouy : started October 2021, co-supervised (50%) with Francois Taiani. Timothe is work-
ing byzantine tolerant algorithms for lightweight blockchain-like systems. This work has led to several
publications [17, 14, 13].

• Mathieu Gestin: started October 2021, supervised (100%). Mathieu is working on decentralized anony-
mous identity systems in the context of the SOTERIA H2020 project. We published a paper on hiding
the issuer’s identity in anonymous credentials at PETS 2022 [3].

• Arthur Rauch: started October 2021, co-supervised (50%) with Emmanuelle Anceaume. Arthur is working
on privacy-conscious storage in blockchain systems, within the context of the PriCLeSS Cominlabs project.

Completed PhD Supervisions I co-supervised the following PhD students to completion.

• Amaury-Bouchra Pilet : “Contributions to distributed multi-task machine learning”, November 2021, co-
supervised (50%) with Francois Taiani.
Amaury worked on decentralized and privacy-preserving machine learning and developed a novel approach
to multi-task learning [20] and a protocol to group similar tasks [18]. In addition we published earlier
work on privacy preserving averaging[22] and Byzantine resilient peer sampling [21].
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• Quentin Dufour : “High-throughput real-time onion networks to protect everyone’s privacy”, February
2021, co-supervised (50%) with David Bromberg.
Quentin worked on privacy in large scale systems in the context of the O’Browser ANR project. We
published a first paper on data dissemination at Infocom 2019 [23] (see Form 3 for details). Then Quentin
worked on an anonymous VoIP service that leverages the Tor network [15]. He co-founded non-profit
providing low-tech “cloud-like” services running on old hardware.

• Pierre-Louis Roman: “Exploring heterogeneity in loosely consistent decentralized data replication”, De-
cember 2018, co-advised (50%) with Francois Taiani.
Pierre-Louis worked on the management of heterogeneity in contexts such as recommendation [31], con-
tent dissemination [28, 1], and blockchain [49, 63, 56]. Pierre-Louis was then a post-doc researcher at the
Univeristà della Svizzera Italiana in Lugano, Switzerland and he is now a post-doc researcher at EPFL,
Switzerland.

• Stephane Delbruel : “Towards an Architecture for Tag-based Predictive Placement in Distributed Storage
Systems”, January 2017, co-advised (50%) with Francois Taiani.
Stephane worked on the use of tags in the context of video placement [26], and proposed a solution for
predicting video consumption [50, 27]. He was then a post-doc researcher in the Distrinet group at KU
Leuven, Belgium. He is now a post-doc researcher at the University of Oslo, Norway.

• Antoine Rault : “User privacy in collaborative filtering systems”, June 2016, co-advised (50%) with Anne-
Marie Kermarrec.
Antoine worked on privacy in the context of recommender systems [25, 51, 30] (see Form 2 for details).
He did a postdoc at EPFL after leaving Inria.

• Arnaud Jegou: “Harnessing the power of implicit and explicit social networks through decentralization”,
September 2014, co-advised (50%) with Anne-Marie Kermarrec.
Arnaud worked on decentralized social networks and recommender systems [39, 12, 37, 36, 33, 11, 10]. He
is now a R&D engineer at ScaleDynamics, Cesson-Sevigne.

I have also supervised about 20 undergraduate students for master and L3 internships.

PhD Juries I have been reviewer for the following PhD theses.

• Alejandro Ranchal-Pedrosa “The Blockchain of Oz: Specifying Blockchain Failures for Scalable Protocols
Offering Unprecedented Safety and Decentralization”, University of Sydney, 2022.

• Matthieu Nicolas “Ré-identification sans coordination dans les types de données répliquées sans conflits
(CRDTs)“, Université de Lorraine, 2022.

• Hayman Salih Mohammed Mohammed “Performance Evaluation Study on Tangle Network”, Sapienza
University of Rome, 2021.

• Daniele Ucci “Privacy-preserving data sharing in collaborative environments“, Sapienza University of
Rome, 2017.

In addition, I was also an examiner in the PhD jury of

• Konstantinos Kloudas, “Leveraging Content Properties to Optimize Distributed Storage Systems”, Uni-
versity of Rennes, 2013.

7 Invited Talks and Seminars

• Invited talk at the IRISAtech event, 2008.

• Invited talk at the EDBT Summer School, Presqu’̂ıle de Giens, France, August/September 2009.
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• Invited talk at the Summer School, Masses de donnés distribués, Les Houches (France), May 2010.

• Invited talk at DIS Universita’ di Roma, La Sapienza, Italy, May 2009.

• Invited talk at at ENS-Cachan Antenne de Bretagne, France. November, 2009.

• Invited (Keynote) talk at the W-PSDS workshop co-located with SRDS 2016 in Budapest, Hungary, on
September 26, 2016.

• Invited talk at the SG-2 meeting of the BDVA Summit in Valencia, Spain, on December 1, 2016.

• Invited talk at the “Session d’information sur les appels à projets 2017 Big Data” at Business France,
Paris, on January 6, 2017.

• Invited talk at the WOS7 workshop at Technicolor, on November 30, 2017.

• 2nd AriadNextWorkshop on Remote ID Verification. AriadNext, Cesson-Sevigne, on Oct 19, 2021. https:
//www.eventbrite.fr/e/workshop-ariadnext-remote-identity-verification-tickets-173363473817

• “Donar: Anonymous VoIP over Tor”. DistriNet and Cosic teams, KU-Leuven on October 5, 2022 (seminar
announcment available here).

• “Asynchronous Byzantine Reliable Broadcast With a Message Adversary”. School of Computer, Univer-
sity of Sydney, on July 17, 2022.

8 Science Communication

I co-authored an article on the Telecom ParisTech Magazine. Issue 185: Davide Frey and Alena Siarheyeva
“Bubble Computing une architecture Internet des objets décentralisée qui protège la vie privée dans les villes
intelligentes”.

8.1 Program Committees

8.1.1 Conferences

Distributed and Peer-to-Peer Systems Middleware (core A), ICDCS (core A), and IPDPS (core A) are
among the top conferences in distributed systems. Peer-to-peer was a well respected conference in the context
of peer-to-peer systems.

Conference Year Place Link

Middleware (ACM/IFIP International Middleware
conference)

2023 Bologna, Italy webpage
2018 (industrial track) Rennes, France webpage
2016 Trento, Italy webpage
2015 Vancouver, Canada webpage
2014 Bordeaux, France webpage
2013 Beijing, China proceedings
2012 Montreal, Canada proceedings
2011 Lisbon, Portugal proceedings

continues on next page
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Conference Year Place Link
ICDCS (International Conference on Distributed
Computing Systems)

2014 Madrid, Spain webpage

IPDPS (IEEE International Parallel & Distributed
Processing Symposium)

2014 Phoenix, Arizona, USA webpage
2013 Boston, Massachusetts US webpage

EDCC (European Dependable Computing Confer-
ence)

2010 Valencia, Spain webpage

P2P (IEEE International Conference on
Peer-to-Peer Computing)

2015 Cambridge, MA, USA proceedings
2014 London, England proceedings
2013 Trento, Italy proceedings
2012 Toronto, Canada proceedings

DEBS (ACM INTERNATIONAL CONFERENCE
ON DISTRIBUTED AND EVENT-BASED
SYSTEMS)

2023 Neuchatel, Switzerland webpage
2020 Montreal Quebec webpage
2019 Darmstadt, Germany webpage
2017 Barcelona, Spain webpage

DAIS (IFIP International Conference on
Distributed Applications and Interoperable
Systems)

2023 Lisbon, Portugal webpage
2021 online webpage
2020 online webpage
2019 Copenhagen, Denmark proceedings
2018 Madrid, Spain proceedings
2013 Florence, Italy proceedings

SBAC PAD (International Symposium on Computer
Architecture and High Performance Computing)

2017 Campinas, Brazil webpage

HiPC (High Performance Computing) 2015 Bangalore, India webpage

Distributed Algorithms DISC (core A) is a flagship conference in the domain of distributed algorithms.

Conference Year Place Link
DISC (International Symposium on Distributed Comput-
ing)

2022 Augusta Georgia, USA webpage

SSS (International Symposium on Stabilization, Safety,
and Security of Distributed Systems)

2012 Toronto, Canada webpage
2010 New York, USA webpage
2009 Lyon, France webpage

8.1.2 Workshops

Workshop Year Place Link
BlockDM (International Workshop on Blockchain and Data Man-
agement)

2021 online webpage

SERIAL (Workshop on Scalable and Resilient Infrastructures for
Distributed Ledgers)

2020 online webpage

W-PSDS (Workshop on Planetary-Scale Distributed Systems) 2019 Lyon, France webpage
MW4NG (Middleware for Next Generation Internet Computing) 2014 Bordeaux, France webpage
WWW PhD Symposium (PhD Symposium of the International
World Wide Web Conference)

2012 Lyon, France webpage
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8.2 Organization of Conferences and Workshops

I was involved in the organization of the following conferences and workshops.

8.2.1 Conferences

Middleware 2015: Workshop and tutorial co-chair for the ACM/IFIP/USENIX International Conference on
Middleware (Middleware). http://2015.middleware-conference.org/committees/

ICDCN 2013: program co-chair of the 14th International Conference on Distributed Computing and Net-
working, Mumbai, January 2013; https://dblp.org/db/conf/icdcn/icdcn2013.html.

8.2.2 Workshops

WOS 2022: Workshop on Streaming, Inria Rennes, 24 November, 2022; https://team.inria.fr/wide/wos/.

WOS 2021: 10th Inria Workshop on Systems, Inria Rennes, 12 October, 2021; https://team.inria.fr/

wide/previous-wos/.

SNS 2012: co-chair of the Workshop on Social Networks Systems colocated with Eurosys, Bern, April 2012;
https://dblp.org/db/conf/sns/sns2012.html.

SNDS 2010: co-chair of the Workshop on Social Networks and Distributed Systems (SNDS 2010), colocated
with PODC 2010, Zurich Switzerland, July 2010.

I served as a referee for the following journals.

• IEEE Transactions on Parallel and Distributed Systems.

• IEEE Transactions on Cloud Computing

• IEEE Transactions on Computers

• IEEE Internet Computing

• Journal of Systems and Software

• IEEE Transactions on Mobile Computing.

• PPNA Peer-to-Peer Networking and Applications.

• IEEE Transactions on Cloud Computing.

• ACM Transactions on Sensor Networks.

• Elsevier International Journal of Computer and Telecommunications Networking (COMNET).

• ARIMA Journal.

9 Teaching Activity

Although my position does not require teaching, I consider teaching as a great opportunity to communicate
on major breakthroughs from my research results and those of other researchers. Moreover, teaching courses
allows me to reflect more deeply on existing results and in several occasions I have come up with new ideas
while teaching or preparing my courses. Below, I report a list of the courses I have taught since my recruitment
as a CR in 2010. The specified number of hours is the number of hours I taught in each course (CM= teaching,
TD = teaching assistance, TP = lab, ETD = equivalent to teaching assistance), for a total of 505.5 ETD hours.
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Year Course name Level University Hours
2022-23 Cloud Computing Cloud Master UR1 6h CM
2022-23 Distributed Algorithms L3SIF ENS 11h CM
2022-23 Distributed Systems Master ENSAI 21h CM
2012-22 Scalable Distributed Systems Master EIT/ICT-Labs Master

school (UR1)
10h CM

2021-22 Cloud Computing Cloud Master UR1 6h CM
2021-22 Distributed Algorithms L3SIF ENS 11h CM
2021-22 Distributed Systems Master ENSAI 12h CM
2020-21 Scalable Distributed Systems Master EIT/ICT-Labs Master

school (UR1)
10h CM

2020-21 Cloud Computing Cloud Master UR1 6h CM
2020-21 Big-Data Storage and Proc. Infrastruc-

tures
Master UR1 10h CM

2020-21 Distributed Systems Master ENSAI 12h CM
2019-20 Distributed Computing & Blockchain Master UM6P 30h

(CM+TD+TP)
2019-20 Scalable Distributed Systems Master EIT/ICT-Labs Master

school (UR1)
10h CM

2019-20 Cloud Computing Cloud Master UR1 6h CM
2019-20 Big-Data Storage and Proc. Infrastruc-

tures
Master UR1 10h CM

2019-20 Distributed Systems Master ENSAI 12h CM
2018-19 Distributed Computing & Blockchain Master UM6P 15h CM
2018-19 Scalable Distributed Systems Master EIT/ICT-Labs Master

school (UR1)
10h CM

2018-19 Cloud Computing Cloud Master UR1 6h CM
2018-19 Big-Data Storage and Proc. Infrastruc-

tures
Master UR1 10h CM

2018-19 Distributed Systems Master ENSAI 12h CM
2017-18 Distributed Systems Master ENSAI 12h CM
2017-18 Cloud Computing Cloud Master UR1 6h CM
2017-18 Scalable Distributed Systems Master EIT/ICT-Labs Master

school (UR1)
10h CM

2017-18 Programming Technologies for the
Cloud

Master UR1 10h CM +
4h TD +
12h TP

2017-18 Big-Data Storage and Proc. Infrastruc-
tures

Master UR1 10h CM

2016-17 Scalable Distributed Systems Master EIT/ICT-Labs Master
school (UR1)

10h CM

2015-16 Scalable Distributed Systems Master EIT/ICT-Labs Master
school (UR1)

10h CM

2014-15 Scalable Distributed Systems Master EIT/ICT-Labs Master
school (UR1)

10h CM

2014-15 Scalable Distributed Systems Master UR1 5h CM
2013-14 Scalable Distributed Systems Master EIT/ICT-Labs Master

school (UR1)
10h CM

2013-14 Scalable Distributed Systems Master UR1 10h CM
2012-13 Scalable Distributed Systems Master UR1 10h CM

In addition I have also tutored students of apprenticeship courses (alternance) since 2017.
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I also gave invited lectures at Universita’ di Roma La Sapienza (Italy), ENS Cachan, Paris, ENS Cachan
Antenne de Bretagne, and at Lancaster University (UK).

10 Projects

10.1 SOTERIA H2020

. I am PI for Inria and Task leader in this Innovation Action led by AriadNext by IDnow.SOTERIA will develop
and test a citizen-driven and citizen-centric, cost-effective, decentralized data vault allowing citizens to control
their private personal data easily and securely. Our taks in the project involve Privacy and data protection,
and Hardware-based Privacy Components.

10.2 Byblos ANR

. I am a Task leader for this ANR Project led by Francois Taiani, leader of the WIDE team. Byblos starts from
the observation that many applications––including cryptocurrency––do not require full Byzantine agreement,
and can be implemented with much lighter, and hence more scalable and more efficient, guarantees. It seeks to
design novel algorithms for lightweight abstractions for permissioned (closed) and permissionless (open) systems.

10.3 PriCLeSS Cominlabs

. I coordinate this cross-disciplinary project that sees a partnership between Computer Science and Law
researchers. PriCLeSS (Privacy-Conscious Legally-Sound Blockchain Storage) aims to understand and address
the legal and technical challenges associated with data storage in a blockchain context. Priceless involves four
interdisciplinary research teams at three different institutions, spanning the topics of distributed systems,
distributed algorithms, privacy, and law.

10.4 PAMELA ANR

PAMELA is a collaborative ANR project involving ASAP, Inria Lille, UMPC, Mediego and Snips. The project
aims at developing machine learning theories and algorithms in order to learn local and personalized models
from data distributed over networked infrastructures. This project seeks to provide first answers to modern
information systems built by interconnecting many personal devices holding private user data in the search of
personalized suggestions and recommendations. In the context of this project, I am co-supervising the PhD
thesis of Amaury Bouchra-Pilet.

10.5 OBrowser ANR

I am Principal Investigator for Inria Rennes, in O’Browser, a collaborative ANR project coordinated by Univ.
Nantes. The project emerges from the vision of designing and deploying distributed application on millions of
machines using web-enabled technologies without relying on a cloud or a central authority. OBrowser proposes
to build collaborative applications through a decentralized execution environment composed of users’ browsers
that autonomously manages issues such as communication, naming, heterogeneity, and scalability. In the context
of this project, I am co-supervising the PhD thesis of Quentin Dufour, and I am collaborating with OrangeLabs
Lannion on a decentralized architecture for network diagnostics (see Section ??). I

10.6 BooostEurope

In 2018, I received funding from the Region Bretagne to prepare an H2020 submission on privacy preserving
data analytics. I used this funding to prepare the submission to ICT-13b that I mentioned earlier. But I will
use the remaining funds to start preparing a new submission to ICT-12-2020.
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10.7 DeSceNt CominLabs

The DeSceNt project aims to ease the writing of distributed programs on a federation of plug computers. Plug
computers are a new generation of low-cost computers, such as Raspberry pi (25$), VIA- APC (49$), and ZERO
Devices Z802 (75$), which offer a cheap and readily available infrastructure to deploy domestic on-line software.
Plug computers open the opportunity for everyone to create cheap nano-clusters of domestic servers, host data
and services and federate these resources with their friends, colleagues, and families based on social links. I
actively worked in the context of Descent with several contributions [48, 26, 50, 9, 25, 30, 34].

10.8 Socioplug

Socioplug was a collaborative ANR project involving INRIA (ASAP team), the university of Nantes, and
LIRIS (INSA Lyon and Universite Claude Bernard Lyon). The project emerged from the observation that the
features offered by the Web 2.0 or by social media do not come for free. Rather they bring the implicit cost of
privacy. Instead of concentrating information of cloud platforms owned by a few economic players, we worked
on services made possible by cheap low-end plug computers available in every home or workplace. I was active
in Socioplug, particularly with the supervision of the PhD thesis of Pierre-Louis Roman, as well as with several
contributions[49, 48, 28, 31, 52, 34, 35]

10.9 Brow2Brow: Browser-to-browser serverless toolboxes

Brow2Brow was an “Action de Development Technologique”, i.e. a collaborative development project that
aims at providing a middleware and software library for browser-to-browser applications. I co-led Brow2Brow
with Stephane Grumbach from the DICE Team from INRIA Grenoble (Antenne de Lyon). The project aimed
at providing an alternative to the current model followed by Web2.0 applications by exploiting the recently
introduced WebRTC standard. The main outcome of the project on our side consisted of the development of
WebGC [57, 58], a library for gossip-based applications on browsers.

10.10 EIT/ICT-Labs AllYours

The AllYours EIT/ICT Labs project was a collaborative initiative that involved the ASAP team, TrentoRise
(Italy), and the Eindhoven EIT/ICT nodes. Our work in this project concentrated on refining and testing
two versions of the AllYours software: P2P AllYours, and Mobile AllYours. In the context of the project I
supervised the work of Heverson Ribeiro who was a post-doc engineer in the team in the development of the
p2p-AllYours software (see Section 14).
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11 Summary of Research Activities

My research interests revolve around the grand theme of large-scale systems, and include several spin-off themes
that hightlight my desire and ability to work on a variety of topics. After working on peer-to-peer systems I
developed an interest protecting privacy in the context of decentralized recommenders and more generally in
large-scale systems. More recently I have also been working on decentralized machine learning, which is the
focus of the FedMalin Inria challenge in which I am participating. Motivated by the current need for scalable,
energy efficient, and sovereign solutions for large-scale applications, I have recently been working on lightweight
Blockchain alternatives both in practice and theory.

Large-Scale Systems An important topic in my work on large-scale systems consists of gossip (aka epidemic)
protocols. I started working on epidemic protocols in the context of video streaming [42, 43, 41] during my
postdoc at Inria. I contributed to designing and implementing a large-scale video-streaming application [43]
capable of adapting to heterogeneous bandwidth characteristics [42]. Then I contributed to improving this
solution with heuristics targeting latency and overall performance [41]. In this context, I started implementing
the YALPS and GossipLib libraries which I employed in a lot of my subsequent work within the ASAP and
WIDE teams, particularly in the context of decentralized recommenders.

Some of my work on large-scale systems actually draws inspiration on my work on decentralized recom-
menders. This is the case of Behave [35], an application of the Gossple [40] framework to the optimization of
content-delivery networks.

In a similar context, I worked on optimizing data placement in distributed storage systems. In [26], we carried
out an extensive analysis of a YouTube dataset and showed that tags can be used to predict the countries from
which videos will be viewed. This allowed us to propose a data placement strategy that can optimize video
storage. In a later paper [27], I leveraged my experience on Gossple [40] and Behave [35] to design and evaluate
a distributed architecture that estimates the aggregated affinity of a new video with all the users in a country.
This prediction mechanism makes it possible to place videos in the best locations to optimize download times
and bandwidth usage [27].

I also did some work on cluster-based storage. In particular, I collaborated with Kostas Kloudas, a PhD
student Anne-Marie Kermarrec, on the design of a cluster-based backup system [38]. We proposed an approach
consisting of two techniques. The first consists of a probabilistic method for computing set intersections [106],
itself based on probabilistic counting [123]. The second lies in a deduplication-friendly bucket-based load-
balancing strategy.

Following the introduction of WebRTC, I worked on turning my GossipLib library into a web-oriented
library, through the design of WebGC [57, 58], a WebRTC-based implementation of gossip-based overlay and
dissemination protocols. In this case, I supervised the work of an engineer and of two master students who
worked on the implementation. This interest on WebRTC then led me to work on Spray [9] a novel peer-sampling
protocol designed for browser-based deployments that can be subject to flash crowds. Finally, my most recent
work on large-scale decentralized systems consists in applying network coding to epidemic dissemination [23].

Decentralized Recommenders My first contribution on decentralized recommenders dates back to 2010. In
Gossple [40], the main paper of Anne-Marie Kermarrec’s ERC grant, we defined an architecture to automatically
infer personalized connections in an Internet-scale decentralized system and applied it to the problem of query
expansion. I worked in collaboration with Vincent Leroy, a PhD student of Anne-Marie Kermarrec and we
proposed the use of two layers of gossip protocols, a lower random-peer-sampling layer, and an upper interest-
based k-nearest-neighbor layer. We also addressed the problem of anonymity by proposing the use of proxy
nodes for exchanging user profiles, a technique we called gossip on behalf. In addition to my contributions
to the architecture, I implemented the Gossple system on top of the GossipLib and YALPS libraries and ran
experiments on the PlanetLab platform.

I also worked on combining the implicit social network defined by Gossple with explicit ones like Facebook.
I implemented this idea of mine within the PhD thesis of my first officially co-advised PhD student, Arnaud
Jegou. We defined Social Market [39], a platform that allows users to identify and build connections to other
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users that can provide interesting goods, or information, while backing up these connections with trust infor-
mation, obtained by tracing paths on the explicit social network. We later augmented the protocol with privacy
mechanisms that provide provable guarantees for the need to hide trust values from third parties [12]. Around
this time, I also started my work on the design and the implementation of WhatsUp and HyRec, a decentralized
and a hybrid/federated recommender.

I later worked on a framework to develop dynamically adaptive decentralized recommendation systems based
on the Gossple model [52, 31]. The most interesting aspect of this work lies in its use of gossip for decentralized
coordination. Individual nodes can independently select, and update their own recommendation algorithm,
while still collectively contributing to the overall system’s mission.

Privacy in the context of large-scale systems. I started being interesed in privacy while working on
decentralized recommender systems[11, 30, 10, 25]. More recently, my work on privacy has extended to other
areas in large-scale systems. First, I addressed the problem of aonymous voice communication. Several colleagues
and I started from the observation that despite there being a large number of deployed solutions for anonymous
textual communication, and despite their importance in democratic efforts against totalitarian governments,
there existed no deployed solution for anonymous voice calling. We therefore started to investigate the feasibility
of anonymous VoIP over the Tor network. We observed that Tor makes it impossible to sustain high-quality
reliable voice calls for as little as 30 seconds. We then proposed a middleware solution, built a a wrapper
around the Tor client, that leverages the use of multiple Tor circuits to circumvent latency spikes and deliver
consistently low and stable latency. This allowed our solution to sustain high-quality calls for as long as 90
minutes [15].

Second, in the context of the SOTERIA H2020 project, I started considering the domain of self-sovereign
identities. In this context, we observed that while the SSI models improves privacy through the concept of
anonymous credentials [121], existing scheme still enable partial user identification since the identity of the
issuer of a credential must be known to a verifier. For example, a hospital restricting access only to vaccinated
individuals must know the identity of the issuer of the vaccine certificate (the vaccination center in this case) to
determine if it can be trusted. In our work [3], we proposed a novel cryptographic scheme that allows a verifier
to determine if it can trust an issuer without knowing or determining its identity.

Decentralized Machine Learning My work on privacy in recommender systems motivated me to explore
more general forms of privacy-preserving computation. In particular, I worked on two privacy-preserving aver-
aging protocols [48, 22]. The first [48] applies Shamir’s secret sharing scheme to gossip averaging, by splitting
each value to be averaged into a set of random addends, and couples it with encryption in the first rounds to
resist network adversaries. The second operates by disseminating random noise for a few communication rounds
and then subtracting it from the original value to be averaged.

A protocol for decentralized averaging constitutes a central brick for training machine-learning models in
a decentralized manner. Here the key idea consists in averaging the model parameters computed by different
peers into a single aggregate model. Starting from this observation, in the PhD thesis of Amaury Bouchra-Pilet,
we proposed the idea of averaging only subsets of a model across a subset of the peers as a means to address
multi-task learning. The algorithm we proposed in [20] was one of the first to combine decentralization with
the ability to address multiple tasks in neural networks. Moreover, the protocol can equally well be applied in
decentralized and federated settings. In the same line of work, we also proposed a clustering algorithm designed
to identify similar tasks in the context of multi-task learning [18]. I am now planning to continue working on
this topic in the context of the FedMalin Inria Challenge.

Lightweight Blockchain Alternatives In recent years, I have worked on improving and going beyond
Blockchain systems, first from a very practical, and later from a more theoretical perspective. With Pierre-Louis
Roman, whom I co-supervised with Francois Taiani, and together with other colleagues, I worked on Dietcoin,
an extension to the Bitcoin protocol that makes it possible for lightweight devices such as smartphones to verify
the legitimacy of the transactions they are interested in. We published a preliminary version of Dietcoin at
ARM 2016 [49], and demoed the full-fledged solution at VLDB 2019 [56]. The latest version is available as a
technical report [63].
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Unfortunately, even with optimizations, blockchain systems costly in terms of computation, storage, and
network requirements (in particular proof-of-* protocols require each message to be disseminated to the entire
network within a known bounded time). This led me and other researchers to realize that many applications,
including cryptocurrency, do not require the global replication and synchronization that are still implemented
in the vast majority of blockchain solutions. This observation marked the start of my work on lightweight
blockchain-like systems. First, I worked on the definition of Byzantine tolerant causal broadcast [4], a primitive
that was thought necessary to implement a cryptocurrency. But we soon realized that a weaker primitive, namely
FIFO broadcast, was sufficient [7]. To this end, we provided the first concurrent specification of money transfer
together with a broadcast-based algorithm that we proved correct. In subsequent work, we also formalized a
larger set of problems that has the same requirements from a distributed computability perspective [19]. We
defined the PC-Ledger (process-commutative ledger), a distributed data structure in which operations issued
by different processes commute, we gave an algorithm to build it, and provided a formalization based on
Mazurkiewicz’s traces. More recently, we started extending our work on money-transfer objects to dynamic
systems in which processes can join and leave. This les us to consider a new fault model that had never
been studied before in the context of asynchronous systems. In particular, we combined a classical Byzantine
adversary [124], with a message adversary, and abstraction that had only been studied in the sychronous
message-passing model by Santoro and Widmayer in 1989 [118] and 2007 [101]. A message adversary makes it
possible to model message loss resulting from link failures or disconnections (node churn). Our work was the
first to consider this model in an asynchronous setting and to combine it with byzantine failures.

12 Ongoing Work and Research Perspectives

My current research represents the natural continuation of the work I carried out in the last ten years. In
particular, I identified four main research domains. The first three correspond to the three collaborative projects
I am currently involved in: Byblos ANR (led by Francois Taiani), PriCLeSS and SOTERIA, and thus to the
PhD theses of Timothe Albouy, Arthur Rauch, and Mathieu Gestin. The fourth is a direction that I am
currently pursuing with a master student, and that I plan to continue in the context of a CIFRE PhD grant
with Blacknut.

Distributed Algorithms and Blockchain My recent work on the money transfer problem [7] and on
byzantine-tolerant broadcast, has awaken my long-standing interest in the theory of distributed algorithms. I
plan to continue working in this directions with several objectives.

First, I plan to continue exploring the notion of message adversary we started addressing in [17],
and study its impact on different distributed objects. In addition, we want to explore variants of the message
adversary that can cover the set of behaviors that occur in the presence of Byzantine failures. This more general
type of adversary risks to be too strong for practical purposes as already observed by other researchers in a
synchronous setting[118]. We thus aim to consider weaker variants that correspond to practically occurring
cases.

Second, I plan to study which other objects and data structures can be implemented without
relying on strong assumption like the ability to solve consensus. Existing work [68] showed that
cryptocurrencies can be implemented without consensus and thus without a blockchain. In our work [7], we
precisely characterized the problem of money transfer, and showed it does not even require causal ordering. My
plan is to extend this type of analysis to other problems that are normally addressed by blockchain systems.
Some applications, like self-sovreign identities, may for example benefit from more lightweight implementations
than existing blockchains.

Finally, I plan to explore if and how classical distributed algorithms, and particularly Byzan-
tine fault tolerant ones, can systematically be transformed in protocols for large-scale dynamic
systems. This involves three main challenges: removing the assumption of a known network size, allowing
nodes to join and leave arbitrarily and silently, and reducing the complexity of protocols to reach very large
network sizes. This will necessarily involve relaxing at least some of the deterministic guarantees of classical
algorithms. Thus we plan to take a probabilistic approach, as already proposed by some recent work [67, 75].
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But in addition to defining protocols that can operate in such large-scale dynamic environments, we aim to
define a set of transformations that can automatically, or semi-automatically transform a classical deterministic
algorithm for static networks in to a non-deterministic one for large-scale dynamic networks. I plan to pursue
this line of work in the PhD thesis of Timothe Albouy.

Large-Scale Systems In addition to theoretical work on distributed algorithms, I also plan to continue doing
more system-level work by leveraging theoretical results. But even without new theoretical contributions, I can
already identify some important directions of investigation at the system level.

First, one of the main issues associated with large-scale dynamic systems lies in the vulnerability to Sybil
attacks. I plan to leverage my expertise and that of my colleagues in peer-to-peer systems to devise novel
countermeasures that can provide cheaper and more equitable alternatives than proof-of-work of proof-of-stake
algorithms. To this end we will expand the direction of Byzantine and Sybil resilient peer-sampling protocols
that we started exploring in recent years [21]. In particular, we plan to explore how the very structure of the
Internet and possible amendments to its protocols can provide ways to implement Sybil resilience.

Second, I plan to work on distributed storage in the context of blockchain applications. To the best
of our knowledge, most existing BFT large-scale data structures for large-scale, dynamic systems, including
distributed-ledger/blockchain implementations, implement a fully replicated model, which can can rapidly lead
to formidable costs: the Bitcoin blockchain uses 266GB on each of its 10k full nodes, for a total 2.6PB of
storage. The use of sharding, as a means for partial replication, provides an effective way to address this
challenge. But even in sharded blockchains, the data within each shard is still fully replicated to provide
adequate fault tolerance. This leads to significant use of storage resources and unnecessarily exposes potentially
sensitive data to a large number of involved parties.

Finally, in the context of the PriCLeSS project, and thus in the PhD thesis of Arthur Rauch, I am currently
focusing on improving the storage of data within each shard by introducing more frugality and
privacy. To this end, we will devise parsimonious techniques that make it possible to store the content of a
shard while striking an effective trade-off between privacy, redundancy, and fault tolerance. In particular, we
plan to combine erasure-coding and encryption techniques. The former will make it possible to store the content
of shards more effectively, thereby achieving a better trade-off between redundancy and fault tolerance. The
latter will make it possible to safeguard the privacy of stored personal data and will enable nodes participating
in a partially replicated system to benefit from the same level of trust as nodes that participate in fully replicated
ones. Finally, I plan to design distributed storage protocols that can take into account legal storage
requirements like those expressed by the General Data Protection Regulation (GDPR).

Recommender Systems and Decentralized Learning Research on recommendation algorithms invari-
ably faces the problem of evaluating the performance of a solution with respect to another. Ideally, one would
want to evaluate algorithms online in their target deployment environment, and this is often what companies
that deploy recommender systems do. They expose a set of users to their website with a recommender algorithm
and another set of users to the same website with a different recommender algorithm. Metrics such as click
rate, sales, or time spent on the website, provide a measure of the effectiveness of the algorithm in engaging
users. This technique known as A/B testing represents the web-oriented version of randomized control trials,
but it is costly and often unavailable to algorithm designers due to the lack of a deployed system and of a large
enough user base.

So proposed algorithms are often evaluated through offline (aka system centric) metrics. The process con-
sists in computing recommendations on an offline dataset and using metrics such as recall and precisions to
evaluate their effectiveness. Most recommendation algorithms receive an offline evaluation, but unfortunately,
recent research has shown that these offline metrics often offer contradicting results when comparing different
algorithms with one another [93, 76]. Our conjecture is that part of this confusion results from the bias induced
by the use of datasets that were obtained from a recommender system that already uses a specific algorithm.

In the context of machine learning, and in the context of the FedMalin Inria Challenge, I also plan to
carry on the work we started in the PhD thesis of Amaury-Bouchra Pilet on decentralized multi-task learning.
Unfortunately, in the context of his thesis we only carried out experiments on small distributed networks and
with a limited range of relatively small neural network models. I therefore plan to test the algorithm we
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developed on larger neural networks and with a wider range of datasets, and clearly identify the cases in which
it can benefit applications.

Privacy and Identity In the context of privacy, I am planning to continue working on the domain of privacy-
preserving decentralized computation. This is one of the topics we are going to address in the SOTERIA H2020
project, which funds the PhD thesis of Mathieu Gestin, and which will fund a post-doc researcher I am currently
recruiting.

Withing this project we plan to design protocols that can enable privacy preserving computation on
the personal data stored on smartphones. The idea is that external actors should be able to issue queries
and train predictive models using the knowledge available from large sets of users, without infringing the privacy
of users. In this context, I plan to collaborate with partners in the SOTERIA consortium such as KU Leuven,
for the design, and AriadNext for the deployment of these protocols.

One key aspect in privacy preserving computation lies in unlinkabilty, i.e. in preventing colluding attackers
from linking different data items in order to identify a user or to discover confidential information. In this
context we plan to employ techniques such as zero-knowledge proofs or blind digital signatures combined with
threshold encryption to provide revocable unlinkability. We already started an effort in this direction during
the master internship of Mathieu Gestin, in which we started designing an anonymous credential scheme,
which allows the user to hide the issuer of a credential, while being able to convince the service
providers they can trust the information produced. I am also planning to explore the use of hardware-
based data protection technologies such as trusted-execution environments to support privacy protection both
in the context of the SOTERIA project and in the context of recommender systems. Finally, in the context of
the Phd thesis of Mathieu Gestin, we are planning to explore efficient solutions for the Self-Sovereign Identity
(SSI) systems, leveraging the results of our work on consensus-less objects mentioned above.

Optimizing Cloud Gaming Services I am starting working with Blacknut, a local company providing
a cloud-based video-game streaming platform. In particular, I am planning to work on optimization of their
cloud-gaming streaming service. In particular, we plan to work on the optimization of container platforms
with the objective to run multiple video-games under the same OS, in the same physical or virtual machine.
This is particularly challenging, due to the real-time nature of video-games and their demand for GPU-based
computation.

In addition, we are planning to employ prediction and recommendation techniques to identify which games
are likely to be played in the near future thereby optimizing their allocation. These topics will likely be explored
in the context of a CIFRE thesis.
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13 Publications

As customary in the distributed systems community all papers list authors in alphabetical order except for
the papers regarding my work in operations research. For those, I explained the extent of my contribution
in Form 1-Section 7 and Form 2. Also, like in many other CS communities conferences are generally more
competitive than journal and they constitute my major target for publication. I highlighted rank A conferences
below. Besides the rating, top conferences in the domains of distributed algorithms and systems and privacy
include DISC, Infocom, NSDI, Middleware, IPDPS, ICDCS, DSN, and PETS/PoPETS. Each entry highlights
my contribution using the following code.
SC: scientific guidance, CT: core technical contribution, EX: experiments, WT: writing

13.1 International journals

[1] Davide Frey, Achour Mostefaoui, Matthieu Perrin, Pierre-Louis Roman, and François Tá’iani. “Differen-
tiated Consistency for Worldwide Gossips”. In: IEEE Transactions on Parallel and Distributed Systems
34.1 (2023), pp. 1–15. doi: 10.1109/TPDS.2022.3209150.
Contribution: SC,CT,WT

[2] Jesús Rufino et al. “Using survey data to estimate the impact of the omicron variant on vaccine efficacy
against COVID-19 infection”. In: Scientific Reports 13.1 (Jan. 2023), p. 900. issn: 2045-2322. doi: 10.
1038/s41598-023-27951-3. url: https://doi.org/10.1038/s41598-023-27951-3.
Contribution: SC,WT

[3] Daniel Bosk, Davide Frey, Mathieu Gestin, and Guillaume Piolle. “Hidden Issuer Anonymous Cre-
dential”. In: Proceedings on Privacy Enhancing Technologies 2022 (June 2022), pp. 571 –607. doi:
10.56553/popets-2022-0123. url: https://hal.archives-ouvertes.fr/hal-03789485.
Contribution: SC,WT

[4] Alex Auvolat, Davide Frey, Michel Raynal, and François Täıani. “Byzantine-tolerant causal broadcast”.
In: Theoretical Computer Science 885 (2021), pp. 55–68. doi: 10.1016/j.tcs.2021.06.021. url:
https://doi.org/10.1016/j.tcs.2021.06.021.
Rating: A
Contribution: SC,WT

[5] Carlos Baquero et al. “The CoronaSurveys System for COVID-19 Incidence Data Collection and Pro-
cessing”. In: Frontiers Comput. Sci. 3 (2021), p. 641237. doi: 10.3389/fcomp.2021.641237. url:
https://doi.org/10.3389/fcomp.2021.641237.
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[6] Augusto Garcia-Agundez et al. “Estimating the COVID-19 Prevalence in Spain With Indirect Reporting
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fpubh.2021.658544. url: https://www.frontiersin.org/article/10.3389/fpubh.2021.658544.
Rating: IF=3.018
Contribution: EX,WT

[7] A. Auvolat, D. Frey, and F. Taiani M. Raynal. “Money Transfer Made Simple: a Specification, a Generic
Algorithm, and its Proof”. In: Bull. EATCS 132 (2020). http://bulletin.eatcs.org/index.php/
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and Marc Goerigk. “The quadratic shortest path problem: complexity, approximability, and solution
methods”. In: European Journal of Operational Research 268.2 (July 2018), pp. 473 –485. doi: 10.1016/
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[9] Brice Nédelec, Julian Tanke, Pascal Molli, Achour Mostefaoui, and Davide Frey. “An Adaptive Peer-
Sampling Protocol for Building Networks of Browsers”. In: World Wide Web 25 (2017), p. 1678. doi:
10.1007/s11280-017-0478-5. url: https://hal.inria.fr/hal-01619906.
Rating: A
Contribution: SC,WT
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Preserving Distributed Collaborative Filtering”. In: Computing. Special Issue on NETYS 2014 98.8 (Aug.
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[13] Timothé Albouy, Davide Frey, Michel Raynal, and François Täıani. “A Modular Approach to Construct
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and Jingjing Wang. “Hide & Share: Landmark-based Similarity for Private KNN Computation”. In:
45th Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN). Rio de
Janeiro, Brazil, June 2015, pp. 263–274. doi: 10.1109/DSN.2015.60. url: https://hal.archives-
ouvertes.fr/hal-01171492.
Rating: A
Contribution: SC,CT,WT

[31] Davide Frey, Anne-Marie Kermarrec, Christopher Maddock, Andreas Mauthe, Pierre-Louis Roman, and
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14 Software

YALPS

APP: IDDN.FR.001.500003.000.S.P.2013.000.10000 on 09/12/2013
Contribution: 35% (design, implementation)

YALPS is an open-source Java library designed to facilitate the development, deployment, and testing of
distributed applications. Applications written using YALPS can be run both in simulation and in real-world
mode without changing a line of code or even recompiling the sources. A simple change in a configuration
file will load the application in the proper environment. A number of feature make YALPS useful both for
the design and evaluation of research prototypes and for the development of applications to be released to the
public.

GossipLib

APP: IDDN.FR.001.500001.000.S.P.2013.000.10000 on 09/12/2013
Contribution: 50% (design implementation)

GossipLib is a library built on top of YALPS and consisting of a set of Java classes aimed to facilitate the
development of gossip-based application in a large-scale setting. The current version of GossipLib provides the
implementation of a peer-sampling protocol, as well as a demo application enabling the visualization of the
execution of the protocols. The architecture of GossipLib is designed to facilitate code-reuse. Each gossip-
based component may be used as a building block to develop new and more complex protocols. We employed
GossipLib in a number of projects in the ASAP team as detailed in Section 11.

HEAP: Heterogeneity-Aware Gossip Protocol

Contribution: 50% (design, implementation)
HEAP is the implementation of the protocol described in[42, 41]. It provides a video-streaming platform

particularly suited for environment characterized by heterogeneous bandwidth capabilities such as those com-
prising ADSL edge nodes. HEAP is, in fact, able to dynamically leverage the most capable nodes and increase
their contribution to the protocol, while decreasing by the same proportion that of less capable nodes.

Peer-to-peer AllYours/WhatsUp: distributed News Recommender

APP: IDDN.FR.001.500002.000.S.P.2013.000.30000 on 09/12/2013
Contribution: 30% (design, implementation)

AllYours-P2P is the the implementation of WhatsUp [36] refined in the context of the AllYours EIT/ICT-
Labs project. It consists of a peer-to-peer based news recommender system that organizes users into an implicit
social network based on their explicit opinions. In AllYours-P2P the recommendation process is collaboratively
performed by connected users. The AllYours-P2P software consists of two parts, running on each peer: an
embedded application server, based on Jetty, and a web interface accessible from any web browser. The back-
end is written in Java, while the user interface comprises HTML and Javascript code. AllYours-P2P is currently
available in three different platforms: Mac OSx (10.5 or latter), Windows (Vista and Windows 7) and Linux
(Ubuntu 10.4 or latter). We tested Allyours-p2p in a real life environment with a set of invited users in Italy
in Autumn 2013 and Spring 2014, these test were a part of joint project between ASAP Team and its Italian
partner Trentorise.

HyRec: A hybrid recommender system

APP: IDDN.FR.001.500007.000.S.P.2013.000.30000 on 09/12/2013
Contribution: 10% (scientific advice, design)

HyRec implements the hybrid recommender system described in [34]. The motivation of this work is to
explore solutions that could in some sense democratize personalization by making it accessible to any content
provider company without generating huge investments. HyRec implements a user-based collaborative filtering
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scheme and offloads CPU-intensive recommendation tasks to front-end client browsers, while retaining storage
and orchestration tasks within back-end servers. HyRec seeks to provide the scalability of p2p approaches
without forcing content providers to give up the control of the system.

WebGC: Web-based Gossip Communication

APP:IDDN.FR.001.120008.000.S.P.2017.000.10600 in May 2017
Contribution: 20% (scientific advice, architecture)

WebGC is a library for gossip-based communication between web-browsers. It has been developed in col-
laboration with Mathieu Simonin in the context of the Brow2Brow ADT project. WebGC builds on the recent
WebRTC standard as well as on PeerJS, an open-source project that provides primitives for data transfer on
top of WebRTC.

The library currently includes the implementation of two peer sampling protocols, Cyclon [111] and the
generic peer-sampling protocol from [98], as well as a clustering protocol [40]. All protocols implement a
common GossipProtocol “interface”—since Javascript does not natively support interfaces, we adopt the
interface pattern. A Coordinator makes it possible to stack these protocols on top of each other to implement
applications.

MediEgo

APP: IDDN.FR.001.490030.001.S.A.2013.000.30000 in September 2015
Contribution: 5% (Specification)

MediEgo is a solution for content recommendation based on the users navigation history. The solution
1) collects the usages of the Web users and store them in a profile, 2) uses this profile to associate to each
user her most similar users, 3) leverages this implicit network of close users in order to infer their preferences
and recommend advertisements and recommendations. MediEgo achieves scalability using a sampling method,
which provides very good results at a drastically reduced cost.
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[84] Paul Vanhaesebrouck, Aurélien Bellet, and Marc Tommasi. “Decentralized Collaborative Learning of
Personalized Models over Networks”. In: CoRR abs/1610.05202 (2016). arXiv: 1610.05202. url: http:
//arxiv.org/abs/1610.05202.

[85] Matt Fredrikson, Somesh Jha, and Thomas Ristenpart. “Model Inversion Attacks That Exploit Confi-
dence Information and Basic Countermeasures”. In: Proceedings of the 22Nd ACM SIGSAC Conference
on Computer and Communications Security. CCS ’15. Denver, Colorado, USA: ACM, 2015, pp. 1322–
1333. isbn: 978-1-4503-3832-5. doi: 10.1145/2810103.2813677. url: http://doi.acm.org/10.1145/
2810103.2813677.

[86] Miguel Matos, Hugues Mercier, Pascal Felber, Rui Oliveira, and José Pereira. “EpTO: An Epidemic
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