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What is a Blockchain
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• Distributed Ledger

• Recording Transactions

• Replicated

• Need agreement on the content of the ledger



Bitcoin Cryptocurrency
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• Be your own bank

• Public
• Trustless
• Decentralized
• Resistant to Attacks?
• Scalable?



Bitcoin Blockchain
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• Public / Permissionless blockchain

• Trustless: Fully verifiable

• Based on Proof of Work

• Two operations

• Append
• Read



Verifying Transactions

- 5

in out

6

2

in out

3

2

in out

5

in out

Valid Transaction if 

• Sum(inputs) >= Sum(outputs)

• Inputs not yet spent

• Input are past valid outputs w/ 

correct signatures



Bitcoin Block

- 6[https://github.com/bitcoinbook/bitcoinbook/blob/develop/ch09.asciidoc#block_structure1]

• Collection of transactions verified as a whole

https://github.com/bitcoinbook/bitcoinbook/blob/develop/ch09.asciidoc


Bitcoin Block - Header
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Merkle Tree of Transactions
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More efficiently prove that transactions are  in  a block



Merkle Tree of Transactions
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Merkle Tree of Transactions
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• Header contains 

root of MT

• Full bitcoin nodes 

can cache inner 

tree nodes or 

recompute them



Bitcoin Mining
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• Select Transactions: 
• Verify them
• Put them in block

• Solve Cryptopuzzle: 
• Find a nonce such that 

• block hash starts with given number of leading 0s

• Difficulty: how difficult to find a new block

• Difficulty adjustment
• Every 2016 blocks
• So that previous 2016 blocks would take two weeks

• If took longer reduce difficulty

• If took shorter increase difficulty

[https://en.bitcoinwiki.org/wiki/Difficulty_in_Mining]

https://en.bitcoinwiki.org/wiki/Difficulty_in_Mining


Rewards for Miners
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• Miner gets rewards for mining transaction

• Transaction fees: market driven
• Bounty: halves every 210000 blocks



How to Verify Transactions
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• Need to replay the whole chain

• Cannot do it for every transaction

• Maintain local data structure UTxO set

• Set of unspent transaction outputs
• Build it by going through the chain at start up
• Maintain it as new transactions are processed



Who Verifies Transactions
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• Miners that attempt to create blocks

• All full nodes (even non-miners) that receive a newly 

mined block
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Who Verifies Transactions
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• Miners that attempt to create blocks

• All full nodes (even non-miners) that receive a newly 

mined block



Who Verifies Transactions
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Simple Payment Verification (SPV)
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Blockchain Forks
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• What if two miners mine a new block at (approximately) 

the same time. 

• Generally one block propagates faster than the other 

and fork is resolved quickly



There are also Software Forks
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• Soft Fork

• Backward compatible
• Old and new version can coexist

• Hard Fork

• Not backward compatible
• Split network to form new cryptocurrency



Ethereum
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• Faster transaction processing

• One block every 15 seconds

• Longest chain may cause too many forks

• Also Provides Turing Complete Language -> smart 

contract



Longest Chain vs GHOST

- 25

Longest Chain -> Bitcoin

GHOST -> Ethereum (Greedy Heaviest Observed Subtree) 



Smart Contracts in Ethereum
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• Contract executed by Ethereum Virtual Machine (EVM)

• Written in Solidity scripting language

• Instructions consume GAS

• GAS has a cost  determined  by sender
• GAS limit specified for transactions (default available)
• GAS avoids infinite loops



Ethereum and SmartContract Lab
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• https://geth.ethereum.org/

• https://solidity.readthedocs.io/en/v0.6.4/installing-

solidity.html

https://geth.ethereum.org/
https://solidity.readthedocs.io/en/v0.6.4/installing-solidity.html


Bitcoin NG: Motivation
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Bitcoin NG
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Bitcoin NG
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Bitcoin NG
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Microblock forks
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Quickly resolved when node receives new block



Permissioned vs Permissionless
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• Permissionless
• Public
• Anyone can join
• Completely decentralized

• Permissioned
• Private consortia (banks, etc.) 
• Closed ecosystem
• May be partially centralized

• Private (special case of permissioned)
• Single trust domain



Consensus
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• Agreement

• Validity

• Termination



Proof of Work and Consensus
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• Blockchain requires consensus with malicious 

participants in asynchronous system

• Consensus is impossible in asynchronous system even 

with just one process that may crash

• ???????



Consensus Protocols
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[Marko Vukolic: The Quest for Scalable Blockchain Fabric: Proof-of-

Work vs. BFT Replication]



BFT vs Proof of Work
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[Marko Vukolic: The Quest for Scalable Blockchain Fabric: Proof-of-

Work vs. BFT Replication]



Proof of Stake
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• Combine 
• random block selection
• Coin-age-based selection

• Stake represented by coins that have been there for X days

• Once stake used to sign a block its age is reset

• Nothing at stake
• In case of fork, validators have interest in mining on both 
chains
• Makes double spend easier
• Solutions exist
• Casper: Security Deposit 



Some Attacks on Proof of Work
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• Double Spending

• Easy if you control 51% of the network

• But is it the only case?



Attack Rationale
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• Proof of work (and others) only give non-deterministic 

guarantees

• Cannot be sure that a committed transaction won’t be 

reverted



Blockchain Anomaly
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• Delay can cause miners to ”agree” on different branches

• Leads to anomaly

• Bob will transfer money to Carol only after receiving money from 

Alice

• Ta = Alice sends money to Bob

• Tb = Bob sends money to Carol 

• Miner 1 mines block-1 with Ta, Bob sees transaction and issues Tb

• Miner 2 mines another block without Ta and then links another block with 

Tb. 

• Chain of Miner 2 wins -> dependency violated

[Christopher Natoli, Vincent Gramoli: “The Blockchain Anomaly. NCA 2016: 310-317”]



Blockchain Anomaly
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Attack Sketch: 

• Powerful Miner 1

• Miner1 buys stuff and waits for his transaction to be in a 

block

• Miner1 then starts mining in isolation from the previous 

block

• Then commits lots of blocks but waits until his 

transaction is 6 blocks deep in the other chain
[Christopher Natoli, Vincent Gramoli: “The Blockchain Anomaly. NCA 2016: 310-317”]



Balance Attack
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• Consortium Blockchain

• Attacker can isolate two subgroups

• Operation

• Isolate two subgroups of equivalent power
• Issue transaction in one subgroup
• Mine many blocks in other subgroup 
• Revert transaction when everybody in first subgroup 
thought it’d be permanent



Balance Attack
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Selfish Mining
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• The attacker keeps track of its own “private chain”

• Attacker always mines on the private chain keeping

blocks private

• Publish blocks when probability of winning is high



Selfish Mining
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• State 0: private chain length same as  public
• Mine on private -> if lucky get ahead -> state 1

• State 1: 1 block ahead
• Mine on private -> if lucky -> state 2

If not state 0’

• State 0’: publish block: two competing chains
• if lucky attacker chain wins

• But 25% of mining power enough to have good 
probability of success but can be avoided

• But no defense if attacker has 50%+1 of the network. 



Double Spending Attack Probability
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[Meni Rosenfeld. Analysis of Hashrate-Based Double Spending]



From chain to DAGs: Sycomore
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[Anceaume et al Sycomore : a Permissionless Distributed Ledger

that self-adapts to Transactions Demand]



Avalanche
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• DAG of Transactions

• Gossip-based probabilistic consensus

• Three protocols for binary consensus

• Slush
• Snowflake
• Snowball

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]



Avalanche
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• DAG of Transactions

• Gossip-based probabilistic consensus

• Three protocols

• Slush
• Snowflake
• Snowball

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]



Avalanche  - Slush
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• Sample values of k random nodes for m times
• If more than     have different values than own

Flip value

• Decide value at round m

Key concept: Metastability

• Once one value gains majority, all quickly choose it

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]
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Avalanche  - Snowflake
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• Repeat
• Sample k nodes and record value if >      votes

• until     consecutive samples yield same value
• Decide value 

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]
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Avalanche  - Snowball
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• Repeat
• Sample k nodes 

If >      for same value, increment counter for value

If counter v1 > counter v2 select value v1

If counter v2 > counter v1 select value v1

same color for 

• until     consecutive iterations select same value
• Decide value 

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]
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Avalanche - Safety
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[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]



Avalanche - Safety

- 56

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]



Avalanche – Latency / Liveness

- 57

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]

For failure prob <



Avalanche
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• DAG of Transactions

• Uses variant with Multi valued consensus

• To arbitrate among conflicting transactions

• Available at: https://github.com/ava-labs/gecko

[Team Rocket, Maofan Yin, Kevin Sekniqi, Robbert van Renesse, and Emin Gun Sirer
« Scalable and Probabilistic Leaderless BFT Consensus through Metastability »]

https://github.com/ava-labs/gecko


Is Consensus Really Needed?
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• Guerraoui et al: AT2   [PODC 2019] / [DISC 2019] 

• Consensus unnecessary for cryptocurrency
• Some form of ordered reliable broadcast is enough

• Causality-like property
• DAG of transactions



Consensus Number of a Cryptocurrency
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PODC 2019
• Consensus number: maximum number of nodes that 
can reach consensus given an object
• Asset transfer has consensus number 

• 1, if accounts are held by one person each
• K, for accounts held by  k persons. 



Consensus Number of a Cryptocurrency
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Rachid Guerraoui, Petr Kuznetsov, Matteo Monti, Matej Pavlovič, and Dragos-Adrian Seredinschi. 2019. The Consensus 
Number of a Cryptocurrency. In Proceedings of the 2019 ACM Symposium on Principles of Distributed Computing (PODC 
’19). Association for Computing Machinery, New York, NY, USA, 307–316. DOI:https://doi.org/10.1145/3293611.3331589

In shared memory model

• Atomic snapshot object

Proves that consensus 

number is 1 if account 

held by 1 user



Consensus Number of a Cryptocurrency
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• With accounts owned by k users:

• Can implement consensus among k processes
• => Consensus number = k

Rachid Guerraoui, Petr Kuznetsov, Matteo Monti, Matej Pavlovič, and Dragos-Adrian Seredinschi. 2019. The Consensus 
Number of a Cryptocurrency. In Proceedings of the 2019 ACM Symposium on Principles of Distributed Computing (PODC 
’19). Association for Computing Machinery, New York, NY, USA, 307–316. DOI:https://doi.org/10.1145/3293611.3331589



Consensus Number of a Cryptocurrency
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• In Message-Passing model

• Use a reliable broadcast primitive

Rachid Guerraoui, Petr Kuznetsov, Matteo Monti, Matej Pavlovič, and Dragos-Adrian Seredinschi. 2019. The Consensus 
Number of a Cryptocurrency. In Proceedings of the 2019 ACM Symposium on Principles of Distributed Computing (PODC 
’19). Association for Computing Machinery, New York, NY, USA, 307–316. DOI:https://doi.org/10.1145/3293611.3331589



How about Smart Contracts?
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• In the general case (Turing complete) 

• Need consensus
• No difference from classical distributed state 

machine

• Maybe  there are intermediate cases

• Open research avenue



Scalable Byzantine Reliable Broadcast
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• Probabilistic Sample-based algorithm

• Inspired by Bracha’s Byzantine Reliable broadcast 

algorithm

• Unlike Bracha’s, it is suitable for open/permissionles

systems

[Rachid Guerraoui, Petr Kuznetsov, Matteo Monti, Matej Pavlovic, Dragos-Adrian 

Seredinschi: Scalable Byzantine Reliable Broadcast. DISC 2019: 22:1-22:16]

https://dblp.uni-trier.de/pers/hd/k/Kuznetsov:Petr
https://dblp.uni-trier.de/pers/hd/m/Monti:Matteo
https://dblp.uni-trier.de/pers/hd/p/Pavlovic:Matej
https://dblp.uni-trier.de/pers/hd/s/Seredinschi:Dragos=Adrian
https://dblp.uni-trier.de/db/conf/wdag/disc2019.html


To Take Away
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• Bitcoin introduced a new concept
• Great engineering feat

• Ethereum generalized to Byzantine State-Machine Replication in 

open systems

• Still Poorly understood in theory
• 10 years to show that blockchain not needed for 
cryptocurrency

• Several open topics
• Specification of distributed ledger
• Characterization of distributed ledger
• Weaker byzantine objects
• Generalizing BFT algorithms to open systems



Dietcoin: 
Hardening Bitcoin Transaction Verification
Process For Mobile Devices.
Davide Frey, Marc X. Makkes, Pierre-Louis Roman, François 
Taïani, Spyros Voulgaris:
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https://dblp.uni-trier.de/pers/hd/f/Frey:Davide
https://dblp.uni-trier.de/pers/hd/m/Makkes:Marc_X=
https://dblp.uni-trier.de/pers/hd/r/Roman:Pierre=Louis
https://dblp.uni-trier.de/pers/hd/t/Ta=iuml=ani:Fran=ccedil=ois
https://dblp.uni-trier.de/pers/hd/v/Voulgaris:Spyros


Light Nodes
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UTxO is Growing Large Too
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Intuition
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Hash of UTxO Set
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Shard UTxO and use Merkle Tree
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Dietcoin
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Dietcoin
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Subchain Verification
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Dietcoin Summary
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• C. Natoli and V. Gramoli, "The Blockchain Anomaly," 2016 IEEE 15th International 

Symposium on Network Computing and Applications (NCA), Cambridge, MA, 2016, pp. 

310-317. doi: 10.1109/NCA.2016.7778635


