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Systèmes et logiciels Sécurité et Vie Privée 



THE WEB 
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Internet: a massive-scale system 

• Very high quality and reliable applications 

• Billions of users  

• ~3 billion users in 2014 (864 M for Facebook, 350M for YouTube, 
283M for Twitter, etc.) 

• Massive traffic 

• May 2013: 100 hours upload every minute on YouTube 

• 500M tweets a day 

• Very heterogeneous and unpredictable environments 

• 18,796 distinct Android devices 

• unpredictable network quality 
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Internet: a wonderful free world 

 

 

Users have access to massive quantities of 

services and applications for 

 

free 
5 
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Armies of highly 

qualified software, 

system and network 

engineers, designers 

and professional 

content producers do 

not work for free 



Advertisements 
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Advertisements 



Physical vs Digital Advertising 

Physical world  

• How many people saw 
the ad? 

• How did they respond 
to it? 

• Did it influence their 
spending? Increase 
awareness? 

Digital world  

• Ad presented to each 
user 

• Number of impressions, 
interactions (clicks or 
taps), purchases 

• Possible to target each ad 
to a person 



Types of ads 

Contextual advertising 

• Use the contents of the 

page to chose the ad 

 

Targeted advertising 

• Use the user’s profile to 

deliver an ad 



A SIMPLE WEB MADE OF COOKIES AND ADS 
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A Simple Web Request 
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client server 
request-some-content 

send-content 

cookie 

id = b5d0 

HTML, JS, 

CSS, id = b5d0 

HTML, 

JS, CSS 





74 third-party services (most invisible) 

Accuen Media, Acuity Ads, Adap.tv, Adify, Adroit Digital Solutions, 
AdScale, ADTECH, Advertising.com, Aggregate Knowledge, 
AppNexus, AT Internet, Atlas, BidSwitch, Casale Media, Cedexis 
Radar, Chango, ChartBeat, Connexity, Criteo, Datalogix, DataXu, 
Digilant, Dotomi, DoubleClick, DoubleClick Bid Manager, 
DoubleClick Spotlight, EQ Advertising, Eulerian, Experian 
Marketing Services, eyeReturn Marketing, Ezakus, Facebook 
Connect, Facebook Exchange (FBX), Facebook Social Plugins, 
Google Adsense, Google Analytics, Improve Digital, Integral Ad 
Science, Jumptap, Kameleoon, Ligatus, Lijit, Magnetic, Media 
Innovation Group, Media Optimizer (Adobe), Media6Degrees, 
MediaMath, Netmining, Neustar AdAdvisor, OpenX, Optimix Media 
Delivery, Outbrain, OwnerIQ, PubMatic, PulsePoint, Quantcast, 
Right Media, Rocker Fuel, Rubicon, ScoreCard Research Beacon, 
SiteScout, Sizmek, SMART AdServer, SpotXchange, TradeDesk, 
TubeMogul, Turn, Twitter Button, Veruta, Videology, Video Step, 
Visual Revenu, Yandex.Metrics, Yieldr 14 



A Simple Web Request 
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client server 
request-some-content 

send-content 
HTML, JS, 

CSS, id = b5d0 

 

social-

media 

Content 

Provider 

social-

media adver-

tiser 

adver-

tiser 

Con-

tent 

cookie 

id = 13pm 
cookie 

id = w7nq 

Java 

Script 

cookie 

id = 9hzk 



Lightbeam 
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Lightbeam 
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How is an ad delivered? 

Real-time bidding 
0,25€ 0,75€ 0,80€ 



How is an ad TRULY delivered? 

• SSP: Supply 
Side Platform, 
it supplies ad 
space 

• DSP: 
Demand Side 
Platform, it 
demands ad 
space 

• DMP: Data 
Management 
Platform, it 
provides 
client data in 
real time 



22 Andreou, M. Silva, F. Benevenuto, O. Goga, P. Loiseau, A. Mislove. 

Measuring the Facebook Advertising Ecosystem, NDSS 2019 



Can we block third party cookies? 
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https://www.blog.google/products/chrome/building-a-more-private-web/ 
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BROWSER  

FINGERPRINTING 
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Supporting device diversity 

Windows 7 

1920x1080 

Android v6.0 

2560x1440 

Browsers send device-specific information 
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Attribute Value 

User agent Mozilla/5.0 (X11; Linux i686; rv:25.0) Gecko/20100101 

Firefox/25.0 

HTTP accept text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 

gzip, deflate en-US,en;q=0.5 

Plugins Plugin 0: QuickTime Plug-in 7.6.6; libtotem-narrowspace-plugin.so; 

Plugin 1: Shockwave Flash; Shockwave Flash 11.2 r202; 

libflashplayer.so; 

Fonts Century Schoolbook, Source Sans Pro Light, DejaVu Sans Mono, 

Bitstream Vera Serif, URW Palladio L, Bitstream Vera Sans Mono, 

Bitstream Vera Sans, ... 

HTTP DoNotTrack  1 

Cookies enabled Yes 

Platform Linux i686 

OS Linux 3.14.3-200.fc20.x86 32-bit 

Screen resolution 1920x1080x24 

Timezone -480 

DOM Session storage Yes 

DOM Local storage Yes 

I.E. User data No 

A browser fingerprint 
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Create a unique fingerprint for 

each device 



Screen resolution 
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https://amiunique.org (Launch: 2014) 
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https://amiunique.org/
https://amiunique.org/


 

Research & Dissemination 

http://amiunique.org (Am I Unique?) 

• Website, browser extensions, research papers 

• Long-term data acquisition 

 20K visits per week 
 5M+ fingerprints 
 4K extension users 

• 1 PhD 2017, 1 PhD 2019, 2 PhDs 2021, 1 PhD 2024, 3 ongoing PhDs 

Media coverage and dissemination 

• FIC, Framablog, Slashdot, Clubic, fOSSa, NextImpact, Arstechnica, 
CPDP, … 

Collaborations 
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Browser Fingerprint 

Trifecta 

30 



Browser fingerprint properties 
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Uniqueness 

Linkability 

Consistency 

Device A Device B 

Time Time 



Browser Fingerprint 

Trifecta 
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Finding: Mobile fingerprints are also 

unique [IEEE S&P’16] 

•High uniqueness 

• Depends on 

vendor/model 

 

•Different attributes 

• User agent, Emojis, 

Canvas 

33 



1 

2 

3 

Canvas fingerprint [IEEE S&P’16] 



Canvas fingerprint [IEEE S&P’16] 
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K. Mowery and H. Shacham. Pixel perfect: Fingerprinting canvas in HTML5. W2SP 2012. 



Finding: Fingerprints can be linked 

•~20% of browsers are “untrackable” 

• Fingerprints too similar 

• Unpredictable evolutions 

 

•~26% of browsers are highly trackable 

• Unusual configurations (e.g. multiple languages) 

• Specialized hardware or software 
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 FPStalker Machine learning for tracking fingerprint evolutions 
[IEEE S&P’18] 



Linking fingerprints [IEEE S&P’18] 
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Fingerprints (chronological collection order) 

Result of linking algorithm (mistakes shown) 



Fingerprint tracking duration 
[IEEE S&P’18] 
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DrawnApart : GPU Fingerprinting [NDSS’22] 

0.4 0.9 0.1 0.2 … 1.5 

     66% re-identification increment over SOA 

  Bug Bounty      Spec update    1st Place – Applied Research 



66% improvement over FP-Stalker (FPS: 17 days - FPS+DA 27.5 days) 
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DrawnApart : GPU Fingerprinting [NDSS’22] 



What about fingerprinting consistency? 
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FP-Scanner : Detecting incoherencies in countermeasures 

[USENIX Security’18] 



Fingerprinting is a threat to privacy [S&P’16] 

• But not the ultimate tracking technology [S&P’18] 

• Complements cookies (e.g., cookie respawning) 

• Few “good” defenses [UsenixSec’18] 

• But better ones can be made [IWIP’18, SEAMS’15] 

• Many more risks to explore [WWW’20, NDSS’22] 

 

Key takeaways 
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Fingerprinting can be used for security 

 
 Bot detection [MADWeb’20] MFA [DIMVA’21] 



FP-Locker : Multi-Factor Authentication 

Systems with Browser Fingerprinting 
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Design of a novel authentication system 
    

CAS Protoype 

Technology Readiness Level 6 (Demo in Relevant Environment ) 

FP + Behavior 



Identify new privacy risks 
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Web technologies Models / Reports 

How do we consistently identify new risks ? 
 

From new features, changes to browser code, extensions 

Battery of Tests 



Systematically exploring configurations 
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Operating System Configuration 

Environment Configuration 

Firmware Configuration 

Hardware Configuration 

Browser Runtime Configuration 

Thousands of 

configuration 

options 

Fingerprint to identify 

privacy bugs 



Systematically exploring configurations 
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Operating System Configuration 

Environment Configuration 

Firmware Configuration 

Hardware Configuration 

Browser Runtime Configuration 

Thousands of 

configuration 

options 

Identify privacy bugs 

Compile 

options 



Systematically exploring configurations 
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Operating System Configuration 

Environment Configuration 

Firmware Configuration 

Hardware Configuration 

Browser Runtime Configuration 

Thousands of 

configuration 

options 

Identify privacy bugs 

Compile 

options 

And don’t forget the 200k 

extensions in the Chrome Store… 

and Android apps 



It’s all in the source code ! 

48 

How can we identify fingerprint attributes in 

source code ? 
From commit history, component, functions, … 

Traceability 



It’s all in the source code ! 
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How can we identify fingerprint attributes in 

source code ? 
From commit history, software component, functions, variables, … 

Traceability 



Paper under review 
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FP-Rainbow : Pipeline 
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FP-Rainbow : Detect configurations 

Use cases ? 

53 



Jan 2024 54 

Semi-exhaustive method 

to retrieve zero-permission 

attributes 

~280 native attributes 

retrievable by an Android 

application 

Querying Android API 

using different techniques 

like Java Reflection 

Contribution 

What about Android ? 
PhD Sihem BOUHENNICHE (2024-2027) 



More alternatives to tracking cookies? 
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IPV4 ADDRESS 

56 

Type to enter a caption. 



IPv4 Addresses 

• IPv4 (32 bit) 

• 193.51.236.124 

• 4 billion, distributed across regions 

• Types 

• Static Address 

• Dynamic Address 

• DHCP (Dynamic Host Configuration Protocol) 

• DHCP leases 

• Duration of ‘lease’ negotiated, then address released back to server 

57 



Home Router 

 

58 



DHCP Lease Cycle 

 

 

 

 

 

 

 

 

Normal Operation 

0 4 7 8 

 

Normal Operation Renewal Period 

Rebinding Period 

Renewal 

No IP change 

0 4 7 8 

 

Normal Operation 
Renewal Period 

Renewal T1 

50% of Lease time 
  4 days 

﹉﹉﹉﹉﹉﹉﹉﹉ 

  7 days 

﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉﹉ 
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193.51.236.124 

193.51.236.124 

Renewal 

No IP change 193.51.236.124 



IP transitions: Antoine 
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193.51.236.160 -> 77.128.127.191, 2018-05-24 08:00:00 

77.128.127.191 -> 193.51.236.160, 2018-06-01 13:00:00 

193.51.236.160 -> 77.128.127.191, 2018-06-10 17:00:00 

77.128.127.191 -> 193.51.236.160, 2018-06-15 09:00:00 

193.51.236.160 -> 77.128.127.191, 2018-07-05 15:00:00 

77.128.127.191 -> 193.51.236.160, 2018-07-10 13:00:00 

 

 

79.173.173.4 -> 109.145.107.134, 2018-07-12 20:00:00 

109.145.107.134 -> 79.173.173.4, 2018-07-16 11:00:00 

79.173.173.4 -> 109.145.107.134, 2018-07-30 18:00:00 

109.145.107.134 -> 79.173.173.4, 2018-07-31 09:00:00 

79.173.173.4 -> 86.190.33.234, 2018-08-11 16:00:00 

86.190.33.234 -> 79.173.173.4, 2018-08-13 12:00:00 

 

 

193.51.236.160 -> 77.128.127.191, 2018-09-06 17:00:00 

77.128.127.191 -> 193.51.236.160, 2018-09-07 13:00:00 

193.51.236.160 -> 77.128.127.191, 2018-09-07 17:00:00 

77.128.127.191 -> 194.167.254.2, 2018-09-12 13:00:00 

194.167.254.2 -> 77.128.127.191, 2018-09-12 18:00:00 

77.128.127.191 -> 193.51.236.160, 2018-09-13 13:00:00 

 

Lille 

London 

Lille 



Antoine’s IP transitions [WWW’2018] 

Some repeated addresses 

Some long-lived addresses 

Cookie reconstruction ? 
61 
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But… Same Origin Policy ? 



Device Linking: 

Personal Identifiable Information 

64 

Did you leak anything ? 

 

Login 

Email 

Telephone 

Name 

Location 

Home address 

ZIP Code 

Date of birth 

IP Address 

… 



Client-side vs Server-side tracking 
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Server-side tracking 

•Two main SST technologies 

• Google Tag Manager (GTM) 

• Meta Conversions API (CAPI) 

• Often combined with Meta Pixel (client-side) 

• Uses Personal Identifiable Information to retarget you !!! 

66 



How effective is Meta at tracking? 
[PETS 2024] 
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How effective is Meta at tracking? 
[PETS 2024] 
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How effective is Meta at tracking? 
[PETS 2024] 
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MORE FUN STUFF !!! 
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Ad-Carbon : End-to-End analysis of 

the Carbon Footprint of Advertising 
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Ad-Carbon : End-to-End analysis of 

the Carbon Footprint of Advertising 
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Ad-Carbon : End-to-End analysis of 

the Carbon Footprint of Advertising 
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Ad-Carbon : End-to-End analysis of 

the Carbon Footprint of Advertising 

We crawled 10,562 domains 

• 31,394 pages 

•Advertising increases carbon emissions 

by 144% for our crawls 

•Accepting cookie banners 

• 90% carbon footprint increase 

• 38.8% more advertising requests 
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Do free Android games track you more ? 
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CONCLUDING REMARKS 

 (ONLY 5 MORE SLIDES) 
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Surveillance Capitalism 

78 

The Age of Surveillance Capitalism. S. Zuboff 

 



Surveillance Capitalism 
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Adtech 2024 

~$800B USD 



Areas of academic interest 

Large scale monitoring 

Identifying and repairing new privacy risks 

Recommender systems 

• AI Bias, Influence, Manipulation, Targeting 

Legislation to protect privacy 

• GDPR, ePrivacy, Digital Markets Act 

Societal impact of omnipresent surveillance 

• Social cooling 
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Large scale Web monitoring 
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[DIMVA 21] 

[MADWeb 20] 

[WWW 20a] 

[WWW 20b] 

 

How do we study complex systems ? 

Infrastructure 
The Web 1998 

Security and 

Privacy 



New privacy risks 
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Web technologies Models / Reports 

How do we consistently identify new risks ? 
[NDSS 22] 

[Bug Bounty Mozilla] 

[UsenixSec’18] 

[PETS’21] 

 

Battery of Tests 



The end 
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Backup slides 
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Next Steps 

Jan 2024 85 

Release the App 

to collect real 

world fingerprints  

Run experiments 

in controlled 

environments on 

different 

emulators 

The impact of 

permissions on  

fingerprinting 

Longitudinal 

study: the impact 

of the Android 

API evolution on 

fingerprinting 

Contribution 

2 1 

3 



Other  
Directions 

Jan 2024 86 

Can we link browser 

fingerprints and device 

fingerprints to the same 

device ? 

What is the impact 

of the device’s 

settings on the 

fingerprint ? 

Do Android 

applications use 

device 

fingerprinting? 

 

 

Device 

fingerprinting in the 

iOS ecosystem 



JavaScript Template Attacks [NDSS19] : 
Systematic fingerprint attributes extraction (no function calls) 
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JavaScript Template Attacks [NDSS19] : 
Results 

88 

Documented 

vs. discovered 

properties 

Some properties 

are random or 

duplicates 
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Exercise 1: Your location 

• If activated, Google constantly stores your 

location and creates a timeline 

•https://www.google.com/maps/timeline?pb 

•Show it to your colleague! 
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https://www.google.com/maps/timeline?pb
https://www.google.com/maps/timeline?pb


My location 
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IP Address Dataset 

● AmIUnique browser extensions for Chrome and Firefox 

● June 6, 2019 - September 25, 2019 

● 41,566 unique IP addresses from 5,443 browser instances 

● Frequency 4 hours  

● Desktop Devices 

● IPv4 addresses 
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● IP sharing behind NAT 

○ 1,046 users share at-least 1 IP with another user 

● However, a set of IP addresses retained by a user over a long duration are 

highly discriminating 

○ pair-wise comparison 

○ 93% users had a unique set of long-lived IP Addresses 



Uniqueness of IP Address 

● IP sharing behind NAT 

○ 1,046 users share at-least 1 IP with another user 

 

● However, a set of IP addresses retained by a user over a long duration are 

highly discriminating 

○ pair-wise comparison 

○ Jaccard Similarity (J) = 0 for 99.97% of pairs of users. 

○ 93% users had a unique set of long-lived IP Addresses 
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