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Context and motivation
Cryptographic protocols are used to guarantee a secure exchange of data, such as credentials and
sensitive information, between agents (e.g., computers, electronic devices, servers) connected
in a network. Classical protocols rely principally on two events – sending and receiving of
cryptographic messages – and on inference rules allowing agents and potential attackers to infer
new information from the set of data that they already know.
Protocols have been extensively studied from the security perspective [10, 13, 9, 4, 14].
Numerous tools supporting specification and automated verification of protocols have been developed [3, 2, 5]. Furthermore, dedicated scientific events where researchers and practitioners
working in the domain present their results and share their experience exist [1].
Nevertheless, ensuring a secure exchange goes way beyond designing an appropriate sequence
of sending and receiving events. In the context of protocols, we usually consider a deterministic
setting: fixed inference rules are defined and the agents (usually machines) can apply them at
any time and in any conditions. In practice however, these machines are managed by humans
who may fail, forget or refuse to execute some actions. Taking such non-deterministic behavior
of humans into account is thus necessary while analyzing the security of exchanges involving
digital agents (machines and devices) and users (people) manipulating them.
To analyze networks where both machines and humans communicate, Ellison proposed the
concept of security ceremonies [11]. In a nutshell, ceremonies augment protocols in two
aspects:
− the set of agents (machines for protocols) is augmented with humans,
− exchanges are no longer restricted to passing cryptographic messages, but can involve
physical objects, goods, documents, legal rights (like ownership), etc.
Researchers have already worked on formalizing security ceremonies, but the existing methods
are usually ad-hoc or limited to a specific application context [16, 6, 15, 12, 8, 7].

Objective
The objective of this project is to create a solid formal basis of a mathematical
model for specification and verification of security ceremonies.
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Work description
In the first phase of the project, the student will perform a thorough literature study on security ceremonies with the objective of writing a comparative analysis between protocols and
ceremonies. This phase will help us to identify aspects and elements that will need to be included
in the future formal model of ceremonies to make it as complete as possible. Examples of such
aspects are: adding humans to the set of agents, augmenting the set of messages with physical
objects, legal rights, etc., enlarging inference rules with those modeling non-deterministic human behavior, including external aspects (like emotions, health condition, etc.) to the inference
rules, and many more.
Next, a theoretical formal model for ceremonies will be developed. This includes designing a specification language for ceremonies, including all the aspects previously identified, and
defining a formal semantics allowing to parse this language and to automatically verify ceremony executions. An important and challenging aspect to keep in mind while developing the
formal model will be its universality: the proposed model will need to be as general and open
as possible, so that it can accommodate future (and thus yet unknown) technological evolution.
Finally, if time permits, we will also investigate the problem of automated verification of
ceremonies. This problem is already well known to be undecidable in the case of protocols that
rely on simpler setting than ceremonies. This implies that, in the case of ceremonies, a special
effort will need to be put on the optimization aspects. Suitability of existing tools for protocols’
verification in the context of ceremonies will be studied, and if the results show that these tools
do not scale up sufficiently well, a design of a dedicated tool for security ceremonies will be
considered. The work on the verification tool will then be continued in a follow-up PhD project.

Candidate’s profile
This is a strongly formal and theoretical project. We are seeking for ambitious students enthusiastic about research and having interest in formal modeling, logical reasoning (e.g., inference,
rewriting), verification, etc. The domain of security ceremonies being young, it is important
that the selected student is keen on brainstorming, open to innovative solutions, and eager to
investigate new directions. The scope of this project is not rigidly fixed, and the explored paths
will depend on the candidate’s interests and strengths. If the results of this master project are
satisfactory, a follow-up PhD thesis is foreseen (funding already guaranteed).

Contact and application
For all inquiries please contact Barbara Fila (barbara.fila@irisa.fr). Informal inquiries are
welcome.
To apply, please send us
− your detailed CV,
− a short letter explaining your motivation for working on this project,
− the grade transcript of all university-level courses taken.
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