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ABSTRACT

Keywords

Increasing complexity in both the software and the underlying hardware, and ever tighter time-to-market pressures are
some of the key challenges faced when designing multimedia embedded systems. Optimizing the debugging phase can
help to reduce development time significantly. A powerful
approach used extensively during this phase is the analysis of execution traces. However, huge trace volumes make
manual trace analysis unmanageable. In such situations,
Data Mining can help by automatically discovering interesting patterns in large amounts of data. In this paper, we are
interested in discovering periodic behaviors in multimedia
applications. Therefore, we propose a new pattern mining
approach for automatically discovering all periodic patterns
occurring in a multimedia application execution trace.
Furthermore, gaps in the periodicity are of special interest since they can correspond to cracks or drop-outs in the
stream. Existing periodic pattern definitions are too restrictive regarding the size of the gaps in the periodicity. So, in
this paper, we specify a new definition of frequent periodic
patterns that removes this limitation. Moreover, in order to
simplify the analysis of the set of frequent periodic patterns
we propose two complementary approaches: (a) a lossless
representation that reduces the size of the set and facilitates
its analysis, and (b) a tool to identify pairs of “competitors”
where a pattern breaks the periodicity of another pattern.
Several experiments were carried out on embedded video
and audio decoding application traces, demonstrating that
using these new patterns it is possible to identify abnormal
behaviors.

Embedded Systems, Multimedia Applications, Periodic Pattern Mining, Debugging

1.

INTRODUCTION

The current trend in consumer electronics is to have products that support multimedia applications, such as set-top
boxes, tablets, smartphones and MP4 players. All these
products are powered by highly integrated System-on-a-Chip
(SoC) solutions, that contain, in a single die, several processing units, memory blocks and specialized units for audio and
video decoding. Developing efficient and robust applications
for systems using these SoCs is a challenging issue. It is thus
critical for companies developing embedded software to have
comprehensive programming frameworks with advanced features for debugging and optimizing their applications.
Nowadays, the most widely used technique to give insight
into the behavior of an embedded application for debugging
and optimization purposes is trace analysis [19]. That is, to
collect events generated by the system and the application in
order to perform a post-mortem analysis of the execution.
Many recent embedded systems directly integrate tracing
hardware support in order to minimize intrusiveness, i.e.
the act of tracing has minimal impact on the behavior of
the application, allowing complex interactions to be shown
in real-time applications such as video decoding.
Over the past decade, the software and hardware of embedded systems have faced an increase in complexity due
to the use of techniques such as multi-threading, power and
memory optimization, and so on. Consequently, the size of
the execution traces of applications running on these systems has also increased, and we can only expect an even
bigger increase with the introduction of many-core processors in embedded systems. Therefore, the manual analysis
of execution traces is becoming an unmanageable task.
To overcome this issue we intend to use data mining in
order to automatically extract pertinent information (called
patterns) from traces. In this context, we consider a pattern
as a set of functions and system events that are found together frequently in the trace. Multimedia applications have
a periodic execution based on frame decoding, i.e. the same
operations are performed on each frame or every n frames.
Therefore, in this paper, we use frequent periodic pattern

Categories and Subject Descriptors
D.2.5 [Software Engineering]: Testing and Debugging,
Tracing; H.2.8 [Database Management]: Database Applications, Data Mining
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mining on execution traces to discover periodic behaviors of
multimedia applications.
However, sometimes this periodic behavior is not perfect:
cracks in the sound or drop-outs in the video stream are
often the consequence of a disruption in the periodicity of a
pattern, showing up as a gap. Therefore, these gaps should
be investigated as a priority for debugging and optimizing
multimedia applications. The state of the art (see Section
7) considers only regular sized gaps, i.e. a multiple of the
period, while in multimedia applications it is not possible to
know the size of the gaps in advance. Therefore, we propose
a new definition of periodic patterns that allows to have
arbitrary sized gaps.
Frequent pattern mining generally generates a large
amount of patterns which can make their analysis difficult.
Therefore, we propose a reduced representation of the set of
frequent periodic patterns, based on ternary relation theory
[22] and the minimal generator concept [18], while keeping
the same amount of information.
In this paper, we explore the current status of trace debugging on embedded systems as well as explain how to preprocess execution traces to analyze them with our pattern
mining algorithm in Section 2. We propose a new definition
of frequent periodic pattern in Section 3, and introduce our
approach to reduce the set of outputted patterns mentioned
above in Section 4. In Section 5, we present a new algorithm
to mine the reduced set of frequent periodic patterns, as well
as introduce an analysis tool that helps to identify pairs of
competitor periodic patterns. By competitors we mean that
their executions are in competition, i.e. a pattern breaking
the periodicity of another pattern, which helps to identify
possible conflicts between different parts of the system. In
Section 6, we present the insights given by analyzing application traces. Next, we explore the state-of-the-art regarding
pattern mining in system analysis, periodic pattern mining
and pattern mining of ternary relations in Section 7. Finally,
we present our conclusions and future work in Section 8.

2.

Figure 1: STi7200 SoC architecture
running system (operating system and application) while
minimizing the intrusiveness.
In some cases, software tracing solutions are provided by
the operating system. For instance, on an ST40 core, applications run on a Linux distribution for STMicroelectronics products. This operating system provides a tracing tool
based on KProbes [8], which registers system and application events: interrupts, context switches, function calls, system calls, etc. In this paper, we focus on the analysis of
software execution traces. Moreover, the execution traces
used for the experiments were produced by the tracing tool
mentioned above in this paragraph.
In other cases, hardware tracing solutions provide very accurate information about the execution of the system with
no intrusion. The main problem with hardware-based tracing techniques is the extremely large amount of data generated. Moreover, transferring the trace out of the chip requires a large I/O bandwidth with a significant cost increase.
Embedded systems are complex entities composed of several processing units, accelerators, GPUs, DSPs and so on.
Moreover, multimedia applications often consist of filter pipelines, in which certain steps are carried out by accelerators
or GPUs instead of the main core. Therefore, in order to
have an insight into what is really happening in the system,
it is necessary to trace every component of the SoC. Companies such as Intel [16] or STMicroelectronics are currently
working on system tracing solutions that tackle this necessity. Certainly traces obtained by this new approach will
be a lot richer in terms of the amount of information, but
also a lot bigger than current traces. In consequence, the
need for automatic trace analysis tools will be even more
important in the near future. Currently, we focus on the
analysis of software execution traces, but our approach is
generic and would be easily extended to be able to analyze
this new generation of traces.

MULTIMEDIA APPLICATIONS AND
EMBEDDED PLATFORMS

In this section, we introduce the context in which trace
debugging is used on embedded systems. We also explain
how to pre-process the traces so that they can be analyzed
by our pattern mining algorithm.

2.1

2.2

Execution Traces in Pattern Mining

An execution trace is a sequence of events and their timestamp, registered during the execution of an application, as
shown in Figure 2. However, most pattern mining algorithms search for patterns common to a sequence of sets
[1]. This makes it necessary to split the execution trace into
sets of events, called transactions, in order to apply pattern
mining algorithms.
We propose two methods to split the trace:

Trace Debugging on Embedded Systems

During the development of applications for embedded systems, development and evaluation boards are used by developers to test their applications. An example is the STi7200MBoard platform [21] which contains an STi7200 SoC, whose architecture is shown in Figure 1. This SoC is used in
high-definition set-top boxes produced by STMicroelectronics. Apart from all the necessary connectivity, this systemon-chip contains a ST40 core and two ST231 cores. The
ST40 core is dedicated to application execution and device
control, while the ST231 cores are in charged of the audio
and video decoding.
These development boards offer a way of collecting traces
that can vary from a dedicated trace port, to a network
connexion that allows the developer to retrieve the traces
from the board. Execution traces provide a full view of the

(a) using a time interval [11], where a transaction contains
all events of the trace registered in the same time window, or
(b) using a function name, where a transaction contains
all events of the trace that occurred between two occurrences of the given function.
As an example, we can observe the result of splitting a
trace using a time interval of 0.1 ms in Figure 2. The timestamp of the events is not included in the transactions, so
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68.770697
68.770741
68.770768
68.770869
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getFrame
displayFrame
int16
swint16
getFrame
displayFrame
write16
cpu clock
getFrame
displayFrame
read16
fork
get pid
getFrame
displayFrame
prink
sem up
sem down
getFrame
displayFrame

Preprocessing

1
2
3
4
5
6
7
8
9
10

Table 1: A dataset in the context of system trace
analysis.
tk Itemset
t1 getFrame, displayFrame
t2 int16, swint16
t3 getFrame, displayFrame
t4 write16, cpu clock
t5 getFrame, displayFrame
t6 read16
t7 fork, get pid
t8 getFrame, displayFrame, printk
t9 sem up, sem down
t10 getFrame, displayFrame

getFrame, displayFrame
int16, swint16
getFrame, displayFrame
write16, cpu clock
getFrame, displayFrame
read16
fork, get pid
getFrame, displayFrame, prink
sem up, sem down
getFrame, displayFrame

Figure 2: Preprocessing of an execution trace by
splitting it into time intervals of 0.1 ms. Timestamp:
seconds.microseconds

An itemset X is denoted by {x1 , x2 , ..., xj } where xt is an
item, i.e. xt ∈ I. Considering X ⊆ I, we say that an itemset
X occurs in the transaction tk if and only if X ⊆ tk .
Given a transaction tk , its transaction identifier, denoted
as tid(tk ), is its position in the dataset, i.e. k. We also
define the distance d between two transactions ti and tj
as the difference between their transaction identifiers, i.e.
d = j − i with i ≤ j.
When an itemset occurs over a set of transactions and
the distance between any two consecutive transactions is
constant, this set of transactions forms a cycle.

the information about when exactly an event was executed
is not considered in the analysis. In this paper, we are interested in discovering sets of events that occur periodically
in the execution trace, but the order in which those events
are executed is not taken into account. Considering that
the executing environment is multi-threaded, the order of
the events might change according to the decision taken by
the scheduler. Therefore, even if the order is not taken into
account, our approach is able to discover interesting relationships between the events in the execution trace.
For a more exhaustive analysis where the order of event
execution is considered important, there exist pattern mining techniques that can discover ordered sets of events, called
sequences, that occur frequently in the trace. Nevertheless,
these techniques are more complex and computationally expensive. The results obtained by these techniques might be
interesting but these techniques are out of the scope of this
paper.
Unless stated otherwise, in this paper we use the function
that starts the decoding of a frame to split the trace in order
to discover events that happen while decoding frames. Being
able to identify the events that occur when decoding a frame
allows us to more easily identify sets of events that might
affect the application’s behavior.

3.

Definition 2. Given an itemset X and a period p, a cycle of X, denoted cycle(o, p, l, X), is a maximal set of l
transactions in D containing X, starting at transaction to
and separated by equal distance p: cycle(o, p, l, X) = {tk ∈
D|X ⊆ tk , k = o + p ∗ i, 0 ≤ i < l, X * to−p , X * to+p∗l }
where 0 ≤ o < n, 2 ≤ l ≤ n and n is the number of transactions in D.
Example 1. In the dataset in Table 1, the itemset X =
{getF rame, displayF rame} is found at a period p = 2 on
transactions from t1 (o = 1) to t5 , therefore it forms a cycle
of length l = 3, denoted
cycle(1,2, 3, {getF rame, displayF rame}) = {t1 , t3 , t5 }1 .

DEFINITIONS

In this section, we give basic definitions that allow us to
present our definition of frequent periodic patterns.
As we have seen in Section 2, an execution trace is split
into sets of events which, in data mining, are called transactions. We define our dataset D as the ordered set of transactions {t1 , t2 , ..., tn } obtained by splitting an execution trace,
and the set of items I as the set of all possible events found
in the trace. An itemset is a set of events belonging to I, e.g.
{sem up, int16, cpu clock}. For instance, Table 1 presents
the dataset obtained after preprocessing the execution trace
shown in Figure 2 by splitting the trace using a time interval
of 0.1 ms.

Figure 3: Examples of cycles and non-cycles
Figure 3 offers a graphical representation of a set of transactions where cycle1(1, 2, 3, {getF rame, displayF rame}) is
maximal. cycle2(3, 2, 2, {getF rame, displayF rame}) and
cycle3(1, 2, 2, {getF rame, displayF rame}) are not maximal since they can be extended with transactions t1 and
t5 respectively, and therefore they are not valid cycles in
our context.
A set of consecutive cycles (the end of a cycle happens
before the beginning of the following cycle) over the same
itemset and the same period forms a periodic pattern.

Definition 1. Given a set of items I = {i1 , i2 , ..., ir },
a dataset D is an ordered set of transactions {t1 , t2 , ..., tn }
where each transaction is a subset of I, i.e. tk ⊆ I for
1 ≤ k ≤ n, and where the order is defined by ti < tj if and
only if i < j. The length of the dataset D is the number of
transactions that form part of the dataset and is denoted by
|D|.

1
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Periods are presented in bold for clarity.

Figure 4: Periodic pattern formation
Definition 3. An itemset X together with a set of cycles
C and a period p form a periodic pattern if the set of cycles
C = {(o1 , l1 ), ..., (ok , lk )}2 , with 1 ≤ k ≤ m and m being the
maximum number of cycles of period p in the dataset D, is
a set of cycles of X such that:

Table 2: Set of frequent periodic patterns
Frequent Periodic Patterns
P1 ({getF rame}, 2, 5, {(1, 3)(8, 2)})
P2 ({displayF rame}, 2, 5, {(1, 3)(8, 2)})
P3 ({getF rame, displayF rame}, 2, 5, {(1, 3)(8, 2)})
P4 ({getF rame}, 3, 2, {(5, 2)})
P5 ({displayF rame}, 3, 2, {(5, 2)})
P6 ({getF rame, displayF rame}, 3, 2, {(5, 2)})
P7 ({getF rame}, 4, 2, {(1, 2)})
P8 ({displayF rame}, 4, 2, {(1, 2)})
P9 ({getF rame, displayF rame}, 4, 2, {(1, 2)})
P10 ({getF rame}, 5, 2, {(3, 2)})
P11 ({displayF rame}, 5, 2, {(3, 2)})
P12 ({getF rame, diaplayF rame}, 5, 2, {(3, 2)})
P13 ({getF rame}, 5, 2, {(5, 2)})
P14 ({displayF rame}, 5, 2, {(5, 2)})
P15 ({getF rame, displayF rame}, 5, 2, {(5, 2)})

1. All cycles have the same period p.
2. All cycles are consecutive: ∀(oi , li ), (oj , lj ) ∈ C such
that 1 ≤ i < j ≤ k, we have oi < oj .
3. Cycles do not overlap: ∀(oi , li ), (oj , lj ) ∈ C such that
i < j, we have oi + (p ∗ (li − 1)) < oj .
We denote this periodic pattern P (X, p, s, C).
The support of a periodic pattern, denoted s, is the sum
of all cycle lengths in C, i.e. given C = {(o1 , l1 ), ..., (ok , lk )}
P
with 1 ≤ k ≤ m then s = ki=1 li .
Example 2. In Figure 4 we can observe that the cycles
cycle1 (1,2, 3, {getF rame, displayF rame}) and cycle2 (8,2,
2, {getF rame, displayF rame}) form a periodic pattern
P1 = ({getF rame, displayF rame},2, 5, {(1, 3)(8, 2)}) with
period 2 and a support of 5 transactions.

4.

NON-REDUNDANT PATTERNS

In this section, we present the application of ternary relation theory to periodic pattern mining and the definition of
minimal periodic generators that will allow us to generate
a reduced set of periodic patterns that are easier to analyze
by the developer.
As we have seen in Section 3, the set of frequent periodic
patterns is highly redundant. This is a common drawback
when using pattern mining techniques which complicates the
analysis of the results. A major breakthrough has been the
study of closed operators applied to patterns such as itemsets [18], gradual patterns [2] and so on. The set of closed
patterns, mined by closed operators, is a reduced representation of the set of frequent patterns but contains the same
information.
No previous study has been carried out regarding closed
periodic patterns. This might be because the theory behind
closed patterns, called Galois connection, is based on binary
relations, such as the relation items×transactions for itemset mining. Analyzing the structure of periodic patterns, we
can observe that they are based on ternary relations involving the items, the transactions and the periods. In ternary
relations, it is not possible to make use of a Galois connection
to generate closed patterns [3], therefore it is not possible to
apply the Galois theory to periodic pattern mining.
Instead, we are going to use a triadic approach to Formal
Concept Analysis [10] to mine a reduced representation of
the set of frequent periodic patterns, which in this context
is called the set of triadic concepts. Nevertheless, since
all possible periods are considered, the set of triadic concepts might contain redundant periods, such as multiples of
smaller periods, periods formed by the concatenation of two
smaller periods, and so on. So, to reduce this redundancy,
we define the concept of minimal periodic generators which
allows us to extract the minimal set of periodic patterns

We now introduce the notion of frequent periodic patterns.
Definition 4. Given a minimum support threshold
min sup, a periodic pattern P is frequent if its support is
greater than min sup, i.e. P (X, p, s, C) is frequent if and
only if s ≥ min sup.
Example 3. Given the dataset shown in Table 1 and a
minimum support of two transactions, the set of frequent
periodic patterns is presented in Table 23 .
As we can see in Table 2, the set of frequent periodic patterns is highly redundant. On one hand, all combinations of
large itemsets are consider as patterns. For example, P1 , P2
and P3 are present in exactly the same transactions and the
itemset of P3 contains the itemsets of P1 and P2 . Therefore
P1 and P2 do not give any more information than P3 . On
the other hand, combinations of small periods by addition
or multiplication generate redundant patterns. For example,
P9 is redundant with respect to P3 since its period is multiple of P3 ’s period while the transactions in P9 can be found
in P3 . Therefore P9 does not give any more information
than P3 .
In real datasets tens of thousands of frequent periodic patterns might be found, which are impractical to analyze by an
application developer. In order to produce a reduced representation of the set of frequent periodic patterns we adopt a
triadic approach by introducing the periods into the dataset.
2

For simplicity of notation, a cycle is represented here by its origin
o and its length l since all cycles in the set share the same itemset X
and period p.
3
Only periods not greater that the length of the dataset divided
by min sup are considered.
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Table 3: Representation of the relation Y
I/P − T

2
t1 t2 t3 t4 t5 t6 t7 t8 t9 t10
getFrame
×
×
×
×
×
displayFrame ×
×
×
×
×
...

3
t1 t2 t3 t4 t5 t6 t7 t8 t9 t10
×
×
×
×

I/P − T

5
t1 t2 t3 t4 t5 t6 t7 t8 t9 t10
×
×
×
×
×
×
×
×

4
t1 t2 t3 t4 t5 t6 t7 t8 t9 t10
getFrame
×
×
displayFrame ×
×
...

that explains the behavior of the application, without losing
information.

4.1

The set of frequent triples is highly redundant since it includes all possible combinations between items, periods and
transactions included in the ternary relation Y. A lossless
reduced representation of this set was introduced by Wille
[22] and named triadic concepts. Saying the representation
is lossless means that it is possible to reconstruct the set of
frequent triples from the set of triadic concepts without any
extra information.

Triadic Approach to Periodic Pattern
Mining

Our dataset, introduced in Definition 1, corresponds to a
relation between two attributes, items × transactions, i.e.
R ⊆ I × D and each r ∈ R can be represented by a couple
r = {(i, t)|i ∈ I, t ∈ D}, denoting that the item i occurs on
transaction t.
In order to mine periodic patterns, the period should be
included in the dataset, but in order to do so, the binary
relation R ⊆ I × D has to be transformed into a ternary
relation Y ⊆ I ×P ×D, with P the set of all possible periods
that we limit to the range [1..|D|/min sup].
To formalize this ternary relation we are going to introduce a triadic approach to formal concept analysis first introduced by Lehmann et al. [10] in 1995. Specifically, the concepts of triadic context and triadic concepts are presented
here including some modifications needed in order to adapt
them to periodic pattern mining.

Definition 7. A triadic concept of a triadic context
(I, P, D, Y) is a triple (I, P, T ) with I ⊆ I, P ⊆ P and
T ⊆ D, such that none of its three components can be enlarged without violating the condition I × P × T ⊆ Y.
Example 6. In Table 4, we can observe the set of triadic
concepts extracted from the set of frequent triples obtained
from the dataset shown in Table 3. The triples forming this
set are triadic concepts since it is not possible to extend any
of the attributes of the triple without violating the relation
Y.
Table 4: Set of triadic concepts
Triadic Concepts
T1 ({getF rame, displayF rame}, {2}, {t1 , t3 , t5 , t8 , t10 })
T2 ({getF rame, displayF rame}, {2, 4}, {t1 , t5 })
T3 ({getF rame, displayF rame}, {2, 5}, {t3 , t5 , t8 , t10 })
T4 ({getF rame, displayF rame}, {2, 3, 5}, {t5 , t8 })
T5 ({getF rame, displayF rame}, {2, 3, 4, 5}, {t5 })

Definition 5. A periodic triadic context is defined as
a quadruple (I, P, D, Y) where I is the set of items, P is
the set of periods, D is the set of transactions, and Y is a
ternary relation between I, P and D, i.e. Y ⊆ I × P × D.
An element of the relation y ⊆ Y is denoted by the triple
y = {(i, p, t)|i ∈ I, p ∈ P, t ∈ D} and is read: the transaction t forms part of a cycle of period p of the item i.

It can be observed that the set of triadic concepts is a lossless representation of the set of frequent periodic patterns
even if they are presented using a different notation. Moreover, it is important to note that the set of triadic concepts
presented on Table 4 is considerably smaller than the set of
frequent periodic patterns presented in Table 2.
This set can be translated into a set of frequent periodic patterns by calculating the cycles included in the set of
transactions of each triadic concept. For instance,
T2 ({getF rame, displayF rame}, {2, 4}, {t1 , t5 }) contains
only one cycle of period 4 with transactions t1 and t5 which
would give us the periodic pattern ({getF rame,
displayF rame}, 4, 2, {(1, 2)}) (period=4, support=2, cycle
offset=1 and cycle length=2) which is P9 from Table 2, being able to deduce as well P7 and P8 since their itemsets are
subsets of {getF rame, displayF rame}.
Nevertheless, this set still contains redundant information
in terms of redundant periods. For example, if we consider
the triadic concepts T1 and T2 from the set of triadic concepts shown in Table 4, we can see that T2 is “included” in
T1 , i.e. they have the same itemset and the transactions
belonging to T2 are a subset of the transactions belonging
to T1 and therefore, period 4 of T2 can be “deduced” from
the set of transactions of T1 . As a result, T2 can be removed

Example 4. Given the dataset shown in Table 1, the corresponding triadic context is shown in Table 34 . Each cross
in the table represents an element of the ternary relation Y.
For example, P1 ({getF rame}, 2, 5, {(1, 3)(8, 2}) in Table 2
is transformed into the triples (getF rame, 2, t1 ),
(getF rame, 2, t3 ), (getF rame, 2, t5 ), (getF rame, 2, t8 ),
(getF rame, 2, t10 ) shown by the corresponding crosses in Table 3.
Definition 6. Given a minimum support threshold
min sup, a triple (I, P, T ), with I ⊆ I, P ⊆ P, T ⊆ D and
I × P × T ⊆ Y, is frequent if and only if I 6= ∅, P 6= ∅ and
|T | ≥ min sup.
Example 5. In Table 3, given a min sup of 2, we can
observe several frequent triples such as ({getF rame}, {2, 3},
{t5 , t8 }) or ({getF rame, displayF rame}, {5}, {t3 , t5 , t8 ,
t10 }), since the number of transactions forming those triples
is greater or equal to 2.
4

All items, excluding getF rame and displayF rame, do not form
any cycle of any possible period and, for clarity, they are not included
in the table.
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without losing information. The same logic can be applied
to T3 , T4 and T5 , reducing the set to pattern T1 .
The way of deducing T2 from T1 is by calculating the possible periods between all transactions in T1 , and then generating the cycles belonging to each period, this way, from
T1 we can obtain periods 2 ({t1 ,t3 ,t5 ,t8 ,t10 }), 3 ({t5 ,t8 }), 4
({t1 ,t5 }) and 5 ({t3 ,t5 ,t8 ,t10 }). The last step is to calculate the maximal subsets involving several periods on the
same set of transactions as is the case with t1 and t5 which
are found in periods 2 and 4 generating the triadic concept
({getF rame, displayF rame}, {2, 4}, {t1 , t5 }).
In order to obtain a reduced representation of the set of
triadic concepts we propose removing triadic concepts with
redundant periods. For this, we present here the definition
of minimal periodic generator which allows us to extract
the set of triadic concepts that does not contain redundant
periods.

new periodic pattern containing the period and the set of
cycles.
In the example, from Table 5 which contains only one minimal periodic generator M1 ({getF rame, displayF rame},
{2}, {t1 ,t3 ,t5 ,t8 ,t10 }), we obtain the frequent periodic pattern P ({getF rame, displayF rame}, 2, 5, {(1, 3)(8, 2)}),
which corresponds to P3 from Table 2. This is a reduced
representation of the set of frequent periodic patterns containing enough information to deduce all other frequent periodic patterns. As explained in the previous section, the set
of triadic concepts can be deduced from the set of minimal
periodic generators. Then, the whole set of frequent periodic
patterns can be deduced from the set of triadic concepts by
generating all triples contained in the set and then grouping
them by item and period (taking into account all possible
combinations between the items to form the itemsets).

4.2

5.

Minimal Periodic Generators

MINING PERIODIC PATTERNS

In this section, we introduce an algorithm to mine minimal
periodic generators from a dataset, called PerMiner. We
also present a tool called Competitors Finder that helps to
identify pairs of “competitors”, pairs of periodic patterns
where a pattern breaks the periodicity of another pattern.
This tool helps to identify possible conflicts between different
entities in the system.

In general terms, a minimal generator is the smallest pattern that will determine a closed pattern using the closure
operator [18]. In this context, a minimal periodic generator
is the triadic concept with the smallest set of periods and
the biggest set of transactions that can determine another
triadic concept using the method introduced above. For it
to determine another triadic concept they have to share the
same itemset, it has to include all transactions of the other
triadic concept and have a smaller set of periods than the
other triadic concept. Indeed, the set of periods of the minimal periodic generator is a subset of the set of periods of the
other triadic concept. This is because the set of transactions
of the triadic concept are included in the set of transactions
of the minimal periodic generator, and therefore all those
transactions have associated the periods of the minimal periodic generator and a few more.

Algorithm 1 Periodic Pattern Miner
1: procedure P erM iner(I, D, min sup)
Input: Itemset I, dataset D, minimum support min sup
Output: All frequent periodic patterns that occur in D
2: T S := T ripleM iner(I, D, min sup)
3: T C := Data-Peeler (T S, min sup)
4: M P G := M P GM iner(T C)
5: F P P := P ostP rocess(M P G)
6: P rint(F P P )
7: end procedure

Definition 8. A triadic concept (I, P, T ) is a minimal
periodic generator if there does not exist any other triadic
concept (I 0 , P 0 , T 0 ) such that I = I 0 , P 0 ⊂ P and T 0 ⊃ T .

The PerMiner algorithm in Algorithm 1, is divided into
three steps:

Example 7. In Table 5, we can observe the set of minimal periodic generators extracted from the set of triadic concepts shown in Table 4. For instance, T2 ({getF rame,
displayF rame}, {2, 4}, {t1 , t5 }) is not a minimal periodic generator since there exists T1 ({getF rame, displayF rame},
{2}, {t1 , t3 , t5 , t8 , t10 }) with the same itemset {getF rame,
displayF rame}, a smaller set of periods {2} ⊂ {2, 4} and a
bigger set of transactions {t1 , t3 , t5 , t8 , t10 } ⊃ {t1 , t5 }.

1. The set of triples T S is generated. All possible periods
with their transactions are calculated for individual
items and then outputted in the form of triples.
2. The set of triadic concepts T C is generated from the
set of triples T S. For this step an existing algorithm
called Data-Peeler [3] has been used.

Table 5: Set of minimal periodic generator
Minimal Periodic Generators
M1 ({getF rame, displayF rame}, {2}, {t1 , t3 , t5 , t8 , t10 })

3. The set of minimal periodic generators M P G is generated from the set of triadic concepts T C.
The set of minimal periodic generators M P G set is then
transformed into frequent periodic patterns before being outputted.
The procedure T ripleM iner in Algorithm 2 generates all
triples (i, p, t), i.e. for each item and for each possible period
in the range [1..|D|/min sup] it searches all cycles of the selected period with transactions containing the selected item.
The objective of this function is to transform our dataset
into a triadic context exploitable by Data-Peeler.
The function build triples in Algorithm 3 is used by TripleMiner to generate all triples of a given item and a given
period. For this, it scans the support set of the item i, given

It is important to note that the set of minimal periodic
generators shown in Table 5 is considerably smaller than
the set of triadic concepts shown in Table 4, and therefore
smaller than the set of frequent periodic patterns shown in
Table 2, and that it does not contain redundant periods.
In order to fit the periodic pattern notation introduced in
Definition 3, the set of minimal periodic generators should
be post-processed. For each minimal periodic generator the
set of periods is extracted. Then, for each period in the set
of periods, the set of cycles corresponding to that period is
generated by reading the set of transactions, generating a
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Algorithm 2 Triple Miner
1: procedure T ripleM iner(I, D, min sup)
Input: Itemset I, dataset D, minimum support min sup
Output: All triples that occur in D
2: T S ⇐ ∅
3: for all i ∈ I do
4:
for all p ∈ [1, D.size/min sup] do
5:
T S := T S ∪ build triples(i, p, D)
6:
end for
7: end for
8: return T S
9: end procedure

Algorithm 4 Minimal Periodic Generators Miner
1: procedure M P GM iner(CT S)
Input: Set of triadic concepts T C
Output: Set of minimal periodic generators M P G
2: M P G ⇐ T C
3: for all (I, P, T ) ∈ M P G do
4:
for all (I 0 , P 0 , T 0 ) ∈ M P G
with (I, P, T ) 6= (I 0 , P 0 , T 0 ) do
5:
if I == I 0 AND P ⊂ P 0 AND T ⊃ T 0 then
6:
M P G := M P G \ (I 0 , P 0 , T 0 )
7:
end if
8:
end for
9: end for
10: return M P G
11: end function

by D[{i}], which is the set of transactions of D in which i
occurs. For each transaction in D[{i}], the function tries to
build a cycle of the given period starting in that transaction.
If a cycle is found, its length being at least two transactions,
the cycle is transformed in triples and added to the output
list. Visited transactions are marked to avoid generating
redundant cycles.

can be formed using the set of transactions T of the minimal periodic generator.
Algorithm 5 Post processing of the set of Minimal Periodic
Generators
1: procedure P ostP rocessM P G(M P G)
Input: Set of minimal periodic generators M P G
Output: Set of frequent periodic patterns F P P
2: F P P ⇒ ∅
3: for all (I, P, T ) ∈ M P G do
4:
for all p ∈ P do
5:
F P P.add(I, p, build cycles(p, T ))
6:
end for
7: end for
8: return F P P
9: end function

Algorithm 3 Build triples
1: function build triples(i, p, D)
Input: Item i, period p, dataset D
Output: Set of triples of item i and period p
2: LT ← ∅
3: for all t ∈ D[{i}] do
4:
if t not visited yet then
5:
t ← visited; len ← 0; next ← tid(t)
6:
while tnext ∈ D[{i}] do
7:
tnext ← visited; len := len + 1; next := next + p
8:
end while
9:
if len > 2 then
10:
while len > 0 do
11:
LT := LT ∪ (i, p, tid(t) + ((len − 1) ∗ p))
12:
end while
13:
end if
14:
end if
15: end for
16: return LT
17: end function

The function add includes the itemset I, with the period
p and the associated cycles to the list of frequent periodic
patterns in the form of frequent periodic pattern. If there
exists a frequent periodic pattern in the set with the same
itemset and the same period, the sets of cycles are joined,
checking if there exist overlap between any two cycles of the
set. If an overlap between two cycles is found, the frequent
periodic pattern is split in as many patterns as needed in
order not to have overlaps between the cycles of the same
set. Functions build cycles and add are not detailed here due
to lack of space, but their implementation is straightforward.

Data-Peeler generates all triadic concepts, containing
at least min sup transactions, contained in the set of triples
generated by T ripleM iner. Then, the procedure MPGMiner in Algorithm 4 is in charge of generating the set of
minimal periodic generators from the set of triadic concepts
generated in the previous step. Following Definition 8, the
function compares the set of triadic concepts two by two,
and if it finds a triadic concept that is “included” in another
triadic concept in the set, the former is deleted from the list.
As explained in section 4.2, by “included” we mean that they
have the same itemset, the set of periods of the latter is included in the set of periods of the former, and the set of
transactions of the former is included in the set of periods
of the latter.

5.1

Competitors Finder

Here we introduce a new analysis tool called Competitors
Finder that helps to identify pairs of competitor periodic
patterns from the set of frequent periodic patterns deduced
from the set of minimal periodic generators. This tool allows the developer to easily identify possible conflicts between different parts of the system, i.e. between the application and the operating system, between different modules
or drivers of the operating system, and so on, saving a significant amount of time to the developer. In this sense, we
consider that a conflict or competition between two patterns
is simply the inverse of the overlap between the two patterns.
This is, if one pattern P1 disrupts another pattern P2 , then
during the disruption P1 will be active but not P2 . So, our
objective is to automatically identify these situations.
The procedure CompetitorsF inder in Algorithm 6 receives the set of frequent periodic patterns deduced from

The procedure P ostP rocessM P G in Algorithm 5 generates a set of frequent periodic patterns from the set of minimal periodic generators M P G. For each period p in the set
of periods P of each minimal periodic generator (I, P, T ),
build cycles generates all possible cycles of period p that
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6.

Algorithm 6 Competitors Finder
1: procedure CompetitorsF inder(M P G0 , min ratio)
Input: Set of frequent periodic patterns M P G0 , minimum
rate of competition min ratio
Output: Set of pairs of competitors M axComp
2: M axComp ⇐ ∅
3: for all p ∈ M P G0 do
4:
max ratio := 0
5:
for all p0 ∈ M P G0 with p 6= p0 do
6:
comp ratio := competition ratio(p, p0 )
7:
if comp ratio > max ratio then
8:
max ratio ⇐ comp ratio; max pat ⇐ p0
9:
end if
10:
end for
11:
if (max pat, p, ∗) ∈
/ M axComp AND max ratio ≥
min ratio then
12:
M axComp.add(p, max pat, max ratio)
13:
end if
14: end for
15: return M axComp
16: end procedure

EXPERIMENTAL RESULTS

In this section, we present several experiments carried out
on embedded multimedia application traces. The experiments show that periodic pattern mining can help to debug
applications by automatically extracting representative information from their execution traces. These experiments
could have been carried out by analyzing exclusively the set
of frequent periodic patterns but it would have taken a lot
longer since the difference in size between the set of frequent
periodic patterns and the set of minimal periodic generators
is considerable as stated below.
Figures 5 and 6 correspond to two visualization tools developed to facilitate the analysis of the periodic patterns.
In Figure 6 the list of periodic patterns can be explored by
navigating the list of itemsets. When the user selects an
itemset from the list, the periodic patterns associated with
that itemset, one for each period, are shown on the bottom
part of the tool. Each line corresponds to a periodic pattern
with the period value on the left part of the figure and the
occurrences on the right. The occurrences are visualized by
a sequence of vertical lines representing all possible transactions on the dataset (from left to right). A line is colored
when the corresponding transaction forms part of the selected periodic pattern. Similarly, Figure 5 shows the list of
pairs of competitors. When a pair of competitors is selected,
the occurrences of both patterns are shown, pattern 1 on top
and pattern 2 at the bottom.

the set of minimal periodic generators, and for each frequent periodic pattern it searches the pattern that is the
most in competition with it. For each pattern, this procedure compares it with all other patterns and calculates the
competition ratio by invoking competition ratio function.
In max ratio and max pat, the procedure stores the maximum ratio found and the pattern linked to that ratio.
When the pattern has been compared to all other patterns, the procedure checks if the competition ratio is bigger than the competition ratio threshold given as an input,
and as well, whether the two patterns were already stated as
competitors, in which case they are not outputted to avoid
repetitions. Finally the list of competitors with their competition ratio is returned by this procedure.

6.1

HNDTest Application

In this example, we retrieved a trace from an execution of
a video and audio decoding test application called HNDTest,
test application for STMicroelectronics development boards,
on an ST40 processor, introduced in Section 2.1. Then, we
preprocessed it, as explained in Section 2.2, in order to split
the trace into frames. The execution trace occupied 7.2 MB
of memory. After preprocessing, the dataset contained 240
frames, and with a support threshold of 10% our algorithm
mined 859 minimal periodic generators, faster to analyze
than 7.2 MB of execution trace. This trace would produce
109,668 triadic concepts and 38,459 frequent periodic patterns. Therefore, we can observe that mining minimal periodic generators considerably reduces the number of patterns
to analyze.
The bigger number of triadic concepts with respect to the
number of frequent periodic patterns can be explained by the
fact that the number of periods in frequent periodic patterns
is limited to one per pattern while in the triadic concepts
is not limited. Consequently, all possible combinations of
all lengths of the set of possible periods are generated as
triadic concepts. All these extra patterns are then removed
by the minimal periodic generator miner. Also, the transactions of the dataset used in this example have an average of
8 items per transaction which produces patterns with relatively short itemsets that consequently do not produce many
combinations in terms of frequent periodic patterns.
As part of the analysis of the set of frequent periodic
patterns mined, we used the tool Competitors Finder (see
Section 5.1) to identify possible conflicts between different
entities of the system. We highlight here a pair of competitors found by the tool involving on one hand, Interrupt 16,
which is the clock of the processor, and Interrupt 168, which
is a USB port interrupt, and on the other hand, a context

Algorithm 7 Competition Ratio Calculator
1: function competition ratio(P, P 0 )
Input: Two periodic patterns
Output: The ratio of competition between P and P 0
2: for all ci , ci+1 ∈ P.cycles do
3:
for all c0 ∈ P 0 .cycles do
4:
match += calculate coexecution(c, c0 )
5:
match += calculate cogap(ci , ci+1 , c0 )
6:
end for
7: end for
8: return (1 − ((num trans − match)/num trans)) ∗ 100;
9: end function
The function competition ratio in Algorithm 7 calculates
the competition ratio between two frequent periodic patterns. By comparing the cycles between them, it uses the
function calculate coexecution to calculate the area of coexecution of two cycles, and the function calculate cogap to
calculate the area between two cycles of the first periodic
patterns (gap) not occupied by a cycle of the second periodic pattern. The sum of all the output values of these two
functions is called matching ratio, and the competition ratio is the result of calculating just the opposite, i.e. 100% matching ratio.
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Figure 5: Conflict between application and operating system
switch and a system call (try_to_wake_up) involving thread
HNDTest.
In Figure 5 we can observe that these two patterns are
in competition: the top pattern (interrupts) stops executing
when the bottom pattern (HNDTest) increases its frequency.
In this context, the processor periodically polls the device
connected to the USB port to check whether it has data
to transfer. This is achieved using interrupt 168. When
HNDTest increases its activity, it masks the interrupts and
therefore prevents the processor from transferring any incoming data from the USB port, which causes a delay in
transmission. This might have further repercussions if the
USB reception buffer becomes full while waiting to transfer
the data, causing the data to be overwritten.

The application developers investigated these gaps and
found that there was a bug in the calculation of an interrupt
period. This interrupt was in charge of flushing a buffer
of samples read from memory but it was being generated
too late causing buffer overflows and higher level drivers to
underflow when operating double buffered.
Discussion. In these experiments, we have shown that
our approach allows developers to quickly discover certain
problems in the execution of their applications by automatically analyzing their execution traces, that otherwise would
have taken a long time to be discovered by manually analyzing execution traces.

6.2

Pattern mining is starting to play an important role in system analysis, even more in embedded systems, where tracing
is widely used in order to analyze the system while avoiding
high intrusiveness.
First uses of pattern mining in system analysis focused on
detecting bugs, e.g. introduced by copying-and-pasting kernel source code [12] or caused by the violation of programing
rules [13], or more generally detecting systemic problems [9].
Lo et al. [14] studied how to classify software behaviors, obtained by pattern mining of known normal and failing execution traces, in order to detect failures in future executions
of the system.
Recently, Chang et al. [4] worked on system verification
using pattern mining in order to extract assertions from simulated traces of the system being validated. In terms of performance analysis, Zou et al. [23] used pattern mining to
reduce vast amounts of hardware sample data into a set of
easier-to-analyze frequent instruction sequences, in order to
help to analyze the performance of the system.
Nevertheless, none of the previous studies have applied
periodic pattern mining to system analysis.
The first studies carried out on periodicity focused on association rules. As an example Ozden et al. [17] looked for
cyclic association rules in transactional databases. Their objective was to find association rules that hold in all segments
of the database over a given period. This kind of periodicity,
called perfect periodicity, is very useful for certain contexts
but is too restrictive in our case.
Han et al. [6, 5] introduced a certain confidence in the
periodicity which means that the pattern does not need to
be found in all instances, but allows certain misses. Nevertheless, when there is a gap in the periodicity of the pattern,
this gap is always regular, i.e. multiple of the period.
The first study to include irregularity in the periodicity
was carried out by Ma et al. [15]. In their study, the authors
extended the concept of partial periodicity introduced by
Han et al. considering that periodic behavior might be found
in part of the dataset and it is not necessarily expected to
be persistent. The authors allowed gaps in the periodicity
but they restricted their sizes to a certain time window.

7.

Gstreamer Application

GStreamer is a pipeline-based multimedia framework that
has been adopted by many different corporations such as
Nokia, Texas Instruments and so on. In this experiment,
we used a trace that registered an audio decoding applications, using GStreamer, while playing back an audio file.
The application was executed on a platform that contained
an ARM processor over an Orly SoC [20]. Our algorithm,
with a support threshold of 10%, mined 1,467 minimal periodic generators. This trace would have produced 21,588
triadic concepts and 3,086,321 frequent periodic patterns.
In this example, the number of frequent periodic patterns
is much bigger than the number of triadic concepts. This is
because the transactions in the dataset of this example are
very long, 35 items per transaction in average, and therefore
generate patterns with a long itemset. For this reason, the
number of frequent periodic patterns per itemset and per
period is large since there is a frequent periodic pattern for
each combination (of any length) of the items in the itemset.

Figure 6: Trace visualization
In this context, the mixer maps audio samples every 32ms,
so we decided to split the trace using a time interval of 32ms
to see whether the expected period was preserved or not.
In the minimal periodic generators mined, we expected to
find some patterns with a period of 1 (32ms) over all the
data. Surprisingly, the patterns found exhibit gaps in the
periodicity (vertical white lines in period visualization in
Figure 6) showing that the application is unable to keep up
the expected mixing rate.
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mining have allowed for irregular gaps without any restriction on the length of the gap. It is important for us to
allow irregularities in the gaps in order to discover different
types of periodic patterns, e.g. patterns that are periodic
during certain segments of the trace with big gaps between
those segments, or patterns with a regular periodicity but
that every time there is a gap the pattern gets shifted by n
positions.
Triadic Concept Analysis was first introduced by Rudolf
Wille in 1995 [22, 10]. Since then, several algorithms that
mine triadic concepts have been proposed, among them we
can find CubeMiner proposed by Ji et al. [12], Trias proposed by Jaschke et al. [7] and Data-Peeler proposed by
Cerf et al. [3]. The latter was chosen in this paper since
the authors showed through an experimental comparison
that their algorithm was more efficient than CubeMiner or
Trias. Moreover, the authors generalized the computation
of triples previously studied by [12] and [7] to a constraintbased approach for mining closed sets from n-ary relations.
But none of the previous studies have applied ternary relation theory to mining periodic patterns.
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CONCLUSIONS AND FUTURE WORK

In the context of analyzing traces of multimedia embedded
applications, we have presented a new definition of periodic
patterns that allows unrestricted-sized gaps in the periodicity. Moreover, we have presented a lossless representation
of the set of frequent periodic patterns, called minimal periodic generators, that simplifies the analysis. Also, we have
introduced an algorithm for mining such minimal periodic
generators and a tool that identifies pairs of competitors
from the set of minimal periodic generators.
Through experiments on execution traces, we have demonstrated how pattern mining can help to discover problems
more quickly than manually analyzing raw execution traces.
We have applied our mining method and our Competitors
Finder tool to an execution trace and identified a conflict
between the application and the operating system, demonstrating the interest of our approach.
We have also shown how discovering the periodic behavior
of multimedia applications can help to pinpoint when this
periodicity is lost and therefore what affects the expected
execution of the application.
The scope of this paper is to present our approach, its
applicability and its interest. We intent to study the use of
other patterns such as sequences (ordered itemsets) which
would help to discover other behaviors of the application,
and therefore complete the analysis. Moreover, we are planning to design an algorithm to mine minimal periodic generators directly, without having to generate the set of triadic
concepts, in order to increase efficiency.
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