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Symbolic model Reduction results Applications

Distance bounding protocols
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The payment reader must authenticate
AND

verify the proximity of the card.



Brands and Chaum
(1993)

Prover Verifier
Skp, pk(sk,) sk, pk(skp)

nonces m, k commit(m, k) .

fori=1to!

C: start clock
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stop clock
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>
sign((m,ry, ..., 1), Skp)

>
check the
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Symbolic model Reduction results Applications

Two attack scenarios

Mafia fraud (i.e. Man In the Middle)

An attacker, located in-between a verifier
and a remote prover, tries to make the
verifier think that they are close.




Symbolic model Reduction results Applications

Two attack scenarios

Mafia fraud (i.e. Man In the Middle)

An attacker, located in-between a verifier
and a remote prover, tries to make the
verifier think that they are close.

An attacker tries to abuse honest provers
to be authenticated by a remote verifier.
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Symbolic model Reduction results Applications

Two major families of models...

... with some advantages and some drawbacks.

Computational models .

-+ messages are bitstrings, a general and powerful attacker

— tedious proofs by hand and very error-prone

Symbolic models

— few abstractions (messages, attacker...)

-+ automatic procedures and existing tools l

Some results make a link between these two models
[Abadi & Rogaway, 2000]
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Table of contents

A symbolic model for DB protocols

Towards automatic verification
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Symbolic model

Overview of
symbolic models

Symbolic models:

() Messages: abstracted with terms (e.g. enc({n, n,), k) )

(i) Protocols: specific logics, process algebra, multiset rewriting rules

(iii) Properties: trace property or equivalence property

Scyther

ProVerif



Symbolic model

Term algebra

Messages: terms built over a set of names ./ and a
signature 2 given an equational theory E.

Example
> Names: A = {a,n, k}

» Signature: X = {senc, sdec,sign,check_sign, pk,
pair,proj,,proj,, ® }

proj,(pair(x,y)) =x xP0=x
pToj,(pair(x,y)) = y x@x =0
sdec(senc(x,y),y) = x xPy=yDx

check_sign(sign(x, k), pk(k)) = x xDBy)Dz=xD (D2

For example: sdec(senc(n @ 0),k),k) = n
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Symbolic model

Process algebra

The role of an agent is described by a process following the
grammatr:
P =0 null process

new n.P name restriction
let x=u in P  declaration

if u=v then P condition
out(u).P output
in(x).P input




Symbolic model

Process algebra

The role of an agent is described by a process following the
grammatr:
P =0 null process

new n.P name restriction
let x=u in P  declaration

if u =v then P condition

out(u).P output
in(x). P input
in<(x). P guarded input

reset.P personal clock reset
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Symbolic model

Process algebra

The role of an agent is described by a process following the
grammatr:
P =0 null process

new n.P name restriction
let x=u in P  declaration

if u =v then P condition

out(u).P output

in(x). P input

in~(x).P guarded input
reset.P personal clock reset

Distance-bounding protocol

A distance-bounding protocol is a pair of roles (V, P) representing the
verifier and the prover roles.
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Symbolic model

Example: Brands and Chaum - 1993

Prover Verifier
V(sk,, pk,) 1= sk, pk(sk,) sk,, pk(sk,)
in(y,).new b. I
reset.out(h).in<>¥%(y,). nonces
in(y,). in(ysign) . m, k commit(m, k) .
et y,, = open(y,,y) in

let ypee = check _sign(yg;g,, Pk(sk,)) in
if pair(y,,y, @ b) = ye, then

ifb®y, =)y, in - — - —_—_b%______
0
o __ r=m@b__ _ _
k
>
sign(pair(m,r), skp)
>
check the

signature
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Symbolic model

Example: Brands and Chaum - 1993

Prover Verifier
V(sk,, pk,) 1= sk, pk(sk,) sk,, pk(sk,)
in(y,).new b. I
reset.out(h).in<*(y,). nonces
in(y,). in(ysign) . m, k commit(m, k) .
let y, = open(y,, ) in

let ypee = check _sign(yg;g,, Pk(sk,)) in
if pair(y,,y, @ b) = ye, then

: : b
ifbdy, =y in - — - — — -2 - -
0
o r=m®b_ _ _ _
k
>
sign(pair(m,r), skp)
>
check the

signature
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Symbolic model

Example: Brands and Chaum - 1993

Prover Verifier
V(sk,, pk,) 1= sk, pk(sk,) sk,, pk(sk,)
in(y,).new b. I
reset.out(h).in<*(y,). nonces
in(y,). in(ysign) : m, k commit(m, k) .
let y, = open(y,,y;) in
let ypee = check _sign(yg;g,, Pk(sk,)) in
it pa’ir(ym’ Ym D b) = ymsg then
ifb®y, =)y, in - - ——--2_ _____
0
- r=m®b_
P(sk,, pk,) :=
new m.new k. k
out(commit(m,k)). . ' >
in(yb) | sign(pair(m,r), sk, .
out(m@y,). check the
out(k) . out(sign(pair(m,m @ yy), sk,)). signature

0
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Symbolic model

Topology

A topology is atuple J = Loc, A, v p)

agents / \ specific agents

locations  dishonest
agents

® | @
Ot ®
| ®

|Loc(a) — Loc(D)|

C

We define Distg(a,b) =

13



Symbolic model

Configuration and semantics

A configuration is a tuple (&; ®;1) where:

> P is a multiset of |P] witha e of andt, € &,

9t n’tn 1
» O = {w, L m,...,w, =5 m} isaframe

> 1 € R, is the global time
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Symbolic model

Configuration and semantics

A configuration is a tuple (&; ®;1) where:

> P is a multiset of |P] witha e of andt, € &,

9t n’tn 1
» O = {w, L m,...,w, =5 m} isaframe

> 1 € R, is the global time

TIME (P ;1) —g, (P D; 1)
» >
» P = {|P|“*"| |P| e P)
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Symbolic model

Configuration and semantics

A configuration is a tuple (&; ®;1) where:
> P is a multiset of |P] witha e of andt, € &,
> @ = {w, LLomy, .., W, =5 m,} is a frame

> 1 € R, is the global time

a,out(u)

OuT (lout(u).P]w P, ®; 1) s ([P]law P @ 1)

with @' =® U {w L5 u)
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Symbolic model

Configuration and semantics

A configuration is a tuple (&; ®;1) where:
> P is a multiset of |P] witha e of andt, € &,
» ® = {w, 25 m,,..,w, 2 m ) is aframe

> 1 € R, is the global time

a,in"(u)

IN (lin*(x).P|w P; ®;1) s, ([P{x — u}|lew P, ;1)

If uis deducible from @
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Symbolic model

Configuration and semantics

A configuration is a tuple (&; ®;1) where:

> P is a multiset of |P] witha e of andt, € &,

) 1 n’tn 1
» O = {w, L m,...,w, =5 m} isaframe

> 1 € R, is the global time

a,in"(u)

IN (lin*(x).P|w P; ®;1) s, ([P{x — u}|lew P, ;1)

if 3be d,t, € R, such that 1, <1-Distgy (b,a) and:
> if b& A then u e img(L(I)JZ’)
t,~Disty (c.b)

» if b € ./ then u is deducible from U @],
cedf
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Symbolic model

Configuration and semantics

A configuration is a tuple (&; ®;1) where:

> P is a multiset of |P] witha e of andt, € &,

9t n’tn 1
» O = {w, L m,...,w, =5 m} isaframe

> 1 € R, is the global time

NEW, LET, RESET...

14



Symbolic model

Example
V:=1in(y, .new b. P :=new m.new k.
reset.out(b). in<>%(y,). out(commit(m, k)).
in(y) . in(Vsign) - in(yp) -
let y, = open(y,,y,) in out(m @ y,)-
let yps, = check _sign(Yg;g,, PK(sk,)) in out(k).. |
if pair(y,y, @ b) = Yaog theD out(sign(pair(m,m @ y,), skp)).
ifb®y, =y, then 0
0

(LVIYw |P]) 5 {};0)
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Symbolic model

Example
V:=1in(y, .new b. P, = new k.
reset.out(b). in<>%(y,). out(commit(m, k)).
in(y) . in(Vsign) - in(yp) -
let y,, = open(y,,y,) in out(m' @ yp) -
let ype, = check_sign(yg;,,, Pk(sk,)) in out(k).
L£ PAiT(yy Yy D b) = Yoy then out(sign(pair(m'm' @ y,), sk,).
ifb®y, =y, then 0

0

(VR w [Py s {}:0) — (LVIDw [P]) 5 {}:0)
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Symbolic model

Example
V:=1in(y,).new b. P, =
reset.out(b). in<>%(y,). out(commit(m’,k")).
in(y) . in(Vsign) - in(yp) -
let y, = open(y,y,) in out(m’ @ y,).
let yyep = check_sign(Vg;gy, Pk(sk,)) in out(k).

out(sign(pair(m’,m' @ y,), skp)) :

if pair(y,,y, @ b) = e then 0

ifbdy, =y, then
0

(VYW [Pl 5 {100 — g (VL W [P, 5 {1:0) — g (VW [Py, 5 {3:0)
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Symbolic model

Example
V:=1in(y, .new b. P, =
reset.out(b). in<>%(y,).
in(y) . in(Vgign) - in(yp) .
let y, = open(y,.y,) in out(m’ @ ).
let Yo, = Check_sign(yg;,,, pk(sk,)) in out(kﬁ.. o
i£ PAiT(yy. Y ® b) = Yyeq then outlsign(patxlmm @) sk).

ifbdy, =y, then
0

(VYW [Pl 5 {100 — g (VL W [P, 5 {1:0) — g (VW [Py, 5 {3:0)

p,out(commit(m’k"))

>97(LVJ8L+J LP3JO , D1, 0)

0 :
With @, = {w, 2 commit(m’, k')}
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Symbolic model

Example
V:=1in(y, .new b. P, =
reset.out(h). in<>%(y,).
in(y) . in(Vgign) - in(yp) .
let y, = open(y,.y,) in out(m’ @ ).
let Yo, = Check_sign(yg;,,, pk(sk,)) in out(kﬁ.. o
i£ PAiT(yy. Y ® b) = Yyeq then outlsign(patxlmm @) sk).

ifbdy, =y, then
0

(VYW [Pl 5 {100 — g (VL W [P, 5 {1:0) — g (VW [Py, 5 {3:0)

p,out(commit(m’k"))

7 (V10w [P3]0:@,50) — 4 (VI @ [P35 @p31)

0 :
With @, = {w, 2 commit(m’, k')}
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Symbolic model

Example
V, = new b. P, =
reset.out(h). in<>%(y,).
in(y) . in(Vgsgn) - in(yp) .
let y, = open(commit(m’, k),y,) in out(m’ @ ).
let Yy, = check_sign(yg;gy, pk(sk,)) in out(kﬁ.. o
if pair(y,,y, ® b) = Ymsg then gut(Slgn(palr(m D V), Skp)) )

ifbdy, =y, then
0

(VYW [Pl 5 {100 — g (VL W [P, 5 {1:0) — g (VW [Py, 5 {3:0)

p,out(commit(m’k"))

>9‘(LVJ8L"J [P3JO ,@;0) — g (V] W [P3J2 ;D3 1)

v,in(commit(m’,k’))

7 (LVI1w P31 @5 1)

0 :
With @, = {w, 2 commit(m’, k')}
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Symbolic model

Example
V2 = P1 —
reset.out(h).in<*(y,).
in(y) . in(ygien) - in(yp) -
let y,, = open(commit(m’, k'), y,) in out(m' ® yp) .
let Yy, = check_sign(yg;gy, pk(sk,)) in out(kﬁ.. o
1f PAiT(Yyy Yy ® b) = Yyop then gut(51gn(Palr(m D 3p). 5Kp))

if '@y, =y, then
0

(VYW [Pl 5 {100 — g (VL W [P, 5 {1:0) — g (VW [Py, 5 {3:0)

p,out(commit(m’k"))

>9‘(LVJ8L"J [P3JO ,@;0) — g (V] W [P3J2 ;D3 1)

v,in(commit(m’,k"))

7 (Vi1 [P3]) s @) — g ([Valll W | P55 @45 1y)

0 :
With @, = {w, 2 commit(m’, k')}
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Symbolic model

S
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o
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(VYW [Pl 5 {100 — g (VL W [P, 5 {1:0) — g (VW [Py, 5 {3:0)

p,out(commit(m’k"))

>9‘(LVJ8L"J [P3JO ,@;0) — g (V] W [P3J2 ;D3 1)

v,in(commit(m’,k"))

7 (Vi1 [P3]) s @) — g ([Valll W | P55 @45 1y)

S—————— ] [OJ;tl . D,; 3t))

0 : /1,7
With @, = {w, 2 commit(m’, k')} and

V,t p.t Dt D>t )
O, =P, U{w,—>biu;—Sm @b, —>k;ws —> sign(...)}
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Symbolic model

Mafia fraud resistance
[FSTTCS’18]

Mafia fraud resistance: A verifier never authenticates a far-away prover, even
considering attackers located in-between.

Topologies: we denote by G the set of topologies (&, Locg, ., vy, py) such that

|Loco(vy) — Loco(py)ll
c

DiStg(Vo, po) —

prox

Mafia fraud resistance

A distance-bounding protocol g’prox Is mafia fraud resistant if for all

topology I € G, there is no initial configuration (&; @); £,) such that:

(P @y U Dy; 1) ——g (lend(v, po) |3y @ P; ®; 1)

16



Symbolic model

Distance fraud resistance
[FSTTCS’18]

Distance fraud resistance: A verifier never authenticates a far-away attacker if
this last has no accomplice in the verifier’s vicinity.

Topologies: we denote by €' the set of topologies (), Locg, Ay, vy, py) such that

Do € M andforalla € My, Distg(vy, a) >

tprox

Distance fraud resistance

A distance-bounding protocol g’prox is distance fraud resistant if for all

topology I € €, there is no initial configuration (&; @); £,) such that:

(P @y U Dy; 1) ——g (lend(v, po) |3y @ P; ®; 1)
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Symbolic model Reduction results Applications

Table of contents

Towards automatic verification
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Introduction Symbolic models Existing tools

Theoretical imitations

for analysing weak secrecy/authentication properties

Veritying trace properties is:
» undecidable in general [Even & Goldreich, 83; Durgin et al, 99]

> decidable for very restrictive classes [Lowe, 99]
[Rammanujam & Suresh, 03] [D’Osualdo et al, 17]
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Introduction Symbolic models Existing tools

Theoretical imitations

for analysing weak secrecy/authentication properties

Veritying trace properties is:
» undecidable in general [Even & Goldreich, 83; Durgin et al, 99]

> decidable for very restrictive classes [Lowe, 99]
[Rammanujam & Suresh, 03] [D’Osualdo et al, 17]

But efficient automatic tools exist:

TAMARIN  ProVerif

Tamarin prover interactive mode

Some success stories:

®@ W

Google apps |,
> b
Attack

Attack

19



Automatic analysis
of DB protocols

Underlying attacker model of existing tools

The attacker controls all the network; he can intercept, build and send
messages without introducing any delay.

— not suitable to analyse distance-bounding protocols...
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Automatic analysis
of DB protocols

Underlying attacker model of existing tools

The attacker controls all the network; he can intercept, build and send
messages without introducing any delay.

— not suitable to analyse distance-bounding protocols...

How to overcome this issue?

1. develop a new procedure and implement it in a new tool

2. establish theoretical results to get rid of topologies and time
e.g. reduce the number of topologies or prove causality results

20



Reduction results

Mafia fraud / Distance fraud:
one topology is enough

Theorem: one topology is enough

Let g’prox be an executable distance-bounding protocol.

@prox Is mafia fraud (resp. distance hijacking) resistant if and only if there is no

initial configuration (£y; @; £,) such that:
[
(P Dy U Dy; 1) — (|end(v, py) | & P @3 1)

with I = T (resp. I pp).
4 t > @4 t >
G G

21




Applications

Encoding the reduced topologies

Up to now: we have reduced the number of topologies to only one

But: even a single topology cannot be modeled into existing tools

22
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Applications

Encoding the reduced topologies

Up to now: we have reduced the number of topologies to only one

But: even a single topology cannot be modeled into existing tools

In [FSTTCS’18] proved that we can use the notion of phases available
In the ProVerif tool to encode the reduced topologies.

Prover Verifier
I I
Idea of the encoding Setup phase

Use the notion of phases available in ProVerif _'
Distance measurement
= Phase 0 —> setup phase
= Phase 1 — distance measurement
= Phase 2 — finalising phase

challen

response

Finalising phase

o5 o — I
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Protocols

Case studies

Mafia fraud
resistance

Distance fraud
resistance

Applications

Terrorist fraud
resistance

Hancke and Kuhn

Brands and Chaum
Swiss-Knife

SKI
TREAD-Asymmetric
TREAD-Asymmetric fixed
TREAD-Symmetric
Spade

Spade fixed

Munilla et al.

MAD

PaySafe

NXP

SNSRI X SIS XSSNASNS

AXXIAXXXXX NN XS

( X: attack found, v": proved secure)
(we never obtained false attacks or non-termination)

23
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Applications

Conclusion

Designing and analyzing cryptographic protocols is difficult!

But there exist automatic verification tools to:
- verify well-known security properties (e.g. confidentiality, authentication...)

- model standard cryptographic primitives
- analyse small protocols
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Applications

Conclusion

Designing and analyzing cryptographic protocols is difficult!

But there exist automatic verification tools to:

verify well-known security properties (e.g. confidentiality, authentication...)
model standard cryptographic primitives
analyse small protocols

Ongoing and future works:

analyse new classes of protocols (e.g. DB protocols, stateful protocols...)
verify new security properties (proximity, unlinkability...)
model new primitives (homomorphic encryption, XOR...)
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