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Example: TREAD - 2017
𝚅𝚎𝚛𝚒𝚏𝚒𝚎𝚛
skv, 𝚙𝚔(skp)

𝙿𝚛𝚘𝚟𝚎𝚛
skp, 𝚙𝚔(skv)

𝚊𝚎𝚗𝚌(⟨γ, σ⟩, 𝚙𝚔(𝚜𝚔v))

start clock

m

ri
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nonce m, 
 nonce

    γ = α | |β

     σ = 𝚜𝚒𝚐𝚗(γ, 𝚜𝚔p)

ci

stop clock
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for i = 1 to n

c1, …, cn

ri = {αi if ci = 0
βi ⊕ mi if ci = 1
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Unbounded number of sessions

Bounded number of sessions

‣  undecidable in general


‣  tools may not terminate or lead to false attacks…


‣  tools: ProVerif, Tamarin… 

‣  decidable for many classes of protocols


 


‣  tools implement exact procedures 


‣  tools: OFMC, Akiss…

[Durgin et al - 99]

[Rusinovitch et al - 01] [Millen et al - 01] [Comon et al - 03]
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Unbounded number of sessions

Bounded number of sessions

But not adapted to analyse DB protocols!

‣  undecidable in general


‣  tools may not terminate or lead to false attacks…


‣  tools: ProVerif, Tamarin… 

‣  decidable for many classes of protocols


 


‣  tools implement exact procedures 


‣  tools: OFMC, Akiss…

[Durgin et al - 99]

[Rusinovitch et al - 01] [Millen et al - 01] [Comon et al - 03]
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Contribution in this work
We extend the tool Akiss to be able to analyse DB protocols: 

‣ adapt the model to take time into account

‣ provide an exact procedure 

Unbounded number of sessions
‣  existing tools can be used to verify DB protocols 


‣  Tamarin: [Mauw et al - 18] 


‣  ProVerif: [Chothia et al - 18] [Debant et al -18]

Bounded number of sessions
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Term algebra
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Messages: terms but over a set of names      and a

signature     given with a rewriting system    satisfying 

the finite variant property.

𝒩
Σ 𝚁

Example
‣  Names: 𝒩 = {a, n, k}

‣  Signature: Σ = {𝚊𝚎𝚗𝚌, 𝚊𝚍𝚎𝚌, 𝚙𝚔, 𝚙𝚊𝚒𝚛, 𝚙𝚛𝚘𝚓1, 𝚙𝚛𝚘𝚓2,

𝚊𝚍𝚎𝚌(𝚊𝚎𝚗𝚌(x, 𝚙𝚔(y)), y) = x

𝚙𝚛𝚘𝚓1(𝚙𝚊𝚒𝚛(x, y)) = x 𝚙𝚛𝚘𝚓2(𝚙𝚊𝚒𝚛(x, y)) = y

Introduction Symbolic model Procedure Case studies

𝚌𝚑𝚎𝚌𝚔(𝚜𝚒𝚐𝚗(x, y), 𝚙𝚔(y)) = 𝚘𝚔

𝚜𝚒𝚐𝚗, 𝚐𝚎𝚝𝚖𝚜𝚐, 𝚌𝚑𝚎𝚌𝚔, 𝚘𝚔,}

𝚐𝚎𝚝𝚖𝚜𝚐(𝚜𝚒𝚐𝚗(x, y)) = x
‣  



Protocols
A trace      is a finite sequence of pairs, i.e.                          

where each             and     is an action of the form:
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T T = (a1, 𝚊1) . … . (an, 𝚊n)
ai ∈ 𝒜 𝚊i

𝚘𝚞𝚝 (u) output‣  
𝚒𝚗 (x) input‣  
[v = v′�] test equality‣  
[z := v] affectation of a timing variable‣  
[ | t1 ∼ t2 | ] timing constraint‣  
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Protocols
A trace      is a finite sequence of pairs, i.e.                          

where each             and     is an action of the form:

Protocol

A protocol is a finite set of traces                   describing all the possible 
interleavings of the considered sessions.

(T1, …, Tk)
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T T = (a1, 𝚊1) . … . (an, 𝚊n)
ai ∈ 𝒜 𝚊i

𝚘𝚞𝚝 (u) output‣  
𝚒𝚗 (x) input‣  
[v = v′�] test equality‣  
[z := v] affectation of a timing variable‣  
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𝚅𝚎𝚛𝚒𝚏𝚒𝚎𝚛
skv, 𝚙𝚔(skp)

𝙿𝚛𝚘𝚟𝚎𝚛
skp, 𝚙𝚔(skv)

𝚊𝚎𝚗𝚌(⟨γ, σ⟩, 𝚙𝚔(𝚜𝚔v))

start clock

m

𝚑(c, m, γ)

nonce m, c   nonce    γ

     σ = 𝚜𝚒𝚐𝚗(γ, 𝚜𝚔p)

c

stop clock

TV = (v, 𝚒𝚗(x)) .
(v, [𝚌𝚑𝚎𝚌𝚔(tσ, 𝚙𝚔(𝚜𝚔p)) = 𝚘𝚔]) .
(v, [tγ = 𝚐𝚎𝚝𝚖𝚜𝚐(tσ)]) .

tσ = 𝚙𝚛𝚘𝚓2(𝚊𝚍𝚎𝚌(x, 𝚜𝚔v))

tγ = 𝚙𝚛𝚘𝚓1(𝚊𝚍𝚎𝚌(x, 𝚜𝚔v))

(v, 𝚘𝚞𝚝(m)) .
(v, 𝚘𝚞𝚝z1(c)) .
(v, 𝚒𝚗z2(y)) .
(v, [ |z2 − z1 < 2 × t0 | ]) .
(v, [y = h(c, m, tγ)])

with
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𝚅𝚎𝚛𝚒𝚏𝚒𝚎𝚛
skv, 𝚙𝚔(skp)

𝙿𝚛𝚘𝚟𝚎𝚛
skp, 𝚙𝚔(skv)

𝚊𝚎𝚗𝚌(⟨γ, σ⟩, 𝚙𝚔(𝚜𝚔v))

start clock

m

𝚑(c, m, γ)

nonce m, c   nonce    γ

     σ = 𝚜𝚒𝚐𝚗(γ, 𝚜𝚔p)

c

stop clock

TV = (v, 𝚒𝚗(x)) .
(v, [𝚌𝚑𝚎𝚌𝚔(tσ, 𝚙𝚔(𝚜𝚔p)) = 𝚘𝚔]) .
(v, [tγ = 𝚐𝚎𝚝𝚖𝚜𝚐(tσ)]) .

tσ = 𝚙𝚛𝚘𝚓2(𝚊𝚍𝚎𝚌(x, 𝚜𝚔v))

tγ = 𝚙𝚛𝚘𝚓1(𝚊𝚍𝚎𝚌(x, 𝚜𝚔v))

(v, 𝚘𝚞𝚝(m)) .
(v, 𝚘𝚞𝚝z1(c)) .
(v, 𝚒𝚗z2(y)) .
(v, [ |z2 − z1 < 2 × t0 | ]) .
(v, [y = h(c, m, tγ)])

with

The protocol TREAD is the set of all the possible interleaving of      and           

(the trace corresponding to the prover)

TV TP
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Topology and Configuration

�10

Introduction Symbolic model Procedure Case studies

A topology is a tuple 𝒯 = (𝒜, 𝙻𝚘𝚌, ℳ) .

We define 𝙳𝚒𝚜𝚝𝒯(a, b) =
∥𝙻𝚘𝚌(a) − 𝙻𝚘𝚌(b)∥

c

locations
dishonest


agentsagents
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A topology is a tuple 𝒯 = (𝒜, 𝙻𝚘𝚌, ℳ) .

We define 𝙳𝚒𝚜𝚝𝒯(a, b) =
∥𝙻𝚘𝚌(a) − 𝙻𝚘𝚌(b)∥

c

locations
dishonest


agentsagents

Configuration

∈ ℛ+

A configuration is a tuple (T; Φ; t )where:

‣      is a trace 


‣                                                     is a frame


‣              is the global time

T

Φ = {𝚠1 m1, …, 𝚠n mn}
a1, t1 an, tn

t



(T; Φ; ) 𝒯0
(T; Φ; )t + δ with δ ≥ 0t

when u ↓ = v ↓((a, [u = v]) . T; Φ; ) a,𝚎𝚚
𝒯0 (T; Φ; )t t

((a, 𝚘𝚞𝚝z(u)) . T; Φ; ) a,𝚘𝚞𝚝(u↓)
𝒯0 (T ; Φ ⊎ {𝚠 a,t u ↓ }; ){z ↦ t}t t

((a, [z := v]) . T; Φ; ) a,𝚕𝚎𝚝(v↓)
𝒯0 (T ; Φ; ) when v ↓ ∈ ℝ+t t{z ↦ v ↓ }

TEST ((a, [ | t1 ∼ t2 | ]) . T; Φ; ) a,𝚝𝚎𝚜𝚝
𝒯0 (T; Φ; ) when             is truet1 ∼ t2t t

Semantics

11

TIME

OUT

LET

EQ
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(T; Φ; ) 𝒯0
(T; Φ; )t + δ with δ ≥ 0t

when u ↓ = v ↓((a, [u = v]) . T; Φ; ) a,𝚎𝚚
𝒯0 (T; Φ; )t t

((a, 𝚘𝚞𝚝z(u)) . T; Φ; ) a,𝚘𝚞𝚝(u↓)
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TIME

OUT
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EQ
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((a, 𝚒𝚗z(x)) . T; Φ; ) a,𝚒𝚗(u)
𝒯0 (T{x ↦ u, }; Φ; )t tz ↦ t

if ∃b ∈ 𝒜, tb ∈ ℛ+ such that tb ≤ t − 𝙳𝚒𝚜𝚝𝒯0(b, a) and:

‣  


‣
if              then b ∉ ℳ u ∈ img(⌊Φ⌋tb

b) ∪ 𝒩𝚙𝚞𝚋 ∪ ℝ+

if              then     is deducible from b ∈ ℳ u ⋃
c∈𝒜

⌊Φ⌋tb−𝙳𝚒𝚜𝚝𝒯0(c,b)
c

IN



Problem under study

Reachability property

A reachability property is a property that can be encoded in the 
following decision problem:  
Input: A trace    and topology 
Output: Do there exist              ,     and    such that    

(T, ∅, t0)
l1,…,ln

𝒯0 (ϵ; Φ; t)?

T 𝒯0
l1, …, ln Φ t

�12
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Distance bounding protocols: 
Resistance against Distance frauds, Mafia frauds, Distance hijacking attacks

is equivalent to: given a topology, 

"can a verifier end a session talking with a remote prover?"  
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T = (a1, 𝚘𝚞𝚝(k)) . (a2, 𝚘𝚞𝚝(k)) . (b, 𝚒𝚗z(x)) . (b, [x = k]) . (b, [ |z < 2 | ])

𝙳𝚒𝚜𝚝𝒯(a1, b) = 10
𝙳𝚒𝚜𝚝𝒯(a2, b) = 1

With



Main issue

�14

Introduction Symbolic model Procedure Case studies

T = (a1, 𝚘𝚞𝚝(k)) . (a2, 𝚘𝚞𝚝(k)) . (b, 𝚒𝚗z(x)) . (b, [x = k]) . (b, [ |z < 2 | ])

𝙳𝚒𝚜𝚝𝒯(a1, b) = 10
𝙳𝚒𝚜𝚝𝒯(a2, b) = 1

With

Is the configuration (T; ∅,0) executable?
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T = (a1, 𝚘𝚞𝚝(k)) . (a2, 𝚘𝚞𝚝(k)) . (b, 𝚒𝚗z(x)) . (b, [x = k]) . (b, [ |z < 2 | ])

𝙳𝚒𝚜𝚝𝒯(a1, b) = 10
𝙳𝚒𝚜𝚝𝒯(a2, b) = 1

With

Yes but only considering      as an input recipe. 

Is the configuration (T; ∅,0) executable?

𝚠2



T
Issue:
The Akiss procedure will arbitrary drop one of the two outputs deducing 
the same term…

Main issue
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T = (a1, 𝚘𝚞𝚝(k)) . (a2, 𝚘𝚞𝚝(k)) . (b, 𝚒𝚗z(x)) . (b, [x = k]) . (b, [ |z < 2 | ])

𝙳𝚒𝚜𝚝𝒯(a1, b) = 10
𝙳𝚒𝚜𝚝𝒯(a2, b) = 1

With

Yes but only considering      as an input recipe. 

Is the configuration (T; ∅,0) executable?

𝚠2
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   Input:  two traces T and P

Output:  check if T ⊑ P
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   Input:  two traces T and P

Output:  check if

Step 1: compute the seed statements for the trace T
r(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k)).(b,𝚒𝚗(k)).(b,𝚎𝚚).(b,𝚝𝚎𝚜𝚝) ⇐ 𝚔(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k))(X, k)

T ⊑ P



Akiss procedure
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   Input:  two traces T and P

Output:  check if

Step 2: compute the saturated knowledge applying resolution rules
‣  finite set of simple Horn clauses

Step 1: compute the seed statements for the trace T
r(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k)).(b,𝚒𝚗(k)).(b,𝚎𝚚).(b,𝚝𝚎𝚜𝚝) ⇐ 𝚔(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k))(X, k)

T ⊑ P

rw ⇐ 𝚔w1
(X1, x1), …, 𝚔wn

(X1, xn)
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   Input:  two traces T and P

Output:  check if

Step 2: compute the saturated knowledge applying resolution rules
‣  finite set of simple Horn clauses

Step 3: check the trace inclusion

‣  for all the reachability statement in the saturated knowledge base, 

Check that it can be executed in P  

Step 1: compute the seed statements for the trace T
r(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k)).(b,𝚒𝚗(k)).(b,𝚎𝚚).(b,𝚝𝚎𝚜𝚝) ⇐ 𝚔(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k))(X, k)

T ⊑ P

rw ⇐ 𝚔w1
(X1, x1), …, 𝚔wn

(X1, xn)



Our procedure

�16

Introduction Symbolic model Procedure Case studies

   Input:  a trace and a topology

Output:  is_secure/attack

Step 3: check the timing constraints
‣  for all the witnesses of attack (i.e. a reach predicate) in the saturated 


knowledge base:  

-  compute all the recipes that can fill the inputs

-  check the corresponding timing constraints

Step 2: compute the saturated knowledge base

‣  finite set of simple Horn clauses 

‣  dropping less clauses than Akiss does, to keep completeness
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   Input:  a trace and a topology

Output:  is_secure/attack

Step 3: check the timing constraints
‣  for all the witnesses of attack (i.e. a reach predicate) in the saturated 


knowledge base:  

-  compute all the recipes that can fill the inputs

-  check the corresponding timing constraints

Step 2: compute the saturated knowledge base

‣  finite set of simple Horn clauses 

‣  dropping less clauses than Akiss does, to keep completeness

Step 1: compute the seed statements for the trace T
r(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k)).(b,𝚒𝚗(k)).(b,𝚎𝚚).(b,𝚝𝚎𝚜𝚝) ⇐ 𝚔(a1,𝚘𝚞𝚝(k)).(a2,𝚘𝚞𝚝(k))(X, k)
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H ⇐ 𝚔w1
(X1, u1), …, 𝚔wn

(X1, un) with H ∈ {𝚛w0
, 𝚔w0

(R, u)}
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‣  reach:                             if there exists              such that  (T0; Φ0) ⊧ 𝚛l1,…,ln (Tn; Φn) (Tn; Φn)(T0; Φ0)
l1, …, ln

H ⇐ 𝚔w1
(X1, u1), …, 𝚔wn

(X1, un) with H ∈ {𝚛w0
, 𝚔w0

(R, u)}
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‣  reach:                             if there exists              such that  (T0; Φ0) ⊧ 𝚛l1,…,ln (Tn; Φn) (Tn; Φn)(T0; Φ0)
l1, …, ln

(T0; Φ0) ⊧ 𝚔l1,…,ln(R, u) (Tn; Φn) (Tn; Φn)(T0; Φ0)
l1, …, ln

RΦn ↓ = uwe have that 

H ⇐ 𝚔w1
(X1, u1), …, 𝚔wn

(X1, un) with H ∈ {𝚛w0
, 𝚔w0

(R, u)}

‣knows:                                   if for all              such that 
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‣  reach:                             if there exists              such that  (T0; Φ0) ⊧ 𝚛l1,…,ln (Tn; Φn) (Tn; Φn)(T0; Φ0)
l1, …, ln

(T0; Φ0) ⊧ 𝚔l1,…,ln(R, u) (Tn; Φn) (Tn; Φn)(T0; Φ0)
l1, …, ln

RΦn ↓ = uwe have that 

H ⇐ 𝚔w1
(X1, u1), …, 𝚔wn

(X1, un) with H ∈ {𝚛w0
, 𝚔w0

(R, u)}

This semantics is given w.r.t. an untimed semantics of traces!

‣knows:                                   if for all              such that 
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K := K ⋓ (H ⇐ B1, …, Bn, Bn+1, …, Bm)σ

σ = 𝚖𝚐𝚞(𝚔w(X, t), 𝚔w′�(R′�, t′�))
f : H ⇐ 𝚔w(X, t), B1, …, Bn ∈ K

g : 𝚔w′�(R′�, t′ �) ⇐ Bn+1, …, Bm ∈
t ∉ 𝒳

𝖱𝖾𝗌𝗈𝗅𝗎𝗍𝗂𝗈𝗇
𝚜𝚘𝚕𝚟𝚎𝚍(K )

New update function 

1. Do not add the statement if the term in the head is reduced to a variable


2. Simplify the statement i.e. if                         and                        keep only oneBi = 𝚔w(Xi, u) Bj = 𝚔w(Xj, u)

Step 2: compute the saturated knowledge base

‣  finite set of simple Horn clauses 

‣  dropping less clauses than Akiss does, to keep completeness
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Soundness of the saturation 

Given a trace T, we denote                                               and K = 𝚜𝚘𝚕𝚟𝚎𝚍(𝚜𝚊𝚝(𝚜𝚎𝚎𝚍(T )))

(T, ∅) ⊧ g g ∈ K ∪ ℋ(K)for any



Saturation
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Completeness of the saturation 

Given a trace T, we denote                                               and 
if                                        with asap input recipes then 

-   

-  if                  for some      asap then 

(T, ∅) l1,…,ln
𝒯 (S, ϕ)

𝚛l1.….ln ∈ ℋ(K)

Rϕ ↓ = u R 𝚔l1.….lp(R, u) ∈ ℋ(K)

K = 𝚜𝚘𝚕𝚟𝚎𝚍(𝚜𝚊𝚝(𝚜𝚎𝚎𝚍(T )))

Soundness of the saturation 

Given a trace T, we denote                                               and K = 𝚜𝚘𝚕𝚟𝚎𝚍(𝚜𝚊𝚝(𝚜𝚎𝚎𝚍(T )))

(T, ∅) ⊧ g g ∈ K ∪ ℋ(K)for any

Lemma 

Given an execution                                       w.l.o.g. we can assume that  
it only involves asap input recipes.

(T, ∅) l1,…,ln
𝒯 (S, ϕ)



Algorithm

�20

Introduction Symbolic model Procedure Case studies

1 : procedure 𝖱𝖾𝖺𝖼𝗁𝖺𝖻𝗂𝗅𝗂𝗍𝗒(T, t0, 𝒯0)
2 : K := 𝚜𝚘𝚕𝚟𝚎𝚍(𝚜𝚊𝚝(𝚜𝚎𝚎𝚍(T )))
3 : for all 𝚛l1,…,ln ⇐ 𝚔w1

(X1, x1), …, 𝚔wm
(Xm, xm) ∈ K do

4 : c1, …, cq

5 : ρ : vars(l1, …, ln) → {c1, …, ck}
6 : for all i ∈ 𝚁𝚌𝚟(n) do
7 : if li = (ai, 𝚒𝚗(vi)) then Li = {R | 𝚔l1ρ,…,rnρ(R, viρ) ∈ ℋ(K )}
8 : end for
9 : {i1, …, ip} = 𝚁𝚌𝚟(n)

10 : for all Ri1, …, Rip ∈ Li1, …, Lip do
11 : ψ = 𝚃𝚒𝚖𝚒𝚗𝚐((T, ∅, t0), Ri1…Rip, l1, …, ln)

12 : if  ψ  then return   end if
13 : end for
14 : end for
15 : return
16 : end procedure

let                be fresh public names such that
is a bijection

let                

let                
satisfiable                      true    

false  
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Soundness and completeness of the procedure

Given a trace T: 
‣ If our procedure returns "attack" then there exists                         

such that:                

‣ If our procedure returns "is_secure" then the empty trace      is not 

reachable.

l1, …, ln, Φn, tn

ϵ
(T, ∅) (ϵ, Φn)

l1,…,ln

Limitation: we did not proved the termination of our procedure.
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TREAD - 2017

𝚅𝚎𝚛𝚒𝚏𝚒𝚎𝚛
skv, 𝚙𝚔(skp)

𝙿𝚛𝚘𝚟𝚎𝚛
skp, 𝚙𝚔(skv)

𝚊𝚎𝚗𝚌(⟨γ, σ⟩, 𝚙𝚔(𝚜𝚔v))

start clock

m

𝚑(c, m, γ)

nonce m, c   nonce    γ

     σ = 𝚜𝚒𝚐𝚗(γ, 𝚜𝚔p)

c

stop clock
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TREAD - 2017

𝚅𝚎𝚛𝚒𝚏𝚒𝚎𝚛
skv, 𝚙𝚔(skp)

𝙿𝚛𝚘𝚟𝚎𝚛
skp, 𝚙𝚔(skv)

𝚊𝚎𝚗𝚌(⟨γ, σ⟩, 𝚙𝚔(𝚜𝚔v))

start clock

m

𝚑(c, m, γ)

𝙸𝚗𝚝𝚛𝚞𝚍𝚎𝚛
ski, 𝚙𝚔(skv)

nonce m, c   nonce    γ

     σ = 𝚜𝚒𝚐𝚗(γ, 𝚜𝚔p)

c

stop clock

𝚊𝚎𝚗𝚌(⟨γ, σ⟩, 𝚙𝚔(𝚜𝚔i))

Man In the Middle  
attack!

[Mauw et al - 2018]



𝚅𝚎𝚛𝚒𝚏𝚒𝚎𝚛
k

𝙿𝚛𝚘𝚟𝚎𝚛
k

start clock 


np

nonce m, c   nonce    γ

P

𝙿𝚁𝙾𝚇𝙸𝙼𝙸𝚃𝚈_𝙲𝙷𝙴𝙲𝙺, c

stop clock
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NXP protocol - 2017

𝚂𝙴𝙻𝙴𝙲𝚃

timeP

𝙿𝚁𝙴𝙿𝙰𝚁𝙴_𝙿𝚁𝙾𝚇𝙸𝙼𝙸𝚃𝚈_𝙲𝙷𝙴𝙲𝙺

𝚅𝙿𝙲, 𝚖𝚊𝚌(⟨𝚅𝙿𝙲, nv, nP, timeP⟩, k)

𝚖𝚊𝚌(⟨𝙲𝙺, nv, nP, timeP⟩, k)

t𝚘𝚞𝚝

t𝚒𝚗

check                

t𝚒𝚗 − t𝚘𝚞𝚝 < tP



Case studies

�25

Introduction Symbolic model Procedure Case studies

Protocols MF DH

Hancke and Kuhn

(       : attack found,       : proved secure)✓×

roles/tr time status
TREAD-Asymmetric ×1s2/- ×1s2/-

SPADE ×2s2/- ×4s2/-

TREAD-Symmetric ✓18min4/7500 ×1s2/-

Brands and Chaum 4/5635 37min ✓ ×1s2/-

Swiss-Knife 3/1080 25s ✓ 3/7470 4min ✓

✓1s2/20 ✓1s2/20

✓58s4/3368 ✓47s4/3368

✓14min5/30240 ✓12min5/30240

NXP 4s2/126 ✓
Mastercard RRP 6min2/35 ✓
PaySafe 5min2/4 ✓
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Conclusion

As expected we have adapted the underlying procedure of Akiss to 
propose an exact procedure to analyze distance bounding protocols. 

We have successfully applied it to many protocols. 
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Future work
‣  Improve the POR optimization to limit the interleaving blow up 


‣  Improve the update function to avoid non-termination issues


‣  Adapt this procedure to model XOR


