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PhD. Thesis 
Title: Symbolic verification of distance-bounding protocols - 
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From a scientific point-of-view 
‣ Studying a new topic

‣ Having more freedom

‣ A new organisation

‣ …
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A « good » post-doc? 
‣ Find a location you want to visit (better if abroad)

‣ Find a topic you want to investigate 

‣ Find a « good » supervisor:


➡ with whom you can work (e.g. not a ghost) 
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➡ who publishes
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When: November/December (reg.: November 9th, app. form: December 15th)


What: gather all the supporting documents 
‣ a detailled CV

‣ administrative documents about the phd defense (reviews, PV…)

‣ a summary of past/current research

‣ a summary of the teachings

https://cnu27.univ-lille.fr/qualification-note.html
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A trendy application  
of security protocols 
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A trendy application  
of security protocols 

but with a complex development 
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What are the expected security guarantees?
➡ Vote privacy


‣ no-one should know Alice/Bob votes for

➡ Individual verifiability

‣ Alice/Bob can convince themselves that his/her votes 

are correctly published on the bulletin board


➡ Universal verifiability

‣ everyone can check that the result of the election 

corresponds to the content of the public bulletin-board


➡ Accountability

‣ if a participant misbehaves then it can be detected and 

prosecuted 

‣ however, he can also defend himself and prove his 

honesty in case of false-accusation

tally

Voters
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Server
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Belenios protocol 
‣ Developed at Loria, +1200 élections en 2020


‣ Results/contributions:

‣ An unreported privacy breach when considering multiple elections

‣ Protocol improvements to weaken the trust assumptions for verifiability
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‣ Industrial protocol developed by Scytl and now Swiss Post (expected to be 

deployed in 2022)

‣ Results/contributions:


‣ Adapt the symbolic proofs to the new version of the specification
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Belenios protocol 
‣ Developed at Loria, +1200 élections en 2020


‣ Results/contributions:

‣ An unreported privacy breach when considering multiple elections

‣ Protocol improvements to weaken the trust assumptions for verifiability

Themis project 
‣ Industrial project between Idemia and Loria

‣ Results/contributions:


‣ Design a voting machine protocol (with industrial constraints)

‣ Symbolic proofs of vote secrecy, verifiability, and accountability

Swiss Post’s e-voting solution  
‣ Industrial protocol developed by Scytl and now Swiss Post (expected to be 

deployed in 2022)

‣ Results/contributions:


‣ Adapt the symbolic proofs to the new version of the specification

‣ We discovered a (critical?) vote privacy flaw… 
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From an administrative point-of-view 

‣ Do not hesitate to contact the teams


‣ Do not hesitate to discuss with researchers you trust to get advices 


‣ Do not underestimate the work/time that an application requires!
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From a scientific point-of-view 

‣ Designing a secure e-voting protocol is complex


‣ Considering multiple elections is necessary! 

➡ Much work is still needed to obtain a (reasonably) secure e-voting protocol…
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From a scientific point-of-view 

‣ Designing a secure e-voting protocol is complex


‣ Considering multiple elections is necessary! 

➡ Much work is still needed to obtain a (reasonably) secure e-voting protocol…

Thank you!


